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PREFACE
10th International Conference on Advanced Technologies (ICAT'22) has been organized with success
in Van, TURKIYE on November 25-27, 2022.

The main objective of this conference is to provide a platform for researchers and academicians from
all over the world to present their researches and professional development activities. This conference provides
opportunities for the delegates from the electrical and computer engineering areas to exchange new ideas and
to establish business or research relations and to find global partners for future collaboration.

All paper submissions have been double blind and peer reviewed and evaluated based on originality,
technical and/or research content/depth, correctness, relevance to conference, contributions, and readability.
Selected papers presented in the conference that match with the topics of the journals will be published in the

following journals:
« International Journal of Applied Mathematics, Electronics and Computers (IJAMEC)
* International Journal of Automotive Engineering and Technologies (IJAET)
* International Journal of Energy Applications and Technology (IJEAT)
» Intelligent Methods in Engineering Sciences (IMIENS)
* Yuzuncu Yil University Journal of the Institute of Natural and Applied Sciences
* Tribology and Materials

At this conference, there were 275 paper submissions. Each paper proposal was evaluated by two
reviewers. And finally, 169 papers were presented at the conference from 32 different countries (Tiirk,ye,
Algeria, Bangladesh, Brazil, Bulgaria, Colombia, Czech Republic, India, Iran, Islamic Republic of, Iraq, Italy,
Japan, Korea Democratic People's Republic of, Macao, Malaysia, Mauritania, Mauritius, Mexico, Morocco,
Namibia, Pakistan, Romania, Senegal, Serbia, South Africa, Spain, Sri Lanka, Taiwan, Tunisia, United

Kingdom, United States, Vietnam).

This conference has been supported by Van Yuzuncu Yil University. In particular, we would like to
thank Prof. Dr. Hamdullah Sevli, Rector of Van Yuzuncu yil University. We also thank to Plusbase Ltd. Sti,
and colleagues in our conference office. They have made a crucial contribution towards the success of this

conference.

Looking forward to see you in next ICAT.

Omer Faruk BAY
Editor
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Long Term River Flow Forecasting using Adaptive
Neuro-fuzzy Inference System (ANFIS)
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Abstract— Water resources are one of the most basic needs of
living life. In order to sustain human life without any problems, a
rational planning is required for the protection and use of existing
water resources. At the beginning of the plans to be made, the
potential of the water source to be used in the future should be
determined. Therefore, river flow estimation is necessary to
provide basic information on a wide variety of problems
associated with the functioning of river systems. In this study, the
daily flow values of Zamanti River-Degirmenocagi, Zamanti
River-Ergenusagi and Eglence River-Egribuk stations in the
Seyhan Basin in Turkey were investigated. Within the scope of the
study, the Adaptive Neuro-Fuzzy Inference System (ANFIS)
model was trained using Back Propagation (BP) and Hybrid
Learning (HB) algorithms in order to make forward flow rate
estimation from past flow measurement values and the results
obtained from all models were compared. The performance of the
ANFIS models, which were created using Grid Partitioning (GP)
and Fuzzy C-Means Clustering (FCM) methods with different
input parameters were also examined. Mean Absolute Error
(MAE), Root Mean Square Error (RMSE), Determination
Coefficient (R?) and Mean Absolute Percentage Error (MAPE)
evaluation criteria were used for comparison. Top results were
obtained for FMSs as the R? values 0.6854, 0.9242 and 0.9373 using
BP model, respectively. After the analysis, it was concluded that
BP algorithm can be used more successfully and effectively than
HB algorithm in training ANFIS parameters in nonlinear
problems.

Keywords—
Forecasting

Neuro-Fuzzy, ANFIS, Hydrology, Streamflow,

I. INTRODUCTION

Thanks to its current potential, water is a natural resource
that meets the energy needs of humanity [1]. Therefore, river
flow estimation is necessary to provide basic information on a
wide variety of problems related to the functioning of river
systems and for rational planning for the conservation and use
of existing water resources [2]. At the beginning of the plans to
be made, the potential created by the water source to be used
and the potential to be made in the future should be determined.
The availability of extended flow records and other climate data
that can be used to derive streamflow data has prompted the
application of runoff forecasting modelling [3]. In recent years,
estimation of river flow in hydrological processes has become
very important in order to facilitate the sustainable use and
effective planning and management of water resources [4].
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Behaviour detection is possible with the observation values of
existing measuring stations.

Traditional methods usually give good results in solving
small-sized problems. Conceptual or physically based models
are important in understanding hydrological processes [5]. In
fact, the statistical properties of time series data often violate
the assumptions of traditional methods. Therefore, the analysis
of time series data requires a unique set of tools and methods
known as time series analysis [6]. With this sense, artificial
Intelligence techniques have gained momentum in the last two
decades, particularly for modelling and assessing the disruption
of water distribution networks [7]. Artificial intelligence
techniques are frequently and successfully used in the
estimation of flow values [8]. The forecast results provide
appropriate planning for both the producer and the user for the
production of water resources for living things, irrigation,
hydroelectric power generation and transferring water to future
generations [9].

The aim of this study is to investigate the applicability of
artificial intelligence techniques such as ANFIS (Adaptive
Neuro-Fuzzy Inference System) in the estimation of flow rate
in the river system. In the study, it is planned to measure the
success in river flow rate problems by using the HB and BP
algorithms, which are the optimization algorithms of ANFIS.
Performance analysis of ANFIS structures in nonlinear
problems is done by comparing traditional derivative-based BP
and HB algorithms. Applications have been made on estimating
the future flow value using past stream flows and estimating the
measurement at the unmeasurable flow observation station.
Model performance comparisons have been made
comprehensive with GP and FCM clustering methods. In
addition, performance analysis with R?, MAE, MAPE and
RMSE evaluation criteria was performed for BP and HB
models.

This paper is organized as follows: Section 2 presents
relevant studies in the literature on the problem of river flow
rate are mentioned and information about classical approaches
is given. In section 3 detailed information is given about the
data set and stations used. Information on how the algorithms
used are trained and the parameter optimization results of the
created models are examined. in Section 4. The interpretations
of the models were made according to the performance
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evaluation criteria. In the conclusion section, the studies are
summarized and information is given about the advantages and
disadvantages of the models obtained as a result of the study.
Ideas about future work in this area have been put forward.

II. RELATED WORK

The use of Artificial Intelligence Methods in hydrology has
recently been conducted with artificial intelligence techniques
such as Fuzzy Logic, ANN and ANFIS [10]. When these
studies are examined, both the convenience they provide in
modeling and the compatible results obtained show that these
methods can be applied. When modeling with these methods,
only the current flow data is used without the need for the
physical characteristics of the basin or the region. In addition,
these methods are advantageous in solving nonlinear problems
in terms of approach.

[11] developed ANFIS and Linear Multiple Regression
(MLR) methods for flow estimation in rivers in this study. They
observed that ANN models and Fuzzy Logic models are
applicable for flow prediction in rivers. [12] used fuzzy logic
modeling techniques for seasonal flow forecasting and water
supply at Lodge Creek and Middle Creek airports in Canada.
The reservoir control system for Yuvacik dam is modeled using
the Fuzzy Logic System method with four input parameters:
losses, precipitation, inlet and outlet flow, and lake water level
as the outlet parameter [13]. The results of the study showed
that the fuzzy theory is more flexible and reliable than other
systems in reservoir control because it also handles different
hydrological uncertainties and the relationship between inputs
and outputs can be interpreted in the rules. The feasibility of
water resource estimation was investigated using fuzzy logic
modeling techniques [14]. Findings from fuzzy expert systems
were found to be far superior to regression models in water
resource estimation.

In [15] hydrological modeling of the Seethawaka River
Basin was performed with Artificial Neural Networks that
simulate the flow and compare the flow with data-driven
techniques. Training algorithms such as Levenberg-Marquardt
(LM), Bayesian regularization (BR) and scaled conjugate
gradient (SCG) were used in the training process of the
developed ANNs. ANN was used at Aghbalou station in a basin
in a semi-arid climate in Morocco [16]. In this study, a
multilayer perceptron (MLP) neural network was preferred to
model the precipitation flow relationship. Based on the results,
it clearly shows that the neural network method can develop
better than the classical regression model in such arid regions
where precipitation and runoff are very irregular.

It is aimed to apply a new hybrid model named ANFIS-PSO
for monthly flow prediction in the Barak River basin near India.
A hybrid model combining particle swarm optimization (PSO)
algorithm and ANFIS has been developed [17]. It has been
observed that the ANFIS-PSO model has the best performance
compared to the independent ANFIS and ANN models. In
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another study [18] using log flow and precipitation data,
artificial neural network, adaptive neural-based fuzzy inference
system, extreme learning machine (ELM), Gaussian process
regression (GPR) and support vector machine (SVM), Artificial
intelligence methods were used to examine the log Streaming
potential. In the study, Hongjiadu reservoir and Xinfengjiang
reservoir in China were analyzed as two different areas. All
artificial intelligence techniques used performed well in daily
flow problems and when the models were compared, SVM,
GPR and ELM techniques found the best results when
evaluated in the given criteria.

III. MATERIALS AND METHOD

A. Adaptive Neuro-Fuzzy Inference System (ANFIS)

ANFIS consists of the representation of the Sugeno type
fuzzy system as a network structure with neural learning
capability [19]. Both artificial neural networks and fuzzy logic
are used in its structure [20]. The main purpose of ANFIS is to
optimize the parameters of the equivalent fuzzy logic system
by means of a learning algorithm using input-output datasets.
Parameter optimization is done in such a way that the error
value between the actual output and the target output is
minimum [21]. Based on the two fuzzy rules given below, the
possible ANFIS architecture for the first order fuzzy Sugeno
model is given in Figure 1.

_ w,
wy=—1
Wy + W
x f1{x y) =
w; fy
N fa (X, ¥) ” o f
¥
\_//.ﬁ'_. B Wo
Wy (%, ¥) 27wyt Wy
Layer 1 Layer 2 Layer 3 Layer 4 Layer 5

Fig. 1 The scheme of the adaptive neural-fuzzy inference system

Briefly, the fuzzification is done by applying membership
functions to the input data in the 1st layer. In the second layer,
rules are created according to the fuzzy logic inference system.
In the 3rd layer, a weighted average and normalization process
is applied to each node coming from the rule layer. In the 4th
layer, the fuzzy results are converted to numerical values, and
finally, in the 5th layer, the output values of all nodes are
collected to produce the single output value of the system [22].

B. Assessment Methods

The most important step in any machine learning model is to
evaluate the accuracy of the related models to describe how
well the model is performing in its predictions. MAE, RMSE,
R? and MAPE evaluation criteria are used to evaluate the
performance of the model in statistical analysis. Among these
performance measures, R? is the accuracy rate decision
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coefficient of the model. A high value of this coefficient
indicates a good estimation relationship [23]. Since MSE,
RMSE and MAE are error measures, low results are measures
that show high performance inversely proportional to
performance [24]. These parameters are defined as:

Black Sea

Aegean Sea

Meditaransan Coa

D FMS
(1) Egribiik
(2) Ergenusags
(3) Degirmenocag:

measurement stations (FMS) carrying various hydrological
conditions of the Seyhan basin were used. The locations of the
relevant stations in the Seyhan basin on the map of Turkey are
given in Figure 2. In addition, daily long-term, 24-year stream
flow data are obtained from all stations. In the training phase of
the models, 7143 daily flow data, which is 80 percent of the

data set, and 1785 daily flow data, which is the remaining 20

Black Sea

Aagean Se
)

Fig. 2 Study sites in the Seyhan river basin
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Where X; is the sum of the actual data, Y; is the sum of the
predicted data, n is the total number of data points and RSS is
the residuals sum of squares, TSS is total sum of squares. The
aim is to minimise MAE, MAPE and RMSE given in Equation
LII and III. On the contrary, it is to maximize the value of R?
given in Equation IV.

C. Study Area

In this study, the daily flow values of Zamanti River-
Degirmenocagi (1827), Zamanti River- Ergenusagi (1826) and
Eglence Stream-Egribuk (1825) stations in the Seyhan Basin in
Turkey were investigated to analyze the applicability and
capacity of ANFIS and ANN methods for daily river flow
estimation. The data used was provided by the DSI (Hydraulic
State Works). The upper part of the Seyhan Basin is located in
Central Anatolia, the middle and lower part in the
Mediterranean Region, in the north of Adana province, between
36° 30" and 39° 15' north latitudes and 34° 45' and 37° 00' east
longitudes. It has a length of 560 km and a surface area of
22.035 km? [25].

All values in the dataset include daily river flow values. To
control the prediction potential of the compared models, 3 flow
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percent, were used in the testing phase. Table 1 shows the
coordinates of all stations and the time range of the data used.

TABLE1
FMSS LOCATED IN THE SEYHAN RIVER BASIN
Coordinates
FMS East North Elevation Observation
(Year)
(m)
(O ] ") (0 Al ")

Egribuk 351135 372150 222 1988-2011
Ergenusagi 353447 373955 360 1988-2011
Degirmenocagi 3529 10 375118 740 1988-2011

As shown in Figure 3, the daily flow potentials of all three
stations were examined during the flow analysis of the river and
the lowest and highest flows of the stations were given in m?/s.
When the three stations are examined together and the stream
flow is controlled, the lowest stream flow was observed at
Egribuk station in August 2008 with 0.95 m3/s. The highest
flow rate was observed at Ergenusagi station in December 2002
with 434 m?/s.

IV.EXPERIMENTS

One of the main problems to be solved is the creation and
configuration of the ANFIS model in the application phase for
problem solving. All these processes, such as selecting input
variables, partitioning the input space, choosing the type and
number of membership functions for the inputs, determining
the number of rules by creating a rule layer, determining the
initial values of the membership functions parameters, include
the creation of the ANFIS model [26]. In this study, the
performances of ANFIS models created using GP and FCM
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methods [27] in river flow estimation were compared. In FCM-BP 35235 16574 1.856 0.9327
addition, BP and HB algorithms were used to train the ANFIS
parameters. Numerous attempts were made to determine the GP-BP 33904 16577 1.807 0.9373
best ANFIS model. As a consequence of the attempts, the 1827
membership functions (MF) type and count of the ANFIS FCM-HB 35118 15.083 1.795 0.9329
model created using GP, and output functions were selected as
GP-HB 3.5451 15.251 1.783 0.9320
a) 1825 b) 1827
250.00
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Fig. 3 Daily streamflow for a) Egribuk (1825) and b) Ergenusagi (1826) c¢) Degirmenocagi (1827) stations

gaussmf,2 linear respectively. Also, the MFs type and the
number of clusters were determined as gaussmf and 10,
respectively in the ANFIS model created using FCM.
Consequently, all performance measurements obtained for each
FMS are presented in Table 2.

TABLE2
PERFORMANCE MEASURES (ALL VALUES ARE IN M%/S)

FMS ANFIS Models RMSE MAPE MAE R?
FCM-BP 5.0968 17.143 1397 0.6662
1825 GP-BP 4.9082 13.056 1.290 0.6854
FCM-HB 4.9861 12.022 1.294 0.6782
GP-HB 5.3614 12.663 1.352 0.6351
FCM-BP 6.9416 53772 3.236 0.9219
1826 GP-BP 6.8502 5.1395 3.155 0.9242
FCM-HB 7.0432 5.5184 3.325 0.9202
GP-HB 7.1958 6.1119 3.521 0.9162
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Table 2 illustrates the statistical measure of the model results.
The comparison estimations of these three models for Egribuk,
Ergenusagi and Degirmenocagi FMS, respectively are
presented in Table 1. While the estimated MAE values of the
benchmark BP and HB was 1.2900, 3.1554, 1.8074 and 1.2944,
3.3251, 1.7828, respectively. Concerning RMSE, the BP model
is detected to be 4.9082, 6.8502, and 3.3904 while benchmark
HB is 4.9861, 7.0432, and 3.5118. The best MAPE values are
discovered as 12.0222, 5.1395, and 15.0825 for the BP and HB
model. Ultimately, according to the R?, the BP model is found
to be 0.6854, 0.9242, and 0.9373 while benchmark HB is
0.6782, 0.9202, 0.9329 respectively. Thus, BP carries a high
estimation success with its statistical measures. The HB model
also obtained close results according to the measurement values.
Considering all the RMSE, MAE, MAPE and R? statistics, the
BP model will be chosen as a preference to the HB model.

V. CONCLUSIONS

In this study, the daily flow rate values of Zamanti River-
Degirmenocagi, Zamanti River-Ergenusagi and Eglence River-
Egribuk stations in the Seyhan Basin in Turkey have been
investigated. Taking long-term daily river flow data as input to
the ANFIS model, the model was trained using BP and HB
algorithms.
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When the results were examined, low estimation errors
measured the usability of ANFIS methods in river flow
problems. The training process was tested in all models with
different input parameters and existing membership functions,
and the evaluation method values were recorded each time. As
seen in the results tables of three stations, it was concluded that
traditional derivative-based that BP algorithm can be used more
successfully and effectively than HB algorithm in training
ANFIS parameters in nonlinear problems.

ANFIS will be used frequently in the future as improved
methods for researchers working in the field of Hydrology.
Also, studies will be conducted to train ANFIS with
metaheuristic artificial intelligence algorithms and apply it to
different problems.
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Abstract— Click-Through Rate (CTR) prediction is a crucial
task in recommendation systems and online advertising. It
aims to predict the probability of a user to click on an ad
or an item. There are many machine learning based and
deep learning based CTR models. In this paper, we conduct
experiments on two real-world datasets to investigate the
effect of different loss functions and optimizers on these CTR
models. In CTR prediction problem, almost all of the studies
prefer Adam optimizer and binary cross-entropy loss while
training the model. However, experimental studies show that
different loss functions and optimizers can significantly improve
the performance of CTR models. Specifically, offline results
demonstrate that focal loss function addressing class-imbalance
problem can be a promising alternative of binary cross-entropy
function in CTR prediction problem. Also, offline experiments
indicate that RMSprop and Nadam optimizers improve the
model performance in terms of AUC (Area under ROC curve)
metric.

Keywords— Recommender systems, CTR prediction, adver-
tising, deep learning

I. INTRODUCTION

Click-through rate (CTR) prediction models play impor-
tant role in advertising industry and recommender systems.
In a CTR prediction system, the task is to estimate the
probability of click on a recommended item displayed to
a user. In the advertising industry, advertisers pay publishers
to display their ads on the sites of publishers. CTR prediction
task is important for internet companies because improving
the CTR can increase the revenue. Therefore, CTR prediction
has attracted a lot of attention from both academia and
industry.

Almost all CTR prediction studies prefer Adam optimizer
and binary cross-entropy loss function while training the
CTR prediction models. In this paper, we conduct experi-
ments with PNN [1], DeepFM [2], DCN [3], DCN-V2 [4],
FiBiNET [5] and FINT [6] CTR prediction models on two
Movielens and Frappe benchmarks by using Adam, Nadam,
RMSprop optimizers and binary cross-entropy, focal loss and
weighted focal loss functions to understand the effect of
different optimizers and loss functions on CTR prediction
models.

The current paper is organized as follows. Firstly, we brief
related works for CTR prediction in Section II. In Section
III, we explain loss functions. We give optimizers and their
update equations in Section IV. We present experimental
studies on Movielens and Frappe datasets in Section V. In
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Section VI, we share the results by comparing the different
optimizers and loss functions. Finally, we conclude this study
in Section VII.

II. RELATED WORKS

A few studies on CTR prediction tasks focused on the
implementation of specific loss functions and optimizer
algorithms for deep CTR models. Lu et al. [7] proposed
a hybrid model consisting of Deep Interest Network (DIN)
[8] and eXtreme Deep Factorization Machine (xDeepFM)
[9] network and trained the model with the use of focal
loss function on e-commerce Alibaba dataset. Furthermore,
Li et al. [10] investigated the efficacy of the focal loss
function with the DeepFM model on Taobao’s click dataset
and resulted that the model outperforms logistic and neural
network models. In another study, Tao et al. [11] proposed
a CTR prediction model that is High-order Attentive Fac-
torization Machine (HoAFM) and performed model training
with Adagrad optimizer [12]. Apart from these studies, a
comprehensive analysis of the efficacy of focal loss function
and the effects of different optimizer algorithms on the
performance of CTR prediction models was not performed
in the literature.

III. LoSS FUNCTIONS

Loss functions are crucial error functions in model pa-
rameter optimization since the error during the optimization
process of a neural network is calculated based on the
specified loss function so that the model parameters can be
updated in each iteration to minimize the loss. Depending on
the type of deep learning problem (e.g., classification task
and regression task), the loss function which will be used in
model training varies. Binary cross-entropy is the most com-
mon loss function used in classification problems, whereas
regression problems generally practice Mean Squared Error
(MSE) loss function [13]. In the classification task, hinge
loss is also another error function used in several studies
[14]-[16].

Cross-entropy loss function can be expressed as follows:

CB(p,y) = {—gggg? §

ify=1
otherwise.
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ify=1
otherwise.

bt = P
t 1—p

CE(p:) = —log(pt)-

where p is the predicted probability and y is the true label.

An alternative loss function to cross-entropy (i.e., Focal
Loss) was proposed in the object detection problem for
model performance improvement [17]. Focal loss is the
modification of the cross-entropy loss function that adds
a parameter v (gamma) to the cross-entropy loss function
to decrease the loss of the simple examples. The other
parameter of the focal loss «y; (alpha) is the weighting
factor of the classes. It is designed to solve the imbalance
classification problem.

The formula for focal loss is as follows:

FL(p:) = —(1 — pt)"log(pt)-

FL(pt) = —a(1 — pt)"log(pe).

Several studies demonstrated that focal loss function im-
proves the model performance in computer vision and also
other research fields [18]-[24]. However, focal loss is not
commonly used in CTR prediction tasks and the efficacy of
this loss function on recommendation systems is not studied
completely.

Furthermore, a custom loss function, weighted focal loss,
is proposed for the CTR prediction task. This loss function
is basically a weighted summation of binary cross-entropy
loss and focal loss. The weighted focal loss function can be
expressed as:

weightedF L(p;) = CE(pt) + wF L(pt).

w (weight) parameter can be selected in the range of [0,1]. In
this study, CTR prediction models are trained with focal loss
and weighted focal loss functions, thus model performances
are compared with the baseline results.

IV. OPTIMIZERS

Optimizers are algorithms used to minimize loss function
or to increase model performance by changing model param-
eters such as weights or learning rate. Stochastic gradient-
based optimizers are fundamental algorithms proposed for
model parameter optimization. SGD [25] is the earliest
stochastic optimizer and it has the popularity among the op-
timizer algorithms because of its efficiency and effectiveness
[25]. Later, several adaptive gradient optimization methods
are proposed as Adam [26], AdamW [27], RMSProp [28],
Adabelief [29] and Nadam [30].

In the CTR prediction task, several deep CTR models
are proposed in recent years and model improvements are
evaluated according to the benchmark results. In literature,
adaptive moment estimation (Adam) optimizer adapts learn-
ing rates to each parameter [31] is dominantly used with
deep CTR models for the experiments, also given in Fig. 1.
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Fig. 1. Update equation of Adam optimizer

Nesterov-accelerated adaptive moment estimation (Nadam)
modifies the momentum component of Adam optimizer with
Nesterovs accelerated gradient (NAG) to improve the speed
of convergence and the quality of the learned models [30] and
given in Fig. 2. Root mean squared propagation (RMSProp)
is an extension of the Adagrad optimization algorithm to
avoid the effect of a monotonically decreasing learning rate,
then shown in Fig. 3. In addition, Choi et al. [32] gives the
update rules for the optimizers.

NADAM (Hy, oy, By, Ba,€)

mo = 0,v9 =0

mey1 = Brmy + (1 — B1)VE(0r)

Vi1 = Bovy + (1 — B2)VL(6;)?
/1 - g+t

bey1 = ﬁ

Bimiy1 + (1 = B1)VE(0;)
' N

Fig. 2. Update equation of Nadam optimizer

9t+1 = Gt —Q bt+1

Since custom optimizers demonstrated superior perfor-
mance with respect to Adam optimizer in computer vision
and other fields [33]-[36], there is a significant chance for
specific optimizers to prove better model performance in
CTR prediction task. In this paper, the efficacy of specific op-
timizers that are Adam, Nadam and RMSprop are evaluated
in two public CTR prediction datasets with state-of-the-art
models.

V. EXPERIMENTS

This study aims to compare the relative performances
of different optimizers and loss functions in two public
CTR prediction datasets. In this section, the details of the
datasets and models used in our study, the metrics used for
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RMSPROP(Hy,n,7,p,€)

Vo = 1,m0 =0
Vi1 = pug + (1 — p) V()

Tt
—— V(0
VU1 € (6:)

Orp1 =0 —mypa

Myl = YMy +

Fig. 3. Update equation of RMSprop optimizer

performance evaluation, implementation details and hyper-
parameters are presented.

A. Datasets

We evaluate the proposed approaches on two well-known
public benchmarks including the MovieLens-1M and Frappe.

MovieLens-1M': The Movielens dataset consists of 1
million movie ranking samples over thousands of movies and
users. The dataset includes user features, movie features, and
ratings. Ratings are binarized to apply binary classification.
Instances with a rating greater than 3 are considered as
positive samples and used as 1, while those less than 3 are
considered as negative samples and used as 0. Instances with
a rating of 3 are considered neutral and removed from the
dataset. We randomly split the dataset into two parts: 80%
is for training, and the rest (20%) is for testing.

Frappe’: The Frappe dataset was constructed by Baltrunas
[37]. The dataset includes 96,203 application usage logs of
users in various contexts. It consists of 10 categorical features
including weather, city, daytime, and so on. We considered
all logs as positive samples and constructed 2 negative
samples for each positive sample by randomly replacing the
item value with another item. Also, we randomly split the
dataset into two parts: 80% is for training, and the rest (20%)
is for testing.

Table I lists the statistics of each dataset.

TABLE I
STATISTICS OF THE DATASETS

H Dataset # Instances  # Fields # Features H
MovieLens-1M 739,012 7 3,529
Frappe 288,609 10 5,382

B. Baseline Models
We conducted experiments by using 6 CTR prediction
models to show the effects of loss functions and optimizers.
Below is a brief introduction to these models.
o PNN [1]: a model which applies a product layer that is
a concatenation of inner product and outer product, and

"https://grouplens.org/datasets/movielens/
2https://www.baltrunas.info/context-aware
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deep neural network (DNN) to explore the high-order
feature interactions.

o DeepFM [2]: a Factorization-Machine based neural
network which trains a deep component and an FM
component jointly to learn high- and low-order feature
interactions simultaneously.

e« DCN [3]: a model which combines the cross-network
with the deep network.

e DCN-V2 [4]: a model for learning-to-rank that im-
proves the original DCN model.

o FiBINET [5]: a model which utilizes the Squeeze-
Excitation network (SENET) to learn feature weights
and designs a bilinear function to better model the cross
features.

o FINT [6]: a CTR predictor that employs the Field-
aware interaction layer that captures high-order feature
interactions without losing the low-order field informa-
tion.

C. Evaluation Metrics

Two evaluation metrics are tested in our experiments. The
two popular evaluation metrics are AUC (Area Under ROC)
and Log loss (Cross entropy).

AUC: Area under ROC (AUC) is a widely used evaluation
metric for classification problems. It measures the probability
that a CTR predictor will assign a higher score to a randomly
chosen positive item than a randomly chosen negative item.
Better performance is indicated by a higher AUC.

Log loss: Log loss is widely used for binary classification
problems. It measures the gap between the true value and
the predicted value. A smaller Log loss indicates a better
performance.

D. Implementation Details

All the baseline models and the integration of optimizers
and loss functions are implemented by Python + Tensorflow.
For the embedding layer, we set the embedding dimension
for all models to be a fixed value of 12 for MovieLens-1M
and Frappe datasets. We set the learning rate as 1e-3 and the
batch size is set to 2048. For the DNN part of models, the
depth of hidden layers is set to 3, the number of neurons
in each layer is 256, activation functions are ReLU and the
dropout rate is 0. All experiments are repeated 5 times and
averaged metrics are reported.

The following model-specific parameters are applied to
the experiments; the number of cross layers is set to 2 for
DCN and DCN-V2, the number of field-aware interaction
layers is set to 1 for FINT, and reduction_ratio is set to 3 for
Squeeze-and-Excitation network (SENET) [38] part of the
FiBiNET.

E. Hyperparameter Search

To tune hyper-parameters, we used HyperOpt [39], which
is a hyperparameter optimization tool. HyperOpt is an open-
source Python library for optimization. It allows the automa-
tion of the search for the best parameters for a machine
learning model. The tool was used to perform a hyperparam-
eter search for focal loss variables because the experiments
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TABLE II
COMPARISON OF DIFFERENT OPTIMIZERS ON PERFORMANCE (AUC) OF CTR MODELS

MovieLens-1M Frappe
Adam Nadam RMSprop Adam Nadam RMSprop
Model AUC Logloss | AUC Logloss | AUC Logloss | AUC Logloss | AUC Logloss | AUC Logloss
PNN [1] 0.8838  0.3609 0.8829  0.3760 0.8979  0.3225 0.9002  0.4005 0.8992  0.4022 0.8973  0.3811
DeepFM [2] | 0.8936  0.3261 0.8924  0.3284 0.8965 0.3183 0.8989  0.3824 0.8967  0.3999 0.8934  0.3853
DCN [3] 0.8949  0.3197 0.8951 0.3183 0.8918  0.3236 0.8954  0.3857 0.8975  0.3847 0.8874  0.3949
DCN-V2 [4] | 0.8949  0.3187 0.8951 0.3186 0.8915  0.3235 0.8955  0.3858 0.8963  0.3869 0.8857  0.3953
FiBiNET [5] | 0.8910  0.3415 0.8915  0.3363 0.8975 0.3189 0.8905  0.4151 0.8938  0.4151 0.8871  0.4034
FINT [6] 0.8867  0.3542 0.8915 0.3363 0.8883  0.3292 0.8990  0.3990 0.8986  0.3942 0.8936  0.3930
TABLE III

COMPARISON OF DIFFERENT LOSS FUNCTIONS ON PERFORMANCE (AUC) OF CTR MODELS - BCE REFERS TO BINARY CROSS-ENTROPY, FL REFERS
TO FOCAL LoSs AND WFL REFERS TO WEIGHTED FOCAL LoOSS

MovieLens-1M Frappe
BCE FL WFL BCE FL WEL
Model AUC Logloss | AUC Logloss | AUC Logloss | AUC Logloss | AUC Logloss | AUC Logloss
PNN [1] 0.8838  0.3609 0.8859  0.3397 0.8842  0.3660 0.9002  0.4005 0.9043  0.3765 0.9041  0.3930
DeepFM [2] | 0.8936  0.3261 0.8955  0.3796 0.8935  0.3260 0.8989  0.3824 0.9047  0.3760 0.9034  0.3995
DCN [3] 0.8949  0.3197 0.8903  0.3786 0.8960  0.3182 0.8954  0.3857 0.8985  0.3839 0.8964  0.3807
DCN-V2 [4] | 0.8949  0.3187 0.8910  0.3721 0.8960  0.3226 0.8955  0.3858 0.8977  0.3815 0.9009  0.3949
FiBiNET [5] | 0.8910  0.3415 0.8924  0.3624 0.8875  0.3531 0.8905  0.4151 0.8935  0.3925 0.8960  0.4046
FINT [6] 0.8867  0.3542 0.8917  0.3419 0.8913  0.3347 0.8990  0.3990 0.8952  0.3940 0.8991  0.3863

show that default parameters of focal loss (gamma: 2, alpha:
0.25) resulted in lower model performance in terms of AUC
and Log loss so they are not suitable for this specific
task. Thus, a hyperparameter search was performed for the
gamma and alpha parameters of the focal loss. The space
of parameter search was [2,1.2,0.8,0.6,0.4,0.2,0.1] for ~
and [0.9,0.6,0.3,0.15,0.1] for «, respectively. Also, the
maximum number of iterations is set to 30 in the HyperOpt
tool.

VI. RESULTS

Table II shows the AUC and log loss values obtained
with Adam, RMSProp, and Nadam optimizers on Movielens
and Frappe datasets with PNN, DeepFM, DCN, DCN-V2,
FiBINET, and FINT models. All models are trained with
hyperparameters shared in the V-D subsection of the paper.
According to this table; RMSProp and Nadam optimizers
achieved higher AUC scores than the Adam optimizer for
Movielens-1M. However, for the Frappe dataset, whose sam-
ple number is much less than Movielens-1M, higher AUC
scores are obtained with Adam and Nadam optimizers.

Results of CTR prediction models on Movielens and
Frappe datasets with respect to the loss functions that are
used during the model training process demonstrated in
Table III. Results show that for each model either focal loss
or weighted focal loss function was achieved to improve
model performance with respect to the baseline loss function
that is the binary cross-entropy function for both datasets.
Especially in the results of the Frappe dataset, both of the
focal loss functions improved the model performance (except
the case of FINT) in terms of AUC with respect to the
results of baseline training with binary cross-entropy. The

E-ISBN: 978-605-72180-1-8

experiments prove that focal loss and weighted focal loss can
be used to enhance the performance of deep CTR models in
CTR prediction tasks.

VII. CONCLUSION

In this paper, we conducted experiments on two real-
world datasets to investigate the effect of different optimizers
and loss functions since almost all CTR prediction studies
prefer Adam optimizer and binary cross-entropy loss while
training the model. The comparative experimental results
show that different optimizers and loss functions instead of
Adam and BCE can effectively improve the CTR prediction
performance. We verified the effectiveness of optimizers and
loss functions for CTR prediction models on the Movielens
and Frappe dataset. For future works, experimental studies
can be conducted using new optimizers and loss functions.
In addition, other CTR prediction models can be carried out
with different datasets.
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Abstract—Fingerprint recognition is one of the most popular
biometric technologies and it has been used in criminal
investigations, civil and commercial applications, etc.
Fingerprint matching is the process used to decide whether two
sets of fingerprint details take place from the same finger. This
study focuses on feature extraction and intricacies
corresponding stage. There are several composition techniques
used for fingerprint recognition systems, such as detail-based
micro-composition, pattern-based syntax, correlation-based
syntax, and image-based syntax. A new method based on
Principal Component Analysis (PCA) is proposed for
fingerprint optimization. In the proposed method, in the first
experiment, the two-dimension discrete cosine transform is
applied on an image to transform it into frequency domain form.
Following, the PCA is applied on these fingerprint images which
gives the eigenfingerprints images. These eigenfingerprints
images are stored in the database be to used later in the
matching stage. In the second experiment, the same steps were
applied except apply the two-dimension discrete cosine
transform on the image (i.e.: remain image in the spatial
domain). Firstly, PCA is applied to the image in the spatial
domain, secondly, PCA is applied to the original image in the
frequency domain by applying 2D-DCT to the entire image.
Recognition comparisons between the two proposed methods
are made individually on a database of 14 persons. Although
these investigations have been undertaken using these methods
promising results are obtained.

Keywords—Biometric system, Fingerprint Recognition,
Principal Component Analysis, Discrete Cosine transform

l. INTRODUCTION

Fingerprint analysis has been a useful measure of identity
and authenticity for more than a thousand years, firstin China
as a document authentication method. Fingerprint recognition
and verification assumes that no two people share identical
fingerprint patterns. Fingerprint edges and pore patterns can
be transferred in whole or in part to solid surfaces by
depositing contact residues consisting of skin cells, oil, salt,
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and moisture, or captured optically to provide a two-
dimensional representation. These representations can be
stored indefinitely in a photographic or digital image,
facilitating comparison with fingerprint archives. The process
of determining a fingerprint match involves evaluating the
spatially distributed fingerprint components that are aligned
against those that are not compatible with them.

The human body has used physical features such as facial
features, tone of voice, and gait way to identify themselves
for centuries ago. Human fingerprints are rich in details called
micro details that can be used as identification labels for
fingerprint authentication [1-3]. In the mid of 19th century,
the Chief of the criminal identification department at the Paris
Police Station practiced the idea of using multiple body
measurements to identify criminals using fingerprints [2], [3].
Just as his idea was gaining popularity, it was overshadowed
by the more important and practical discovery of human
fingerprinting in the late nineteenth century. Shortly after this
discovery, several major law enforcement departments
embraced the idea of making a database for fingerprint
images. Subsequently, the remaining (usually scattered)
fingerprints (commonly referred to as latent) at crime scenes
can be 'lifted up' and compared to fingerprints in the database
for the identification of criminals. Although biometrics arose
from its extensive use in law enforcement to identify
criminals (for example, security clearance of illegal aliens to
employees for sensitive jobs, paternity determination,
forensics, and identification of convicts and prisoners), today
it is increasingly used to identify Person in a wide range of
civilian applications [1-4].

Any Person's physiological and behavioral, or both traits
can be used as a biometric feature, as long as it meets the
following characteristics [4]:

- Universality: Each in this world must have this feature.

- Distinction: very easy to differentiate between two
persons by using these features.

- Collectible: A characteristic can be
guantitatively.

measured
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- Continuity: The characteristic must be sufficiently
stable (compared to the matching criterion) over a
period.

Though, in any biometric system (i.e. it is a system in
which the biometrics features are extracted and compared for
persons identification), there are a number of other
parameters to be considered, including:

- Performance, it refers to the recognition accuracy and
speed, the resources needed to get the required recognition
accuracy with less time, and the operational and
environmental factors that affected by it.

- Circumvention, it reflects the ease with which the system
can be deceived in fraudulent ways.

- Acceptability, it indicates the extent to which people are
willing to accept the use biometric features in their live
and deal with it on a daily basis.

A practical biometric system must meet specified
recognition accuracy, speed and resource requirements, and
should be harmless to users, acceptable to the target
population, and powerful enough for various fraudulent
methods and system attacks [1], [4-6]. While most of the
current fingerprint identification systems use fingerprint
details in the matching process, this paper proposes a
fingerprint recognition algorithm based on statistics and data.
Firstly, a correlation matrix is used for fingerprint
recognition, and demonstrated Principal Component
Analysis is used for features extraction by applying PCA on
the whole original image [7], [8]. In this method, two
different models have been done and described on the
fingerprint recognition system. The first model is A compute
of PCA for the matrix which represents the original image in
the spatial domain. Then, the other model applies PCA to the
matrix represented image in the frequency domain by
applying 2D-DCT on that image matrix. Recognition
comparisons between the two proposed methods are made on
a database of 14 persons. The paper introduces the details and
the results for fingerprint recognition experiments by using
Principal Component Analysis Algorithm as proposed
technique for feature extraction and Correlation Matrix
technique as matching method.

Il. THE DATABASE USED

The database used in this study is ODFv.1 (Owner Database
of Fingerprint version 1). The database contains of 112
fingerprint images, 8 each of 14 persons. The persons are
volunteers. They volunteered to give their fingerprints to be
a database used for scientific purposes. The age of these
Volunteers from Eighteen to eighty-one years old, but most
of them are young people, between the twenty and thirty-five
years. Fig. 1 shows examples of some fingerprint images
from our database of one individual 8 images per person from
the database. The images were manually cropped and resized
to resolution of 420 X 280 colored images. Different
fingerprint images for a person from database (train and test)
are depicted in Fig. 2.
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Fig. 1. Examples of fingerprint images of one individual 8 images per person.
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Fig. 2. Different fingerprint images for a person from the database (train
and test)

a) training in Experiment 1, b) testing in Experiment 1
c) training in Experiment 2, d) testing in Experiment 2
e) training in Experiment 3, f) testing in Experiment 3

IIl.  SIGNAL PROCESSING AND FEATURE EXTRACTION
UNITS

A. Features extraction experiments results using two-
dimension discreet cosine transform (2D DC):

The Discrete Cosine Transform (DCT) is similar to the
Fourier Transform in that it converts a signal from the spatial
or time domain to the frequency domain [9], [10].

There are multiple advantages to using DCT, the major
advantage of DCT is its effectiveness and efficiency. The
transformation as a whole is applied to n x n matrices, usually
8x8 in size in image processing. However, blocking DCT
computation does not actually require manual separation of
the image into blocks, rather this blocking occurs as a function
inherentin DCT. Another advantage of the DCT is that its core
vectors are made up of completely real value components.
Therefore, in terms of image compression, all pixel values are
automatically represented by real numbers. Also, the same
pixels do not affect each other. Most people outside the
mathematics field may not have heard of DCT, but most
computer users indirectly interact with DCT on a regular
basis. Joint Photographic Experts Group (JPEG) image files
and Moving Pictures Expert Group (MPEG) video files are
familiar. Web pages containing images compressed in JPEG
format require approximately 10% of the download time of
uncompressed images. MPEG compression allows a single
Digital Video Disc (DVD) to contain full length movies for
home viewing at a higher picture quality than available on
Video Home System (VHS) [2], [9].

Each of these compression algorithms is based on the
frequency separation of DCT. In general, it is important to
understand that JPEG image compression is based on dividing
the image into smaller 8 x 8-pixel blocks. This standard has
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been adopted by JPEG in its expansion stages for two main
reasons. First reason, processing large blocks was deemed too
slow for a computer to perform. Second, experts note that
using larger blocks does not result in significantly greater
compression. Before starting the training, several steps were
performed on the images:

- Each image is divided into small parts, each part is 8x8
pixel. every part (block) is used to extract features from
the 2D-DCT coefficients which are compressed the
features energy to the low frequency components.

- The experiment was performed by extracting 6 features
(low frequency components) for each block as shown in
Fig. 3, where the left figure shows the finger image, it’s a
block-DCT image, it’s DCT image and the last one is the
selected DCT features.

0 LE N

N W

Fig. 3. The selected 2D-DCT features.

B. Features Extraction
analysis (PCA):

In this method, we demonstrate PCA for feature extraction
by applying PCA on the whole original image. The
eigenvectors of PCA are called “eigenfingerprints”. The goal
is to find the principal components of the fingerprint
distribution or the eigenvectors of the covariance matrix of the
set of fingerprint images. These eigenvectors can be thought
of as a set of features that together characterize the contrast
between fingerprint images. The eigenfingerprints for the
training images were calculated and experiments using a fixed
number of eigenfingerprints were carried out. Since most of
the data information is packed in the principal components
(the eigenfingerprints with the largest eigenvalues), it was
possible to experiment with a smaller number of
eigenfingerprints. However, the fingerprints can also be
approximated using only the eigenfingerprints, those that have
the largest eigenvalues.

The implementation of PCA can be summarized in the
following steps:

Using Principle Component

Step 1: Prepare the data: The first step is to normalize the data
we have for PCA to work properly.

Step 2: Subtract the mean: This is done by subtracting the
relevant rates obtained in step 1, from the numbers in the
respective column.
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Step 3: Calculating the covariance matrix: This is based on the
dataset that we took.

Step 4: Calculate the eigenvalues and the eigenvectors:
This step consists of calculating the eigenvalues and
eigenvectors of the covariance matrix.

Step 5: Calculate and select the principal components:
Arrangement of the eigenvalues from largest to smallest in
order to give us the components in order or significance

Step 6: Classifying the fingerprints: This is the last step, where
the principal components are formed using all the math steps
and above [7], [11], [12].

IV. FINGERPRINT IMAGE TRAINING AND TESTING

Three, five and seven images for each person in the
training phase as well as the use Five, three and one image for
each person in the test phase.

Two different models have been developed on the
fingerprint recognition system. In the first model, find the
PCA values for fingerprint image which in the spatial domain.
In the other model, applies PCA to the same fingerprint image
in the frequency domain after applying the two-dimension
discrete cosine transform (2D DCT) to it. The flow charts of
the proposed method for fingerprint recognition system by
using PCA in the first model and by using PCA in the second
model are shown in Fig. 4 and Fig. 5 respectively.

start

I

Extract features
Vector (PCA)

Yes ‘ No

i

Store Feature
Vector in Database

Compare with
Database

v

Display Result

h ¢

Fig.4. Fingerprint recognition system by using PCA.

In the training phase, and in the first model, principal
component analysis is applied to the finger image in the spatial
style while in the other model; It is applied the two-
dimensional discrete cosine transform (2D DCT) to transform
the finger image to the frequency domain style.
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Fig. 5. Fingerprint recognition system by using 2D DCT and PCA.

In the testing phases, the process is going through with the
same training and the consist of reading and extraction, and
ultimately to the database that contains the text files that
contain the data for each of the images used in the training
process and compare it with the image used in the testing
process. Using the correlation matrix, will calculate the
correlation coefficient between the matrix of the image used
in the testing process and all matrixes within the database and
to consider the matrix that produced the highest correlation
coefficient is the resulting image of the test process.

The training process is repeated on each image (3, 5and 7
images per person). While the testing process will be repeated
on each image (5, 3 and 1 image per person). In the end of the
three experiments the total is 70 training and 42 test images in
the first experiment and 42 training and 70 test images in the
second experiment, whereas 98 training and 14 test images in
the final experimentation.

In order to make a comparison between the two proposed
models, recognition rates for each assessed model were
determined rates of recognition are expressed as values in
percentages manner and are obtained by record the number of
classified test images and divide by 42, 70, 14, respectively.
The obtained experiment results are summarized in table I and
table Il. It was observed that the mean results of recognition
using PCA over the obtained frequency domain was 88.6% in
the first experiment and 90% in the second experiment and
became 100% in the last experiment. While the average results
of recognition using PCA on the obtained spatial domain was
83% and decrease to becomes 81 % in second experiment to
increase another time to 100 % in the last experiment. It can
be noted that, in terms of feature extraction when PCA is used,
the recognition rates of the frequency domain approach give
better recognition accuracy than the spatial domain approach.
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TABLE |. SYSTEM RESULTS FOR USING PCA ON THE FREQUENCY DOMAIN

Experiment 1 Expeviment 2 Eperiment 3
User No 3 testing images 3 testing images 1 testing images
3 training images 3 training images 7 training images

1 T[T[T[T| T T|[ T[T T

2 T T|F|T|F T|F| T T |

3 T T|T|[T|T T| T[T T |

1 T T|T|[T|T T| T[T T |

5 T[T[T|T|T T[T T T |

6 T|T|F|F| T T|F| T T |

7 T T|T|[T|T T| T[T T |

g T[T[T|T|T T[T T T |

9 T|T|F| T| T T|F| T T |

10 T T|T|[T|T T| T[T T |

11 T T|T|[T|T T| T[T T |

12 T T[T|T|T T T| T T |

13 F|T|F|F|T F| T[T T |

14 T|T|T|[T|T T| T[T T |
Recognition 28.6% 00% 100%
rate

TABLE Il. SYSTEM RESULTS FOR USING PCA ON THE SPATIAL DOMAIN

Experument 1 Exparumant 2 Experiment 3
User No 5 testing images 3 testing images 1 testing images
3 training images 5 training images 7 training images
1 T[T|T|T| T T[T[T T
2 T T|F|T|F T|F[T I'T |
3 T T|T|T|T T|T|T I'T |
4 T/ T|F|T| T T|T|F T |
B F|T|T|T|F F|T|T I'T |
6 T|T|F|F|T T|F[T I'T |
7 T T|T|T|T T|T|T I'T |
8 T T|T|[F|T T|F[T I'T |
o T T|F|T| T T|[F|T T |
10 T T|T|T|T T|T|T I'T |
11 T T|T|T|T T|F[T I'T |
12 T T|T|T|T T|[T|T T |
13 F|T|F|F|T F|T|T I'T |
14 T T|T|T|T T|T|T I'T |
Recognition 83% 81% 100%

V. CONCLUSIONS

Machine fingerprint recognition has become an active
research field that It includes many disciplines such as image
processing, pattern recognition, neural networks and computer
vision. Fingerprint recognition technology has many
applications, like commercial, industrial and law enforcement,
where it can be as an identification mode or as a verification
mode. Like any recognition method, there are three primary
issues to investigate, which are: extracted the features stage,
the enrolment stage and the recognition stage. Many different
methods have been followed by researchers to identify
fingerprints, some using engineering or statistical features and
others using a variety of classification techniques. In This
research, a correlation matrix is used for fingerprint
recognition and demonstrate Principal Component Analysis is
used for features extraction by applying PCA on the finger
image. Two different models have been developed on the
fingerprint recognition system. In the first model, PCA was
applied to the image in the spatial domain while in the second
model; the PCA applies to the original image in the frequency
domain by applying 2D-DCT to the entire image. Recognition
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comparisons between the two proposed methods are made
individually on a database of 14 persons. Based on the
obtained results, it can be concluded that:

- The average PCA recognition score in the frequency
domain obtained was 88.6% in the first trial and 90% in
the second trial and 100% in the last trial.

- The average PCA recognition score in the obtained spatial
domain was 83% and decreases to 81% in the second trial
to increase again to 100% in the last trial.

Note that, the feature extraction of the models when PCA
method is used, the recognition rates of the frequency domain
approach give better recognition accuracy than the spatial
domain approach.
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Abstract— Sri Lanka comprises a unique ayurvedic system which
consists of more than 2000 herbal plants and a vast knowledge
passed over 3000 years in form of manuscripts. The absence of a
proper system to identify, classify and share knowledge of herbal
plants has led to severe problems in conserving these traditional
herbs of Sri Lanka. This vast and unique knowledge is very hard
to gather for the community. Another major issue is that Sri
Lanka has no full medicinal plant inventory and only a few of
these data have been systematically registered. It is recognized
that Deep Learning, CNN, Machine Learning, Artificial
Intelligence, and NLP-based solution can be provided to carter
this problem. The proposed system assists users to detect the
herbal plant with the image inputs of leaves, flowers, and fruits. It
recommends to users about diseases and home treatments to make
them aware of the importance of conserving these herbal plants.
Further, the system facilities user with a feature to identify the
outbreak of herbal plants in Sri Lanka and a chatbot feature
which was used RASA X for Conversation Driven Development.
The proposed approach provides a crowdsourcing social media
platform to raise issues and share knowledge with the community
in Sri Lanka. Additionally, the system demonstrates the 3D view
of herbal plants. In this study, the CNN model of VGG 16 was used
for the herbal plant classification phase which recorded an
accuracy of 96.88%. Disease and home treatment
recommendations were implemented using a machine learning
algorithm of KNN with an accuracy level of 93.33%. In the Sinhala
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keyword prediction, the Naive Bayes model accomplished 0.97
accuracy. The post recommendation model used a combination of
content-based and collaborative filtering methods that achieved
the RMSE of 0.2970 and MAE of 0.2308.

Keywords—Ayurveda, Deep Learning, CNN, Machine Learning,
AutoML, GIS, NLP, Artificial Intelligence, Crowdsourcing

. INTRODUCTION

In Sri Lanka, Ayurveda medicine and herbal plants are
playing a significant part in society. According to estimates,
traditional medicine is used by 75% of the population [1]. In
general, the nation has access to four different conventional
medical systems. They are Deshiya Chikitsa, Siddha, Unani,
and Ayurveda. The Ayurvedic and Deshiya Chikitsa methods
are seen to be incomplete without the use of plants and plant-
based medicines [2]. 1430 plant species are considered to have
medicinal use. Sri Lanka is home to 174 of these medicinal
plants [3]. There have been several challenges in determining
whether Ayurveda medicine has played a significant role in Sri
Lankan society. For example, most people do not have enough
understanding of medicinal plants. As a result, identifying
herbal plants and the diseases which can be cured by using them
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as treatments is difficult. And there are problems when
safeguarding herbal plants from numerous risks as people are
lacking knowledge in identifying herbal plants and their
importance such as home remedies, diseases, and plants
outbreak in Sri Lanka. There are many built-in applications in
foreign countries like Pl@ntNet [4], PlantSnap [5], iNaturalist
[6] and Florallncognita [7] for plant species identification that
use mobile devices. There are some applications used in Sri
Lanka to detect herbal plants. But there is not any digital
inventory system to gather information [8]. Most of the existing
systems use images of leaves for the identification of herbal
plants. Plant identification is challenging with only a leaf and
its characteristics as there are other unique parts which give an
accurate result than the leaf of a plant [9]. These existing
applications only use the English language as instructions or
any information regarding plants. Also, they only covered a
small number of herbal plants which can be easily found and
identified [10]. So, it’s better if there is a Sinhala Language
supported system because most of the information about the
herbal plants and Ayurveda medicine is mentioned in Sinhala
Language and it is easy to break the language barrier among the
local community in Sri Lanka. Further, there are no specific
social media platforms for herbal plants-related stakeholders to
communicate their expertise on ayurvedic medicinal plants in
built environments, especially among Sri Lankan local
community. If there is any platform, it would be beneficial to
discover solutions to specific difficulties and share experiences
and information with each other. Therefore, it is required to
have a system to accurately identify herbal plants as well as
recommend home remedies related to identified medicinal
plants for cure ailments.

Il.  RELATED WORK

Recent works on automatic herbal plant detections have
been carried out in various foreign countries as well as in Sri
Lanka. A group of three researchers has developed a mobile
based system in automatic Identification of medicinal plants in
Indonesia using plant leaves [3]. Leaf size, color and texture
features were used in the classification process where 30
varieties of plant were used with an image collection of 1440.
This system mainly provided two features recognition of a
medicinal plant and the search for medicinal plants.

Furthermore, [11] suggested an approach for classifying
plants into suitable species based on photographs of their
leaves. The proposed system includes three key segments.
Preprocessing, feature extraction, and classification are all
performed. Research was conducted in which 15 leaves were
picked at random from 30 different plant species, as well as still
photos and videos of herbaceous plants. Then, using video
editing software, they are turned into photos. Another study
[12] used 17 different varieties of ayurvedic plants to discover
a deep learning strategy for the categorization and detection of
ayurvedic plant leaves in Sri Lanka. 294 scanned photos and
281 recorded images were obtained. Dileep M.R. and Pournami
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P.N. used leaf photos to construct a deep learning strategy for
classifying 17 different species of medicinal plants in India [9].

In study of [3] have implemented an Android mobile
application that uses Probabilistic Neural Network (PNN) for
the classification process. Local Binary Patterns (LBP)
suggested for leaf texture extraction which was operated in a
Linux environment. The resolution of the image is 270 pixels
by 240. Captured RGB images from the sensor and then
transformed RGB images to grayscale and re-dimensioned to
240x270 pixels. Finally, it provided an accurate rate of 56.33
% when identifying images which was very low. The system
only developed in the Android platform and used only leaves
for the classification process could be taken as flaws in the
system.

Using machine learning technology, a group of researchers
created a model for illness prediction. Researchers developed
machine learning methods for quick categorization of huge data
and accurate illness prediction because of their study. So,
forecasting the correct condition is crucial, but processing
enormous volumes of data is also necessary. So, data mining
plays a major part, and categorizing massive datasets using
machine learning is straightforward to accurately anticipate the
appropriate illnesses. This study investigated how the KNN
machine learning algorithm may be used to quickly classify
large amounts of data and accurately forecast illness. The data
set was categorized using the KNN algorithm to forecast illness
accurately. Additional research based on this study seeks to
predict illness using an AutoML technique [13].

Moreover, another study [14] carried out another approach
to disease and remedy suggesting a system with artificial
intelligence and machine learning. In this research used N and
machine learning approaches to develop the data set of diseases
and home remedies. Also, with the K-algorithm trained the data
set to get a high accuracy, furthermore the random frost
algorithm and decision tree method are also used. Using these
machine learning approaches, train data with the highest
accuracy to suggest the identified diseases and relevant
ayurvedic home remedies with a successful rate. Also, with
usage of Google API the system identified the best home
remedies for suggested diseases. Moreover, this research brings
out how to train data models with classification algorithms with
classification rules. Since most of the suggesting, and
predicting systems use machine learning with AutoML
approaches, it has become a research area that has gained a lot
of focus in the recent past [15].

Chatbots are programs that use Artificial Intelligence to
imitate human conversation. It allows the use of natural
languages for communication. In the research paper [8],
OpenCV and TensorFlow technologies have been applied.
They created the Chatbot system using AIML and latent
semantic to provide information of rare plants. With the RASA
architecture and NLP, a healthcare chatbot was developed [16].
The chatbot obtained the user's symptoms and displays the
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treatments. There may be a number of diseases that can be
predicted based on the same symptoms, but the chatbot will
provide the closest one. For diabetic education, an open-source
AIML-based chatbot has been developed [17]. They have
utilized both external and internal information. MySQL has
been utilized to store the local resources. Utilizing the Media
Wiki API, they accessed Wikipedia. Rule-based AIML chatbot
has been used for faster responses to student questions [18].
The chatbot utilized Neural Network methods to generate
precise and effective replies. The ALICE/AIML chatbot
recognized user input using TensorFlow and Python [19]. Users
will be able to comprehend the published post if the post's core
point is communicated. To identify noise terms in social media
writing, ML classifiers on Sinhala Unicode characters were
utilized. The social media employed hybrid Sinhala-English
writing. They've employed SVM, Random Forest (RF) Nave
Bayes, and Logistic regression. The random forest has the
greatest accuracy [20]. In study of [21] they have used short-
text keyword extraction for social media. This research
employed Word2vec and Textrank to address the particular
issue of brief text.

When designing the chatbot, we focused on the
ALICE/AIML and RASA framework technologies. Alice is an
open-source, natural language processing-based chatbot [22]. It
is a program that engages in conversation with a human by
applying heuristic pattern matching rules to the human's input.
AIML is an XML schema that the software employs. AIML is
an XML dialect designed to develop software agents that use
natural language. RASA is a tool for developing Python and
Natural Language Understanding based Al chatbots (NLU). It
provides a platform for developing Al chatbots with NLU.
Users are able to train the model and develop their own actions.
In RASA framework, there are two fundamental elements. The
acronyms RASA NLU and RASA Core [23]. RASA NLU is
utilized to deduce the intent of user input and extract the
pertinent parts. RASA Core generates output by employing a
Recurrent Neural Network to develop a probability model.

Communication using social media create high interactive
platforms for individuals, communities, and organizations [24].
International plants identification mobile applications like
PlantSnap [5] and Pl@ntNet [4] have social platform feature as
mentioned in earlier. But they neither support Sinhala
Language and nor specified for the herbal plants field.
PlantSnap [5] mobile app has a separate community feature. So,
users can share posts, photos, their plant collections, and
thoughts with other users around the world. Also, they can
response (like and comment) to others’ posts. PlI@ntNet[4]
application has a social media feature to share users’ identified
plant collections with others. And other users can
validate(respond) them.
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Zhang presented a simple and efficient framework for
dealing with crowd intelligence on mobile social networks [25].
That framework motivates users to share their opinions,
knowledge, and questions using an encouraging online process.
Later, the research studies have conducted for allow a user to
allocate real-time tasks to relevant user in the crowd for
execution [26-28] with the purpose of expanding individual or
collective human intelligence in the crowdsourcing.

According to the research conducted about personalized
social media newsfeed recommendations and other
recommendation methods, there is no research conducted on
the Sinhala language-supported newsfeed recommendation. In
[29], Content-based (CB) Filtering approaches are used to
create many contents either by user's comments or feedback.
CB filtering model recommends the posts based on the users’
previous behavior. Yang et al. [30] proposed a Collaborative
Filtering (CF) based recommendation system referring to a
various range of user data which contains users’ ratings and
history data while comparing other normal CF algorithms.
Majority of the researchers didn’t discuss how social media
platforms-based recommendation models deal with data
sparsity and cold start problems. Huang et al. [31] and Wanget
al. [32] proposed a hybrid CF model which used both user-
based CF and item-based CF to overcome the data sparsity and
enhance the accuracy of the final results. Research Paper [33]
discussed recommendation algorithms based on users’ dynamic
information. And also, proposes a new method to get the
similarity based on social media users’ dynamic information by
using behavior information, collections, positive responses, and
timestamps. But that research paper never mentioned that it is
capable of getting native language data for similarity
calculation.

PlantSnap [5] mobile application has an Augmented
Reality(AR) feature. But it only shows a 3D demonstration of
animated sun, bees, and some other features when the camera
moves to the plant. It doesn’t demonstrate a 3D view of a plant.
The process of 3D model reconstruction using photogrammetry
from low-cost RGB cameras is called stereo vision. In [34], the
stereo vision method has been applied for reconstruct the plants
to recognize plant details like plant height and leaf position. In
paper [35], the Structure from Motion (SfM) and Multi-View
Stereo (MVS) techniques were applied to create 3D models for
plant reconstruction of three weed species with the comparison
of shape and plant structures by fusing images. Also, it is
estimated the measuring accuracy of a 3D structure of a plant
which is created using the photogrammetric approach based on
SfM-MVS and a sequence of photographs taken by a
smartphone [36]. Even though, there are some issues and
features should be improved in these existing systems.
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The proposed mobile application approach in this study is a
novel solution for the previously mentioned and recognized
drawbacks of existing research works.

Il. METHODOLOGY
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Fig. 1. System Diagram

According to the Figure 1, proposed approach consists of 8 main
components.

A. ldentification of Herbal Plant Type using Image
Processing and Deep Learning

The application-scanned picture of the leaf, blossom, or fruit
serves as the input for the classification step in this study.

Ayurvedic plant data from Sri Lanka that was recently
collected, organized, and labeled was used to train a
convolutional neural network (CNN). A noisy dataset was
created by gathering photos of the leaves, fruits, and flowers
from websites and blogs devoted to Sri Lankan herbal plants,
alternative medicine websites, and social media. Among the
numerous herbal plants, 15 were selected to be examined
further in depth. The dataset was divided into training and test
data, each of which has 30% and 70% of the total data.

The target was to assess and identify the model with the best
accuracy among various deep CNN models using newly
obtained training and testing data, determine each model's final
testing accuracy, and then utilize that model as the final model.
The dataset was then enhanced utilizing augmentation
approaches to improve accuracy, and the optimal technique
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with the highest accuracy was chosen. The dataset was then
retrained using pre-trained weights on the available
convolutional neural network architectures. The most accurate
re-trained model was then improved using bottleneck
characteristics and data augmentation strategies.

B. Recommendation of Diseases and Home-Treatments for
the Identified Herbal Plant using Auto ML

This research brings out how to use AutoML concepts in
both the western and ayurvedic medicine fields. Through this,
it shows how to use AutoML architecture to get relevant
outcomes for the system. Here using the Generalized AutoML
category to automate the entire process with high accuracy.
When it came to data model training with the AutoML
technique, there were two primary steps: data processing and
feature selection. Two types of parameters were utilized to
select the hyperparameter. Model parameters and
hyperparameters are what they are. Optimizing the
hyperparameter is a function that minimizes the algorithm's
loss and cost, which helps maintain the model's bias and
variance balance. Furthermore, this study proposed a strategy
for automating the hyperparameter that can provide maximum
accuracy. [37].

After the identification of the plant, the proposed system
will take the identified plant as the input and display the
diseases that can cure using the identified plant. The system
will mention the plant part that is used to make home remedies
and the system will facilitate users by mentioning home
remedies to each disease. This process will be automated using
Auto ML (Machine Learning) data models which will use
machine learning-based operations. Diseases that can be cured
using the identified plant and home treatments that can be made
using the plant will be displayed.

The data set was created by using the source and
knowledge-based data with help of the Ayurveda Institute at
Rajagiriya. So, the dataset contains the plant name in English
and Sinhala Languages, diseases that can cure from the relevant
plant, and relevant treatments.

PyCaret tool was used for the implementation of the above
process. PyCaret is a Python-based fully accessible machine
learning framework that automates machine learning
procedures. It is a complete machine learning and model
management solution that reduces trial cycle time and boosts
productivity . When working with datasets, machine learning
algorithms usually function in two steps after finishing the data
pretreatment step. As a result, we divided the data set into two
parts: 70% for training and 30% for testing. The PyCaret
framework automates the processes of feature selection and
Hypermeter adjustment. Then, compare and analyze the
performance of all models before selecting the best model.
Then Develop a model with PyCaret's “create_ model()"
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method. Because we trained the model using the
"create_model()" function, it uses the default hyperparameters.
To tune hyperparameters, use the "tune_model()" function.
This  function automatically optimizes a model's
hyperparameters on a pre-defined search space using Random
Grid Search. Then, evaluate the prediction model's accuracy,
choose the best model as the finished model, and prepare for
deployment. Finally, save the model before proceeding with the
implementation.

C. GIS-Based Visualization of the Spread of the Plant

And the system maps the plant’s detected location using the
GIS (Geographic Information System) data model to make
aware users of the distribution. A GIS data model will be
trained to visualize the data correctly throughout a defined area.
After the area of the selected plant is mapped, it will be
visualized on a geographical map with GeoPandas.

D. Sinhala Language Support Chatbot and Sinhala Keyword
Extraction

The creation of a keyword extraction model that could
extract Sinhala phrases was the main objective of this system.
This model will first determine the language and then extract
the keywords. This will be applied to post suggestions on the
social media network. SVM, Naive Bayes, RF, Decision Tree,
and Logistic Regression were used to compare the
classification of TF-IDF tokenized n-grams and Doc2Vec
embedded texts. Yet another Keyword Extractor (YAKE) was
compared against KeyBERT, a technique that uses BERT
embedding and cosine similarity to extract keywords
independent of text size, language, or topic matter.

The Sinhala language is supported by the chatbot in this
suggested component. Chatbots will be built using the best
architecture available from the ALICE/AIML and RASA
frameworks. The five main components of the chatbot
architecture are user input analysis, dialog management,
information retrieval, data source, and response generation. The
process is started by the user's text entry. The user will enter a
disease. The user input analysis component receives the user
request and analyzes it to determine the ailment the user has
provided and any applicable data. The chatbot will ask a series
of clarifying questions once it has chosen the best
interpretation. After the disease has been detected, the home
remedies will be obtained from the data source using the
information retrieval component from the data source
component. Data source will be preferable to web-based or
knowledge-based alternatives. After retrieving data, a response
generator will generate a human-like, natural language answer
for the user. The dialogue management component monitors
and modifies the conversational context.
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E. Social Media Platform Framework with Personalized
Newsfeed Recommendations

Crowd computing has five main characteristics; They are
user crowds, interaction between human and machine, crowd
activity with purpose, tasks, and collective intelligence. These
elements are used as the base for the proposed crowdsourcing
social media platform and describe the functions and
architecture of different roles within the framework. First,
many users with certain purposes in the herbal plants-related
domain get together to establish a user crowd as the input. The
mobile devices engage with the user crowd and act as media
between them and the system. Then, users post content or
questions that should be responded or solved by other users in
the crowd. The relationship is formed between the users in this
manner. During the processing step, the crowdsourcing social
media framework evaluates both the post and user collections’
information and engages the post recommendation model to
choose the appropriate user crowd for the post content. After
the processing of crowdsourcing social media platform, the
relevant outcomes or strategies will be gained, and data will be
stored as the output.

Based on keywords created by the keyword extraction
model, the hybrid posts recommendation model of the proposed
approach classified the information posted on the social media
platform. Google Translation APl was used to translate Sinhala
keywords to the English language. The proposed hybrid
personalized newsfeed recommendation model is a
combination of CB and CF filtering models.

1) Content Based (CB) Filtering

Recommendations are made using features and preferences
in the CB filtering. Content similarity is used rather than that of
users [38]. Based on the keywords, the similarity of the posts'
content was estimated. The recommendation model identified
and evaluated the user's interest by checking the user's view
post history. Then it delivered personalized posts to the user as
the final output. The most accurate and suitable solution for the
post was selected after analysis and testing using categorization
ranking and metadata-based filtering.

e Categorization Ranking

The category mapping function examined the dataset using
TfidfVectorizer to detect the post's keywords. The TF-IDF is
applied for feature extraction of the text in Natural Language
Processing (NLP). So, the model identified the unique
words(not consider the repeated values) and calculated the
number of times each word appears in a text, weight of each
word and the score for the text. Then the posts vectors
calculated by the cosine similarity was taken as input to the
category similarity ranking.

o Metadata based Filtering

The proposed model combined the raw data in the translated
keywords to make a new variable as an input to the
TfidfVectorizer. For the cosine similarity calculation, the
feature vectors built utilizing the Tfidf\VVectorizer were used as
input.
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2) Collaborative Filtering (CF)

The dataset contained the data of the posts, users' post view
history, and users’ profile information. Using that dataset, the
required was created and it's used to analyze the matrix
preferences and recommend posts for the particular user. Then,
the CF-based recommendation approach predicted initial ratings
and post preference ranking list based on realistic nearest
neighbor, similarity between users and user behavior. After this
process, the correlation between users and posts was calculated
using spearman’s correlation coefficient. As the final result, top-
ranked post recommendations were displayed, and the user’s
newsfeed was restructured according to those ratings.

The proposed model provided a personalized newsfeed
recommendations model considering different elements
including,

e  The existing users of the system are received the top-
ranked post recommendations that are viewed by similar
users.

o New users are recommended the most popular and trendy
posts published by the current users.

e  Posts should be recommended based on the involvement
of related users and the similarity of the metadata of their
posts.

which enhanced the quality of the recommendation process in
turn.

F. Demonstration of the 3D View of the Herbal Plants

A structure from motion (SfM) photogrammetric model
was proposed in this study to demonstrate the 3D structure of
an herbal plant using a collection of 2D photos of the same plant
captured from different angles. The photographs were taken all
around an individual herbal plant without any preferred
position and in order of intervals between them. For this case,
30-50 photos were collected for each plant. The process of
implementing this model includes a series of steps. First, the
key points and feature descriptors from images of herbal plants
were extracted. Then the features between images were
matched. After that, the initial two views were found as an
appropriate baseline to kickstart the reconstruction and the pose
of the baseline was recovered. SfM is a methodology to recover
the 3D structure of a scene by using a sequence of 2D images.
In the process, this method also recovers the relative pose of a
particular view (an image taken by a camera) with the first view
in the sequence. Initially, the camera postures of the image
inputs were evaluated using the SfM algorithm. So that, the
multi-view stereo (MVS) technique is used to create the sparse
point cloud and then further rebuild it into a dense point cloud.
The MVS algorithm is applied to count the depth and common
information for every pixel in each photo and combine them.
The Poisson surface reconstruction algorithm was applied for
the dense point cloud in order to recover the structure of the 3D
surface. MeshLab was used to reconstruct the 3D mesh and
dense point cloud and to alter the model. The unwanted objects
in the background of the plant were manually deleted and
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cleared to reduce the noise and enhance the model’s
performance, accuracy, and visual rendering.

IV. RESULTS AND DISCUSSION

The training and testing of each CNN model are done using
our own dataset of herbal plant parts. Table I below shows the
completed testing accuracy for each pre-trained deep CNN
architecture.

TABLE |. COMPARISON OF ACCURACIES FOR THE SELECTED CNN
MODELS IN HERBAL PLANTS CLASSIFICATION.

CNN Architecture Final Testing Accuracy
Inspection V3 76.43%
MobileNet V4 60.51%

ResNet 50 96.80%
VGG 16 96.88%

By comparison, the model with the highest accuracy was
examined, and it was the pre-trained model VGG16, which had
a testing accuracy of 96.88% and was improved utilizing data
augmentation methods and bottleneck characteristics. The best-
accurate CNN model was built using the VGG-16 model, which
had been pre-trained on the ImageNet dataset. The
convolutional basis was then frozen to retrieve the features. The
following layer was added without changing the batch size.
There was also a 6-class classification layer with a "SoftMax"
activation method. Before training, the model was built with
"categorical cross-entropy™ as the loss function, "RMSprop" as
the optimizer, "categorical accuracy" as the metrics, and (1e-4)
as the learning rate.

After that, the training and testing datasets were loaded,
with the training dataset improved using different enhancement
techniques and the testing dataset not enhanced for legitimate
accuracy purposes. The dataset was then trained across 100
epochs using 100 steps per epoch for training and 50 steps per
epoch for testing.

The completed classification model summary of the

selected VGG-16 pre-trained model, which had the greatest
accuracy, is depicted in Fig.2.

Layer (type) output Shape Param #

vggle (Functional) (None, None, None, 512) 14714688

sequential_7 (Sequential)  (None, 6) 3078

Total params: 14,717,766
Trainable params: 7,082,502
Mon-trainable params: 7,635,264

Fig. 2. Finalized model summary
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The final VGG-16 model is shown in Fig3, along with
accuracy and loss charts on the training and validation datasets
over training epochs.

model accuracy
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Fig. 3. Finalized model performance accuracy and loss graphs

In the diseases and treatment data set before selecting the best
model Linear Regression, Random Forest, Decision Tree, and
Gaussian Processes, SVM, and KNN algorithms are tested for
selecting the best performing model. As KNN model provided
93.33% highest accuracy.

predict model(tuned knn);

of the language identification phase into account, the final model
for Sinhala language detection was selected. It made use of a
word-unigram-based Nave Bayes model.

TABLEIl.  SUMMARY OF THE ACCURACIES OF LANGUAGE IDENTIFICATION
MODELS.
Feature Naive | Suppor Rain DT
Extract Bayes | t Forest
technique Vector
Machin
e
TF-IDF | 1- 0.97 0.96 0.96 0.95
gra
m
3- 0.78 0.75 0.71 0.68
gra
m
5- 0.68 0.68 0.67 0.67
gra
m
DOC2Vec 0.96 0.97 0.97 0.96

In chatbot implementation using the RASA. Also, we have
installed the Rasa X, which is a tool for Conversation Driven
Development, which provides insight into the chatbot process
with users. And also use the retrofit to fetch the APIs from the
network service and convert it into JSON.

TABLE Ill.  SUMMARY OF THE FINAL RESULTS OF THE RECOMMENDATION
MODEL EVALUATION.
Model Accuracy AUC Recall Prec.  F1 Kappa MCC Mean Std
D K Neghtors Classier 09333 0.9920 08000 08733 03018 08790 08886 RMSE 0.2970 0.0034
MAE 0.2308 0.0022

Fig. 4. Finalized model performance accuracy

As the KNN model provides the highest accuracy as shown in
figure 4 it will be used for the API creation in the mobile
application which will recommend illness and home remedies
for the identified plant.

The creation of a keyword extraction system that could
extract Sinhala phrases was the main objective of this model.

(1) Transliteration of the Language of Identification

(2) Extract The two main elements of the overall scheme
were keywords.

The language identification models were evaluated using the
accuracy, precision, F1 score, and confusion meter. Table II
shows that the accuracy of 0.97 was highest for the 1-gram based
Nave Bayes model, SVM, and RF model using Doc2Vec
document embedding. The Nave Bayes model, with 0.97
accuracy, outperformed the other two models for both Singlish
and English, according to the confusion matrix. In general,
models with Doc2Vec document embedding gave more
accurate results, as opposed to models that used 3-gram and 5-
gram, as can be observed from the data. After taking the results
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The hybrid newsfeed recommendation model displayed top-
ranked posts to the user according to the order. Based user’s
behavior and history, the recommendation model suggested
more relevant posts. After evaluating the final result provided
by the proposed approach, it was identified that the hybrid posts
recommendation model is more accurate and appropriate than
an individual CB or CF model. Metadata based Filtering
delivered better output than categorization and ranking. CF
recommendation models have issues like cold start problem,
data sparsity and inflexibility in adding side queries as
mentioned in the earlier. But the suggested method eliminated
the above-mentioned downsides and offered an accurate
newsfeed recommendation approach. Using RMSE and MAE
the proposed model was evaluated, and the validation was done
by using 5-fold cross-validation. The proposed hybrid posts
recommendation model’s mean of RMSE and MAE values are
0.2970 and 0.2308 according to the Table Ill. Singular vectors
in the unstructured and dispersed post-view history data were
factorized and ranked using Singular  value
decomposition(SVD).

Usage of a mobile device can facilitate capturing a sequence of
2D photos for the following 3D reconstruction and the feature
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extraction , as well as maintain the final outcome’s quality. The
final outputs of the proposed 3D model indicates that
reconstruction of 3D point cloud using the SfM methodology is
a suitable approach to demonstrate 3D view of an herbal plant.

V. CONCLUSIONS AND FUTURE WORK

In this paper, we proposed an intelligent herbal plant
detecting system with the Sinhala language-supported social
media platform. In the future, the web version of the application
will be released, and the plant scope will be increased which
will cover most of the herbal plants in Sri Lanka. Auto ML
technology will be utilized which will update the diseases and
treatments on a real-time basis with a proper justification
process. In this study, the proposed hybrid posts
recommendation model solves the drawbacks of the traditional
recommendation methods. Also, the insufficiency of the dataset
caused the less accuracy of the recommendation model.
Further, the accuracy of the overall proposed system can be
improved by using scaled datasets.
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Abstract— nowadays, 10T systems are growing enormously all
around the world so that millions of 10T devices communicate with
each other via different communication systems. In addition,
considerable advantages of different wireless technologies and
emergence of loT systems create a significant motivation to
develop wireless technologies in 10T systems. In this paper, the
LTE network is selected as one of the best wireless networks for
many 10T applications. The LTE’s high speed in accessing to
network and other advanced features can provide an appropriate
performance for loT applications. However, security is an
important issue in LTE-enabled loT system. We evaluate and
categorize the most important attacks in LTE-enabled loT
systems. The security evaluations show that the most significant
attacks occur in the system because of weakness in EPS-AKA
method. Additionally, we presents a comprehensive overview of
related works in security LTE. Based on our evaluation, REPS-
AKAS3 method provide better security level as it can satisfy 11
security goals. The suggested AKA methods are evaluated not only
based on security properties but also on performance metrics. The
storage overhead (bits) of SEGB-AKA method (688m, where m is
number of 10T groups) is much better than other proposed
methods. Accordingly, this research can be a promotion for
further academic research in this field.

Keywords— Wireless mobile networks, LTE security, loT
application, DoS attacks, Signalling attacks, LTE architecture.

I. INTRODUCTION

In the last few years, the 10T applications could be found
everywhere in our lives. This growth of I0T systems is making
it one of the most beneficial technologies for the next years.
The 10T systems has become mainly popular with the fast
growth of programmable electronic devices, low-cost sensors,
and wireless technologies. The 10T system consists of different
configured and programmable electronic devices (i.e.,
Things/Objects). These 1oT objects have capability to
interconnect to each other via different communication
networks [1]. These devices are linked to the communication
system and transfer related 10T data through the internet. There
is a broad-ranging of loT systems including Building
Management System (BMS), Intelligent Transportation System
(ITS), Environmental Monitoring System (EMS), Smart Health
Care System (SHCS), and smart city [2]. As the 10T systems
raises, different challenges for researchers and engineers
increase. Security issues sometimes had a lower priority for
many loT companies. However, the transmitted loT data needs
to obtain a proper level of confidentiality and privacy [3-5].
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The security issues in communication networks can attract
the attacker’s attention to threat the IoT systems. Accordingly,
they can attack the 10T system and extract valuable user’s data.
There are different security methods to secure the IoT systems.
These proposed methods can provide better security level for
0T systems. However, the security of current 10T applications
is essential and still not enough. In addition, the suggested
approaches need some modification to be used in different type
of 10T applications properly. Thus, there is a main requirement
in 10T systems to create a set of lightweight and low-cost AKA
protocols to resist the different types of attacks. Based on the
main fundamental of loT systems, the most number of loT
devices run with low-level computing. Moreover, the used loT
devices employ low-level resources because of their size
limitations. This point can due to security vulnerabilities in 10T
systems. Thus, there is an essential need to some lightweight
security methods to work with 10T applications. Implementing
these security protocols must satisfy security goals which are
integrity, confidentially, and mutual authentication [6-8].

Security issues in 10T systems can be divided into different
domains including security of loT software, security of 10T
hardware (i.e., electronic devices), security of databases, and
security of communication networks which is our main topic in
this paper. There are a number of wired/wireless networks that
can provide required communications between IoT devices (i.e.,
Things). The used communication systems in loT application
can be categorized into three groups based on their coverage
area including short range networks (e.g., Wi-Fi, and ZigBee),
medium range networks (e.g., WM-Bus, and Wi-SUN), and
long range networks (e.g., 3G, LTE, and 5G). We explain LTE
network as our case study for IoT applications and analyse this
technology in terms of security properties [7-12].

The most significant benefits of the LTE networks for 1oT
system is that LTE can guarantee a considerable level of quality
and reliability that cannot be achieved with pervious
technologies. The LTE’s data rates, performance, cost, and
flexibility enable LTE to address the essential requirements of
loT applications. Since the LTE networks is presented to
support full Internet Protocol (IP), it can bring a set of different
security loopholes in the system. We highlight the LTE security
challenges related to LTE-enabled 10T applications. In this
research, we presents an evaluation of dangerous security
threats in the LTE and LTE-enabled loT systems. First, we
present a brief overview of the 10T architecture and the LTE
networks. Then, the security attacks and threats of the LTE-
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enabled systems are listed and categorized based on different
involved factors. These attacks can play a significant role in
security domain of LTE systems especially in 10T applications.
Since, these attacks can decrease the Quality of Service (QoS)
level in 10T application [13-15].

The remaining of this research paper is structured as follows:
A general background of 10T systems is provided in section II.
Then, section |11 demonstrates the architecture of LTE systems
and EPS-AKA procedure which is current standard AKA
method in the LTE system. Section IV presents a wide range of
current security attacks in the LTE-enabled 10T systems. In
section V, some related works for LTE and LTE-enabled loT
systems are presented. The suggested security methods are
evaluated based on some security properties and performance
metrics in this section. Finally, we present conclusion of our
survey in section VI.

Il. ARCHITECTURE OF IOT SYSTEM

The 10T applications are increasing rapidly in almost all
around the world. An IoT system is a set of interconnected
electronic devices with embedded sensing and communication
possibilities. These 10T devices (i.e., Things) work as physical
endpoints that consist of tags, sensors, and controllers. The
communication tools get attached to these devices (i.e., 10T
objects) to provide communication ability for the system. We
can investigate loT technology according to various
characteristics as follows [1-6]:

1. 10T Objects or Things: Everything that can be configured
and connected to the loT systems. They can be all sensors in
household appliances (i.e., BMS).

2. loT Data (Data Processing): the transmitted loT Data is
the main entity of the system which central units control loT
applications based on these collected data. When 10T data gets
to the processing section, 10T software performs some needed
processing on it. This processing can be different according to
0T applications. For instance, in the BMS system, it can be
checking the temperature of each rooms.

3. User Interface: The 10T information is prepared to the end-
user application in some ways. This can be by sending a given
alert to the loT user using email, text, or phone notification. For
instance in BMS system, when the temperature of one room in
user’s house/office is higher than defined range, the system
automatically sends a text alert to 10T user. Additionally, the
10T user might have a User Interface like mobile application to
proactively monitor/control loT system. For example, the 10T
user can check the captured video. In addition, according to the
0T application, the user can perform an action to affect the
system. For instance, s/he is able to adjust the temperature of

one or several rooms in BMS system via that mobile application.

4. Communication: All electronic and non-electronic devices
need to be connected to an item, to each other, or to control
units by using different type of communication networks. The
loT units get connected to each other in order to share
corresponding data. These collected information will be
analysed for 10T goals. In this study, we will evaluate LTE
communication  systems and its  security  issues
comprehensively.
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5. Intelligence: The 10T intelligence works in the sensing
capabilities in each object (i.e., loT devices). Some important
fields such as artificial intelligence will be used in this area.

6. Action: Action is the consequence of intelligence analytics.
This can be in different way such as manual action and
automation. This is a key part of 10T systems.

I11. ARCHITECTURE OF LTE SYSTEM AND EPS-AKA PROTOCOL

The LTE network is selected as our communication system
for 10T applications. The LTE system is developed to improve
system coverage, and provide higher data rates. These
outstanding features of the LTE system make it attractive for
10T applications. The LTE network, and EPS-AKA method are
presented as follows:

A. Architecture of LTE Network

The architecture of the LTE systems is displayed in Fig. 1.
Two main parts of LTE architecture are EPC and E-UTRAN
which are Evolved Packet Core and Evolved Universal
Terrestrial Radio Access Network respectively. The most
important entities of LTE networks are presented as follows
[14-18]:

E-UTRAN
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PCRF

HSS
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I
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I
I
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I
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Fig. 1 LTE architecture

eNodeB: The eNodeB (i.e., eNB) is the access points in the
LTE system to handle the wireless communications. It can be
linked to the EPC domain using S1 interface. The eNBs are
connected with each other via X2 interface. The eNBs play an
important role in Access Stratum Security (AS) Context.

PDN Gateway (P-GW): This node can create a link between
LTE networks and outside IP-based networks to transmit the
user’s traffic. Moreover, in order to access several external
networks, LTE system might use different P-GWs.

Serving Gateway (S-GW): The S-GWs entity is established
to forward/route the LTE packets which can be loT data. This
node works like a bridge between E-UTRAN part and the EPC
part of LTE network to provide proper user’s mobility.

Mobility Management Entity (MME): The MME is one of
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Fig. 2 Security attacks and issues in LTE-enabled IoT systems

The most significant LTE entity to manage security
functionalities. Outstandingly, it runs the challenge-response
mechanism in the LTE-AKA procedure. Additionally, the
MME node is the main LTE node in Non-Access Stratum (NAS)
security context.

Home Subscriber Server (HSS): The HSS node is the main
server (i.e., database) to save security parameters of each LTE
user. This LTE node stores not only user’s security parameters
but also provides Authentication Vectors (AVs) for EPS-AKA
protocol.

Policy and Charging Rules Function (PCRF): The PCRF
handles different service policies of the LTE networks to
manage/control user’s data sessions. Moreover, the PCRF
provide an occasion for non-3GPP networks to connect to LTE
systems.

B. Standard AKA Protocol

The EPS-AKA protocol performs a challenge-response
mechanisms between the user’s node which is User Equipment
(UE) and MME on behalf of the LTE network. The steps of the
EPS-AKA method are presented as follows [14-16]:

1) UE = MME: The user’s node (i.e., UE) receives identity
request message from MME and forwards its International
Mobile Subscriber Identity (IMSI) to the MME.

2) MME 2 HSS: In this step, the MME receives IMSI value.
Then, the MME attaches the Service Network Identity (SNID)
to the message and forwards it to HSS node.

3) HSS - MME: the HSS node receives transmitted
message from MME and checks the IMSI and the SNID values
to make AV for each UE after successful authentication. In the
authentication procedure, the HSS node produces an
Authentication Token (AUTN), a Key Access Security
Management Entries (KASME), a Random number (RAND),
and an expected response (XRES) which are included in AVs.
It sends these AVs to the MME node in serving network.

4) MME - UE: When the MME receives AVs from home
network (i.e., HSS), it select one of those AV for that AKA
procedure. Then, the MME forwards a message including a
RAND and an AUTN value to the UE node.
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5) UE = MME: Once the UE receives AUTN and RAND
values from MME, it generates the expected MAC (XMAC) by
using the revived parameters. The UE matches it with the
received one which is extracted from AUTN to verify the LTE
network. Then, it generates the RES and forwards this
parameter to the network (i.e., MME).

6) MME: In this step of EPS-AKA procedure, the MME
equals the RES with the XRES value to confirm this UE as
valid LTE node. Then, it sends a success message to the UE.

I\V/. SECURITY LOOPHOLES OF LTE-ENABLED IOT SYSTEM

There are many crucial security threats, such as MitM and
DDos attacks, which have the LTE a great deal of damage and
have brought enormous losses for 10T applications. The LTE
security issues which threaten loT systems are categorized
based on LTE domains (i.e., E-UTRAN, and EPC) as shown in
Fig. 2 [9-12] [17-41].

1. Security issues in access network (E-UTRAN):

1.1 DoS/DDosS attacks: DoS and DDoS attacks are serious
security threats on LTE access networks. In the DoS attack,
there is one single attacker which can be a mobile device or a
malicious server. This adversary unit generates traffic
unfaithfully and forwards them to the target nodes (e.g., 10T
devices). However, during DDoS attacks, a wide range of fake
traffic will be generated and forwarded by plenty of attacked
devices. Different kind of DoS/DDoS attacks in access network
are listed as follows:

1.1.1. Signalling DoS attacks: The LTE networks do not
have unlimited radio resources for all single LTE user at the
same time. The Radio Resource Control (RRC) protocol is
responsible to reassign radio resources to a given LTE device.
The keeping time of the RRC attached state harms the life time
of a battery in LTE nodes (i.e., 10T device). This signalling
overload is high, and if not suitably managed, it can due to
extensive saturation for the LTE systems which will be a
DoS/DDoS attacks in LTE-enabled 10T system.

1.1.2. Botnet-Launched DDoS attacks: This type of the
DDosS attacks run by using a botnet of mobile equipment. These
devices sends a huge undesirable traffic to the target user. The
botnet in the LTE networks will be utilized as base unit to

November 25-27, 2022, Van, TURKIYE



28

International Conference on Advanced Technologies (ICAT’ 22)

perform different DDoS attacks against the E-UTRAN domain.
The main point of this adversary model is that bot masters
activate all botnet devices simultaneously and force them to
download a huge file or transmit high traffic to the network
nodes in order to create congestion issue on the
downlink/uplink channels.

1.2. De-Synchronization attacks: When an adversary
configure/control a personal eNodeB, s/he can modify the value
of the Next-hope Chain Code (NCC) by two ways; first one is
modifying the handover request message transmitted between
different eNodeBs in E-UTRAN domain. In second way, the
attacker modify control message transmitted between MME
and eNodeB (via S1 interface). Thus, the configured eNodeBs
desynchronize the value of NCC parameter. Accordingly, the
UE has use horizontal handover key derivation. In this case,
upcoming session keys can be extracted by attackers.

1.3. Rogue base station attacks: When a fake (i.e., rogue)
eNodeB is controlled by an attacker, that station can broadcast
masquerading LTE signals as genuine carrier frequencies to
launch different type of active attacks. The captured eNodeB
takes advantage of AKA procedure in the LTE network as each
UE attaches to the eNodeB which is broadcasting signals at the
higher level. When a rogue eNodeB start transmitting at higher
signal level, the UEs (i.e., 10T devices) connect to this rogue
eNodeB. Accordingly, the attacker can run many attacks
including femtocell attacks, and downgrade attacks. We present
the most common kinds of this attack as follows:

1.3.1.  Unauthenticated reject messages: A rogue eNodeB
can encourages LTE UEs (e.g., 10T devices) to run a attach
process. Then, attacker sends a fake ATTACH REJECT
message to the user’s device. At this second, to response to the
ATTACH REJECT message, the UE do not try to connect to
this eNodeB. The issue is that the ATTACH REJECT messages
forward before authentication procedure, thus, the UE is unable
to distinguish a rogue eNodeB from a valid one.

1.3.2.  Compromised femtocell attacks: In LTE-enabled loT
systems, a user is able to stablish a personal base station (i.e.,
femtocell) in his/her office or house. The UEs (i.e., 10T devices)
can attach to this Home eNodeB (HeNBs) which has lower
security level. When the HeNB is being in control by a
malicious attacker, s/he has unlimited time to monitor and
capture transmitted traffic to/from UEs or other valid HeNB.
1.3.3. Downgrade attacks: This is one of the most significant
security problems in LTE systems and LTE-enabled loT
applications. Using a rogue eNodeB broadcasting LTE signals
at a higher power level, an adversary node can force a LTE UE
(e.g., loT device) to downgrade its configuration to other
networks like UMTS/GSM which have weaker security
mechanisms. Attackers take advantage of the security
weaknesses in these communication networks in particular
GSM system as it has no strong mutual authentication.

1.4. Wireless interface eavesdropping attacks: The
wireless channels in LTE networks are always at risk of
different attacks. A group of eavesdropping attacks can be
occurred in the LTE networks, and LTE-enabled loT
applications because network operators do not encrypt
transmitted traffic in control and data plans. To run this attack,
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the adversary needs particular software/hardware to detect the
particular LTE frequencies in the system.

1.5. Disclosure of IMSI: The IMSI parameter is a main
identity of each UE (loT device) in the LTE system. It has some
essential user information. The UE transmits the IMSI value in
plaintext when it connects to the LTE system for the first time,
or when the LTE user travels to a new serving network. Thus,
the current or new MME node demands the IMSI parameter
from UE node. Then, the UE forwards this parameter without
confidentiality (in plaintext). In this case, disclosure of the
IMSI value can be occurred that dues to serious security issues.
1.6. Signalling attacks: In the E-UTRAN domain, wireless
channels are commonly vulnerable to different signalling
attacks. The LTE-enabled loT system also suffers from
different kind of signalling attacks such as Radio Frequency
(RF) sniffing/spoofing/jamming. We give several attacks of
this type as follow:

1.6.1. RF jamming: During RF jamming attack, a range of
fake wireless signals are forwarded to interrupt original
transmission and decrease Signal to Noise Ratio (SNR)
considerably. The attacker establishes a radio jammer in E-
UTRAN domain to broadcast RF signals at the given frequency
of the LTE band. In this way, adversary can block downlink
control/data channels and launch the RF jamming attack.
1.6.2. RF spoofing: The RF spoofing attacks are transmitting
a large set of spoof signal as valid signals. Therefore, there is a
need to run some practical methods to stop incorrect cell
selection because of the RF spoofing.

1.6.3. RF sniffing: The RF sniffing attacks give the attacker
some useful information of LTE nodes (e.g., 10T units). The
adversary can use this captured information to professionally
launch other attacks.

1.7. Device/identity tracking attacks: In LTE network and
LTE-enabled l0T systems, there are some main identifiers such
as the IMSI and International Mobile Equipment Identity (IMEI)
which are key indicators of LTE user (e.g., IoT node) and its
location. Extraction of the IMSI/IMEI is dangerous for many
l0T systems in particular for BMS applications.

2. Security loopholes in LTE core network (EPC):

2.1 DoS/DDosS attacks: These kind of attacks in the LTE
core network are important security issues for LTE-enabled loT
systems. In the EPC domain, attackers can transmit flood of
attach/detach request messages to the EPC nodes (i.e., MME,
HSS, S-GW, and P-GW) by running the AKA processes
repeatedly. We present two significant DoS/DDoS in EPC as
follows:

2.1.1.  Overload of HSS attacks: The overload of HSS node
downgrades the performance of the LTE network and LTE-
enabled 0T systems. The adversary misrepresent one or more
legitimate UE (i.e., loT device) and forwards a large number of
attach request (fake ones) to the HSS node frequently. Then,
the HSS has to generate corresponding AVs for each request.
Accordingly, the HSS consumes its computational resources
exceedingly and DoS/DDosS attacks can occur in this case.
2.1.2.  Overload of S-GW attacks: When an attacker capture
a programmable UE node, s/he can constantly trigger the
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Tracking Area Update (TAU) requests by using a smart
software program. These requests will be transmitted to S-GW
nodes. In another attack model, a captured MME can forward
large number of setup messages to each S-GW constantly.
When the MME is attacked by adversary, it can send a flood of
Create Bearer Request (CBR) messages to the target S-GW in
a short period of time which due to DoS/DDoS attacks.

2.2. Lack of mutual authentication: According to existing
AKA method (i.e., EPS-AKA protocol) in the LTE system, the
AKA procedure is an indirect process. The user node (i.e., IoT
device) can use AUTN value to verify the LTE system (i.e.,
HSS node), and the MME checks received RES value to
authenticate the user node. Nevertheless, the UEs do not
confirm MME, and MME cannot verify valid HSS in home
network properly.

2.3. SNID leakage: During EPS-AKA process, the MME
transmits the SNID value to HSS in plaintext. Accordingly, an
adversary might capture the transmitted message to extract the
MME’s identity which is its SNID. Consequently, s/he can
impersonate the MME and threat the user’s nodes in LTE-
enabled loT system.

2.4. Man in the Middle (MitM) attacks: An adversary
sends a forged request message to the MME node in EPC
domain. Then, the MME forwards corresponding AKA values
to the fake UE (i.e., intruder node). At that moment, the attacker
monitor communication channels to catch valid request
message from a real UE node which can be an 10T device in
LTE-enabled 10T system. When this real UE node request a
new attach process, the attacker node forwards formerly saved
authentication values to the target UE. Accordingly, the
adversary can authenticates itself to the target 1oT device (i.e.,
LTE node) as a valid network side. This kind of attacks are
possible in LTE-enabled 10T systems because AKA procedures
are performed in one direction.

2.5. Replay attack: In the LTE-enabled IoT system, an
adversary can monitor and obtain the transmitted AKA values
(e.g., AUTN and RAND) and use them to replay to the victim
UE node (i.e., loT device) in future. The existing AKA protocol
in LTE network is at risk to this kind of security threat.

2.6. Redirection attacks: The LTE-AKA protocol cannot
provide robust mutual AKA between LTE entities. Accordingly,
the attacker can establish and configure a forged eNB as a
legitimate one in the LTE system and the LTE-enabled IoT
applications. Then, the captured base station (i.e., attacker node)
forwards the defined control messages to the UEs and redirect
the UE’s attach message to the rouge network.

2.7. Single-key dependency: Based on the EPS-AKA
procedure, the main security of system is linked to a single
symmetric key named “K” which is saved in each user node
(i.e., 10T device) and the HSS node. Thus, when an adversary
extract the main key, s/he can found other related keys in
AS/NAS layers.

2.8. Issue of KFS and KBS: In the LTE systems, the Key
Forward/Backward Secrecy (KFS/KBS) are important issues.
During EPS-AKA procedure, each corresponding eNB
produces the session keys for AS layer by using the present key.
Thus, when one eNB is captured by attacker all related keys
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will be extracted simply. Consequently, the KFS/KBS feature
cannot be pleased by existing EPS-AKA method in LTE-
enabled loT systems.

V. RELATED WORKS

A set of security approaches were presented to succeed
security goals in the LTE systems and LTE-enabled loT
applications. We present a general overview of some important
suggested AKA method in the LTE systems as follows [19-55]:

In [32], authors proposed an SE-AKA method to handle
different group AKA methods in the LTE systems. Specially,
SE-AKA protocol practices Elliptic Curve Diffie-Hellman
(ECDH) for AKA procedure, and it employ an asymmetric
algorithm to provide privacy for each UE. For group AKA
process, the SE-AKA approach run the AKA procedure by
using a Group Temporary Key named GTK. The security
analysis and security verification of the SE-AKA method is
implemented by using ProVerif tools to display that presented
method is safe against different security attacks.

In [19], researchers proposed a group AKA protocol named
EG-AKA for machine-type communication (MTC) system.
The EG-AKA employs an ECDH-based scheme on EAP
framework. This proposed method provides better security and
performance compared with common EAP-AKA method. The
security evaluation presented that the EG-AKA method is
resistance to different attacks. Formal verification of EG-AKA
method is implemented in AVISPA tool. The evaluation results
prove that the EG-AKA protocol is safe against some different
attacks.

In [31], a group-based AKA method for MTC systems
entitled NOVEL-AKA is proposed to reduce AKA costs. In the
proposed method, one MTC node executes a full AKA
mechanism and generates a temporary key on behalf of other
MTC devices. These MTC nodes run a simplified AKA process
locally. The security evaluation of this method is verified by
AVISPA tool.

The [39] presented a security protocol for MTC system
named GROUP-AKA. The suggested method is defined to be
well-matched with the MTC system by using symmetric
cryptography. In the GROUP-AKA, optimization is achieved
by combining several AKA requests into one request. The
security of this method is evaluated via formal verification. The
proposed method can be practical based on security and
performance for LTE-enabled 10T systems.

In [36], a group-based access AKA method hamed GBAAM
is presented for MTC devices. By using GBAAM scheme,
MTC nodes are simultaneously verified by the network. Then,
these MTC devices can generate independent session key. The
GBAAM method can reduce the signal cost of MTC system and
also can provide forward/backward secrecy. The proposed
method is verify by a formal verification tool named TLA+ and
a model checker called TLC.

In [42], a Robust AKA approach named REPS-AKA3
protocol to solve the security problems in the LTE networks.
The suggested protocol combines symmetric and asymmetric
infrastructure, and provides full mutual authentication among
involved entities in the system.
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TABLEI
SECURITY COMPARISON OF AKA METHODS FOR LTE NETWORK AND LTE-ENABLED IOT SYSTEM
AKA Security Features EPS-AKA | EC-AKA | SE-EPSAKA | E-EPSAKA M-LTEAKA | REPS-AKA3
[22] [30] [33] [34] [35] [42]
Protects against disclosure of IMSI uUs S S S S S
Secure against MitM attack uUs S S S S S
Resistance to DoS attack us us uUs us uUs S
Resistance to redirection attack us us uUs us uUs S
Secure against impersonation attack Us S S S S S
Resistance to replay attack uUs uUs S S us S
Provides mutual authentication uUs uUs us uUs us S
Protects against single key issue Us Us us S us S
Protects against HSS overloading uUs S S Us S S

This method defined a safe procedure to stablish key
management in NAS/AS layers. Security evaluation of the
suggested approach is verified by AVISPA tool. Moreover, the
performance analysis of this method is much better than EPS-
AKA according to bandwidth consumption, storage overhead,
and computational cost.

To solve signalling congestion in the system, [43] proposed
a group AKA method (PRIVACY-AKA) for MTC system in
LTE networks. The suggested method authenticates a set of
MTC devices to decrease the signalling cost. The PRIVACY-
AKA method can avoid DoS attacks by ignoring fake MTC
devices in the first four AKA process. The verification of
PRIVACY-AKA method is implemented by the ProVerif tool.

To solve signalling congestion, the [44] presented a
lightweight group-based AKA method for MTC system named
GLARM. The GLARM authenticates each Machine to
Machine (M2M) devices and also reduces the AKA cost. Based
on GLARM approach, the MME verify all MTC nodes in one
group concurrently according to the aggregate MACs. This
method, performs the similar mechanism in re-authentication
process.

The [45] proposed GR-AKA method with a dynamic
updating mechanism. The researchers use asynchronous key
method with Diffie-Hellman mechanism in the LTE systems.
Compared with other AKA protocols, GR-AKA method can
authenticate several MTC devices and manage the access
ability of each MTC device.

The [46] presented a group AKA protocol called GBS-AKA
to reduce signalling cost and authentication delay. The GBS-
AKA perform the mutual authentication between all group
member (i.e., MTC devices) group leaders.

The [47] defined SEGB-AKA protocols for M2M
communication system in the LTE-enabled loT applications.
This protocol claims to solve single key issue and achieve the
KFS/KBS. The presented method authenticates a set of MTC
devices and maintains the unlink-ability for key of each loT
group. The SEGB-AKA method is verified by means of the
AVISPA tool.

The [50] proposed a security enhanced AKA protocol named
SE-EPS AKA according to public key infrastructure. The
suggested method is checked with formal verification method
to prove that SE-EPS AKA protocol claims to satisfy the some
security requirements in the LTE-enabled 10T system.
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In [24], authors suggested a performance/security enhanced
method named PSE-AKA to provide security in LTE and LTE-
enabled loT systems. The proposed scheme uses the cocktail
therapy to produce the AVs in order to improve the
communication overhead. The security evaluation of the PSE-
AKA is checked by means of BAN logic and AVISPA tool.

In [35], the authors defined some maodifications and
improvement for the LTE-AKA protocol. The suggested
method is a hybrid scheme that employs a combination of
symmetric/asymmetric methods. This protocol thwarts passive
attacks with acceptable cost. The protocol is evaluated by
AVISPA verification tool.

In [30], the researchers proposed a modified LTE-AKA
method named HSK-AKA. This protocol defends LTE users
against fake MME nodes and provides a proper privacy for each
UE with a tolerable computational cost. The method employs a
temporary identifier to reduce the usage of public keys.

The [55] has defined an AKA method for the LTE-enabled
IoT systems. This method provides a privacy-preserved
environment to enable secure channels between 10T devices.
The protocol can prevent the need of synchronization. Security
evaluation shows that this protocol can be resistance to the
chosen message attacks. The analysis specifies that the
suggested method provides a protection against MITM, replay
attacks and redirection attacks. This method is proper to
stablish secure communication among different loT devices in
the LTE system.

We presents a practical comparison of the suggested methods
according to security properties and network performance
metrics.

A. Security evaluation of suggested methods

The suggested AKA methods are compared based on
different security properties as presented in Table I, I, and Ill
(Satisfied: S and Unsatisfied: US). According to these Tables,
we can found out that each security method can provides
different security goals. Consequently, we can find better AKA
protocols for LTE-enabled loT systems according to defined
security goals.
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TABLE I
SECURITY COMPARISON OF AKA PROTOCOLS FOR LTE NETWORK AND LTE-ENABLED 10T SYSTEM
< < =y iT |29 | o« <Y | S g NS
Y — X — ITach S 0, Y= | g X <z m S mg,_.
Security Goals o b= 38 23 %§ sTE | £8 e | 93 %§ s
n i zZ< 0L | 0% o> 0< G o <
Type of cryptosystem Hybrid | Hybrid Sym Sym | Asym | Hybrid Sym Asym | Sym | Sym | Hybrid
Adaptation to the 3GPP UsS us S us Us us S Us S S S
Protection of user’s privacy ) S S us us S us S usS S S
Signalling congestion avoidance Us VS uUs S S S S S S S S
Provide PFS/PBS features S us S S S Us S S Us S S
Maintain unlink ability of group keys us us us S us us us S us S S
Overcome single key issues US UsS uUs UsS uUs UsS uUs US Us Us S
Resistance to redirection attack ) us us S us S S S S S S
Protection against MitM attacks S S S S S S S S S S S
Resistance to impersonation attacks S S S S S S us S us S S
Secure against Replay attacks S S S S S S S S S S S
Resistance to DoS attacks S us Us us S S S S us us S
TABLE Il
SECURITY COMPARISON OF AKA PROTOCOLS FOR LTE NETWORK AND LTE-ENABLED IOT SYSTEM
Security properties Ref. [48] | Ref. [49] Ref. [S0] | Ref. [S1] | Ref. [S2] | Ref. [S3] | Ref.[S4] | Ref. [55]
P1: Cryptography system Sym Sym Asym Sym Sym Hybrid Sym Sym
P2: Based on the 3GPP architecture S S US S S S S S
P3: Ensures privacy protection US uUS S US S S S S
P4: Avoid signaling congestion issue UsS UsS US S US Us S S
P5: Protection from redirection attack US uUS US US US S S S
P6: Resistance to MitM attack US uUS US US US S S S
P7: Resistance to replay attack S S S S S S S S
P8: Protection from impersonation attack UsS UsS US US US S S S
P9: Resistance to DoS attack uUS uUS US US US S S S
P10: PFS/PBS us us us UsS us Us S S
P11: Avoids single key issues UsS UsS US US US UsS S US
P12: Supports to the loT-based application uUS uUS uUS UsS uUS US US S
TABLE IV
. SIGNALLING OVERHEAD OF AKA METHODS
B. Performance evaluation of suggested AKA methods
We provides a performance evaluation of some suggested AKA protocols SO
protocols in terms of some performance metrics such as SE-AKA 6n+2m
signalling overhead, bandwidth consumption, and storage EG-AKA 10n+2m
overhead as follows: NOVEL-AKA 6n+2m
GROUP-AKA 6n+3m
1. Signaling overhead GBAAM-AKA 6n+4m
We compare the Signalling Overhead (SO) of different AKA PRIVACY-AKA 6n+2m
protocol in Table IV. To evaluate the SO of AKA methods, we GLARM-AKA 6n+2m
assume that there are “n” number of loT devices and “m” GR-AKA 6n+2m
number of 10T groups (where logically n>m) [19, 31, 32, 36, GBS-AKA 6n+2m
39, 42, 43, 44, 45, 46, 47]. SEGB-AKA 6n+2m
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Moreover, a comparison of SO for different AKA methods is
shown in Fig. 3, where “n”=400, and “m”=1000.
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TABLEV
THE TBC (IN BITS) OF GROUP-BASED AKA PROTOCOLS (PER MESSAGE)
Messages SE-AKA EG-AKA NOVEL- GROUP- GBAAM- PRIVACY- GLARM- GR-AKA GBS-AKA  SEGB-AKA
[32] [19] AKA [31] AKA [39] AKA [36] AKA [43] AKA [44] [45] [46] [47]
M1 512m 576m 544m 128n+128 128n+128 448n 448n 320m 512n 384n
M2 552m 704m 544m 128n+128+ 128n+128+ 384n+64m 384n+64m 360m 448n+ 64m  320n+128m
128m 128m
M3 432m 768m 816m 1200m 128n+736m 384n+192m 384n+104m 256m 448n+64m 320n+168m
M4 1072m 512m 496m 624m 419n 992m 1072m 448m 432m 256Nn+688m
M5 256m 256m 64m 624n 64n 864m 688m 192n+192 512m 128n+432m
M6 384n 256m 480n 64m 128n 864n 688n 320n 512n 128n+432m
M7 1072n 128m 496n 752n 960n 64n 64n 384n - 64n
M8 256n 576n 64n 448n 384n+576 64m 64m - - 64m
M9 - 512n - 384m 1024m - - - - -
M10 - 256n - - 1024n - - - - -
M1l - 256n - - - - - - - -
M12 - 128n - - - - - - - -
Total (bit)  1712(n-m) 1728 (n-m)  1040(n-m)  2080n+ 256  3363n+1888m 2144n+ 1968n 896n+192 1920n 1600n
+2824m +3200m +2464m +2400m + 832 2176m +1992m +1384m +1072m +1912m
=1000, m=400
e *GR-AKA TABLE VI
12000 GLARM-AKA
PRIVACY.AKA THE STO oF AKA METHODS
10000 -
z SE-AKA AKA protocols StO (bits)
%" 5000 5 GROUP-AKA EPS-AKA 544a
g o = NOVEL-AKA Ref. [54] 640a
= sEG-AKA Ref. [48] 448a
) BSEGB Ref. [55] 432a
S # GBAAM-AKA Ref. [49] 608a
00 » CBS.AKA Ref. [50] 704a
0 BEPS-AKA Ref. [35] 800a
AKA Protocols Ref [24] 392a

Another comparison of StO for Group-based AKA methods
is presented in Table VII, where “n” and “m” values are number
of IoTD and loT group respectively. [31, 36, 39, 43, 42, 44, 47].

Fig. 3 Evaluation of SO for AKA methods (where “n”=400, and “m”=1000)

2. Total bandwidth consumption
To evaluate Total Bandwidth Consumption (TBC) of AKA
protocols, we consider that there are “n” number of IoT Device

TABLE VII

THE STO OF GROUP-BASED AKA PROTOCOL

‘(‘IOIDS) §haped “m” number of [oT groups, where “n” is grater AKA methods Storage Overhead (bits)
i r:nT ;é(l)egl\(;ally). The TBC of some AKA methods are presented NOVEL-AKA S1om
' GROUP-AKA 1200m
3. Storage overhead GBAAM-AKA 128n+736m
The Storage Overhead (StO) of different AKA methods are PRIVACY-AKA 992m
analysed according to saved bits in the MME nodes. The GLARM-AKA 1072m
comparison of the StO for presented AKA methods is SEGB-AKA 688m

illustrated in Table VI, where “a@” is the number of the
transmitted AVs in AKA procedure.
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V1. CONCLUSIONS

The LTE network is primarily designed according to the IP
protocol that can be one of the best communication systems for
IoT applications. As the LTE has become a popular
communication technology in the world, its security issues are
attracting more and more attention. Although, there is some
security mechanisms in the LTE system to make it safer, we
found out that there are still different security vulnerabilities in
such networks. In this paper, we presented security architecture
of LTE and LTE-enabled IoT systems. First, we provided a
general overview of the LTE architecture. Secondly, a few key
security loopholes in the LTE architecture are presented briefly.
We gave an overview of the critical security threats landscape
of LTE mobility networks such as local DoS attacks against the
E-UTRAN and largely DDoS attacks aiming to the EPC. In the
context of these kinds of threats, research efforts are necessary
in academic environment. To achieve this goal, we provided
two major security sections in LTE system, as well as a set of
effective network-based attacks in each of them. We have
analysed some vulnerability about E-UTRAN and EPC in
details. According to our studies, there are several malicious
attacks which are the most significant attacks in LTE system
and can be concerning threat for loT application in particular
BMS or smart homes. The signalling attack is one of them that
its effects are considerable and cause a decrease in the QoS
level of loT system. Our evaluations show that channel
spoofing due to DoS attacks by replicating downlink messages
at higher level. We also investigated the effects of jamming
attacks against LTE networks. Our studies show that smart
jamming attack is the most common jamming attacks which
can target specific channels and threat security of LTE
networks seriously. Another most critical type of attacks for
loT applications is DDoS attacks which target QoS of system
that is one of the most important elements for 10T application.
Our research is shown that we need appropriate security
methods and protocols to primarily guarantee privacy and
authentication in LTE networks.

Our findings provided a comprehensive insight into the
serious security weaknesses of the LTE systems. Each listed
security issue need to be suitably addressed for LTE and LTE-
enabled loT applications. The suggested approaches must
design effective mechanisms to increase the security level of
LTE and satisfy QoS factors such as data rate, delay, and
complexity at the same time. Robust and practical security
method must be designed to protect the communication
channels among the UEs and network nodes such as eNBs,
MME, and HSS. The existing authentication method (i.e., EPS-
AKA protocol) in LTE system needs to be improved to protect
against different kind of security attacks such as DoS attack,
and MitM attacks. Additionally, we need much more efficient
handover authentication methods to provide safe handovers
between typical eNBs and HeNBs, and the handovers process
between non-3GPP and 3GPP systems. Moreover, the key
management mechanisms in the LTE networks need to be
improved to provide proper security against a group of security
attacks such as De-synchronization attacks. In addition, some
robust mutual authentication mechanisms need to be set

E-ISBN: 978-605-72180-1-8

between the UEs and eNBs to provide a protection against
various attacks such as MitM attacks. According to our security
evaluation, the REPS-AKAZ3 protocol can satisfy much more
security goals compared with other suggested security methods.
Based on Table | and Il, the REPS-AKA3 achieves 9 and 11
security goals respectively. According to performance analyse,
EG-AKA method has worst signalling overhead (10n+2m,
where “n” and “m” values are number of 10TD and IoT group
respectively), and SEGB-AKA achieves better storage
overhead (688m, where “m” is number of IoT groups). We
expect that our security evaluation of security loopholes in this
survey could help other researchers to promote more academic
study in this field.
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Abstract— In today’s world, online advertising in recommender
systems (RSs) has become the fastest-growing advertising strategy
since the number of Internet users increase exponentially.
According to the Internet Advertising Revenue report, overall, a
35.4% increase is observed in digital marketing in the United
States year-over-year. Also, $982.82 hillion in revenue is expected
by 2025. Therefore, evaluating the success of digital marketing
strategies has become a very important issue. Click-based
performance indexes such as clicks, click-through rate (CTR),
conversion rate (CVR) are the most used metrics to measure the
performance of online advertising techniques. CTR is a metric to
calculate the ratio of people viewing a web page and then clicking
on a particular ad that seems on the page. CVR is the ratio of
people's activities that are taken after clicks on a particular ad.
Although different review articles already exist to address various
challenges in CTR/CVR prediction, evaluations of the models are
not clear. Furthermore, comparison of the prediction methods is
challenging since different approaches use different sets of
parameters and features. However, there is not enough literature
review on the subject. Thus, a comparison of these methods needs
to be explained in detail. This paper proposes a literature review
on online advertising techniques. In addition, novel CTR and CVR
prediction models are analyzed. Moreover, various challenges and
open research areas are also discussed.

Keywords— online advertising, click-through rate prediction,
conversion rate prediction, digital marketing, recommender
systems.

I. INTRODUCTION

Rapid developments in technology bring new habits to the
daily life of people such as information gathering by search
engines, spending significant time on social networks and
online shopping. Social media, music streaming, podcasts, e-
commerce are some of the most used online applications.
Meaningful recommendations play a critical role in these
applications to discover new interests. Therefore, recommender
systems become a hot topic in the last decade. Suggestions for
movies on Netflix, books on Amazon, people who might know
on LinkedIn, courses on Coursera or Udemy are some of the
real-world examples of recommender systems.

Recommender systems (RSs) predict users’ possible future
interests based on data on users and their preferences. The data
usually consists of the behavior or ratings of users. Also, it can
Recommender systems (RSs) predict users’ possible future
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interests based on data on users and their preferences. The data
usually consists of the behavior or ratings of users. Also, it can
include users’ demographic features such as age, gender,
nationality. Data for RSs is given in Figure 1.

RSs usually are classified into five categories: content-based,
collaborative filtering, demographic, knowledge-based, hybrid
[1]. A short description of RS categories is as follows. In the
content-based RS, similar items which users liked in the past
are recommended [2]. On the other side, collaborative filtering
is the most used and popular technique. Basic approach behind
it, recommending items to the user based on items that similar
user’s liked [3]. Items are recommended based on the
demographics of users in the demographic recommender
system [4]. The knowledge-based system  makes
recommendations based on specific domain knowledge [5].
Hybrid RSs are a combination of the RSs [6].

As it can be shown in Figure 2, according to the
recommendation technique, RSs can be grouped as memory-
based/similarity-based and model-based.

h 4 Y h 4

) (e
1

. ltem features Context featuras }

« Ratings * :;gigsn
« Stock status, etc. « Time. etc.

Fig. 1 Data for recommender systems.

User features
Interests
Transactions

Usage, etc.

Figure 2 shows categories of RSs based on the
recommendation technique. While memory-based/similarity-
based models calculate the similarity between items by using
Jaccard, Cosine and Euclidian distances or Pearson correlation,
model-based techniques predict the user’s future action on a
new item. Item-based models use the item’s neighborhood,
whereas the user’s neighborhood is considered in user-based
models. Matrix factorization is a technique of model-based CF
models.
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Fig. 2 An overview of RSs’ categories [7].
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In recommender systems, online advertising aims to allocate
the right ads to the right user with the aim of maximizing
revenue. A list of recommendations is generated by the
recommender system based on the requests of users, and then
optimal ads are chosen and located in the appropriate place by
the advertisement system. This process is shown in Figure 3 [8].

recy rec(,

reca
Recommender Ad\.rernsmg |:||> i
User

rec,

Fig. 3 Online advertising process in recommender systems.

This paper is organized as follows. Section Il provides
information on datasets and evaluation metrics for CTR
prediction models. Prediction models are presented in Section
[11. The main challenges are summarized in Section 1V and the
paper is concluded in Section V.

Il. DATASETS AND EVALUATION METRICS FOR CTR
PREDICTION MODELS

This section provides information on datasets, features, and
evaluation criteria for CTR prediction.

In the literature studies, many different datasets and settings
are employed to evaluate CTR prediction. In this section, the
most used datasets and evaluation metrics are presented.
Criteo-Kaggle display advertising challenge 2014, Criteo,
Avazu, KKBox, Amazon Books, Yelp2018, Gowalla, Avito,
KDD CUP 2012 track 2, iPinYou, Aliyun Taobao display
advertising, Huawei DIGX algorithm contest 2019, Taobao
advertising, proprietary are some of the most used datasets for
the CTR prediction and recommendation. The datasets are
shown in Table I.

E-ISBN: 978-605-72180-1-8

Features for CTR prediction can be classified into three
groups as the user, item and context as shown in Figure 1. User
ID, Age, IP, occupation, gender, region, hobbies, nationality,
etc. are the user's features. Item features consist of item-related
features such as item ID, price, brand, category, etc. Weekday,
position, URL, slot ID and hour are some of the context features.

TABLE | DATASETS

Dataset Statistics

Criteo [9] 45 million click records of ad impression
with 13 numerical and 26 categorical
features.

Avazu [10] 40 million click records of ad impression
with 22 categorical features.

KKBox [11] 4 csv files: train.csv file contains 970 960

records with two features; members.csv file
includes 6 769 473 records with features;
transactions.csv file contains 1 431 009
records with 9 features; user_logs.csv file
includes 18 396 362 records with 9
features.

158 650 users, 128 939 items, 317 300

Amazon Books

[12] instances, 288 577 features and 5 fields.

Yelp [13] 4 700 000 ratings, 200 000 users and 156
000 services.

Gowalla [14] | 116 889 users and 1 070 338 locations.

Avito [15] 11 211 794 target ads, 27 fields, 42 301 586
features.

KDD CUP 1 000 990 users, 624 961 music items, 262

track 1 [16] 810 175 ratings.

iPinYou [17] 11 features.

Aliyun Taobao | 8 days of ad/click logs from 1 140 000 users

display with 26 million records.

advertising

[18]

Huawei DIGIX | Over 7 million records with 35 features

Advertisement
CTR Prediction
[19]

from ad dataset, and over 3 million record
with 28 features from feed dataset.

In each group, features are categorized as categorical,
numeric or multi-valued. In order to solve high dimension
problems, feature embedding is widely applied. Gharibshah et
al. [20] provide more information about feature embeddings.

In addition, features are called fields in some of the literature
studies, and some researchers also named the value of the field
as a feature in these studies.

CTR and CVR metrics are calculated by using Equations 1
and 2, respectively.

#of Clicks
# of Impressions

CTR = 1)

CVR = #of Conversi'ons (2)
# of Impressions

The area under the curve (AUC) and logloss (also a.k.a.

logistic loss or binary cross entropy) are the most commonly

used metrics to evaluate the performance of advertising

CTR/CVR prediction models. High AUC and low logloss
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