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ABSTRACT

This work aims to understand the current state of the Brazilian national cyber capability and identify pro-
mising avenues for its improvement by evaluating key success factors for a national Cybersecurity and
Cyberintelligence policy in Brazil. We first seek to establish a reference framework for assessing natio-
nal cyber capabilities, with a scale adequate to the still developing reality of Brazil in the area. We then
employed the framework to compare Brazil and a country with a matching geopolitical scale — Spain,
although more advanced in cyber capabilities, as found by the study. To identify avenues for improving the
Brazilian situation, we collected the opinion of Brazilian specialists through interviews and questionnaires
and processed their answers with the multi-criteria decision method of probabilistic preference composi-
tion. We analyzed the results and isolated a set of factors of ample preference and consensus among the
interest groups involved, which could parameterize the first edition of the policy and elevate Brazil’s cyber
capability to an acceptably established level. We also identified factors significant to advancing national
cyber capabilities in other countries but with little consensus among Brazilian interest groups, especially
concerning funding and subsidies. These groups should discuss those factors in a public-private forum,
harmonizing their demands and expectations and cooperating so that future policy editions further elevate

Brazil’s cyber capability to strategic and dynamic levels.

RESUMO

Este trabalho visa mapear as condi¢des atuais da capacidade cibernética nacional brasileira e identificar
vetores promissores para seu desenvolvimento, avaliando os principais fatores de sucesso para uma Politica
Nacional de Ciberseguranca e Ciberinteligéncia no Brasil. Em primeiro lugar, buscamos estabelecer um
quadro de referéncia para avaliar as capacidades cibernéticas nacionais, com escala adequada a realidade
ainda em desenvolvimento do Brasil na area. Em seguida, empregamos o quadro de referéncia numa com-
paragdo entre o Brasil e a Espanha, um pais com escala geopolitica similar ao Brasil, embora mais avancada
em capacidades cibernéticas, conforme concluido pelo estudo. Para identificar os vetores de melhora, co-
letamos a opinido de especialistas brasileiros através de entrevistas e questiondrios, que foram processados
com método de decisdo multicritério por composicdo de preferéncias probabilisticas. Os resultados foram
analisados, sendo possivel identificar a partir deles um conjunto de fatores de amplo consenso e preferén-
cia entre os grupos de interesse envolvidos, que poderiam parametrizar uma primeira edi¢io da politica e
elevar a capacidade cibernética do Brasil a um patamar aceitdvel. Também identificamos fatores significa-
tivos para o avango das capacidades nacionais de outros paises mas com pouco consenso entre os grupos
de interesse brasileiros, especialmente em relag@o a financiamento e subsidios. Tais grupos devem discutir
esses fatores em férum publico-privado, harmonizando suas demandas e expectativas e cooperando para
que futuras edi¢des da politica elevem a capacidade cibernética do Brasil para patamares estratégicos e

dindmicos.
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1 INTRODUCTION

The object of this research impacts the maintenance of a secure society and its sovereign state. Digital
technologies already underlie practically all strategic, economic, and industrial processes in society (see
Fig. 1.1, demanding effective Cybersecurity to protect these processes and ensure its transactions and data
are carried through wholly and safely [1]. The same reasoning applies to the state, with the additional
caveat of its permanent need to know and understand its current and upcoming threats to counter and
overcome them, hence the need for Cyberintelligence [2].

A thriving Cybersecurity market would also contribute to a more developed national economy and
potentially induce innovation and growth in the country's extant markets. In a globally competitive market,
it is even the case that Cybersecurity development is imperative because, with secure production chains
and digital transformation processes, a nation will better retain industrial competitiveness in the coming
decades [3].

One must also note that the state demands of Cybersecurity and Cyberintelligence are simultaneously
an opportunity to be taken advantage of since this demand can foster national economic development,
with incentives for entrepreneurs, dynamization of the economy, and increase of internal revenue and

Figure 1.1: Digital technologies already underlie practically all strategic, economic and industrial processes in soci-
ety.
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