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Abstract. The advent of quantum computing poses a significant threat to cur-
rent cryptographic systems, particularly digital signatures. Governments and
organizations globally must prepare for the transition to post-quantum cryp-
tography (PQC) to safeguard the integrity and security of digital communica-
tions in the quantum era. In Brazil, the ongoing digitalization of public services
through platforms like GOV.BR highlights the urgent need to secure systems
against quantum threats. This paper analyzes the current landscape and future
prospects of transitioning to PQC within the Brazilian federal government’s dig-
ital signature service. As existing cryptographic systems, such as the widely used
RSA, become vulnerable to quantum attacks, transitioning to quantum-resistant
algorithms has become imperative. The study evaluates the current state of
Brazil’s federal digital signature service, reviews international PQC initiatives,
and proposes a comprehensive transition strategy. It identifies key challenges,
including technical complexity, interoperability with legacy systems, limited ex-
pertise, high costs, and regulatory uncertainties. To address these challenges,
the study suggests mitigation strategies such as hybrid cryptographic solutions,
public-private partnerships, phased implementation, and an emphasis on edu-
cation and awareness. The findings underscore the critical importance of col-
laboration between government, industry, and academia in developing flexible
and robust solutions tailored to Brazil’s specific needs.

1. Introduction
Digital signatures, driven by their ability to ensure authenticity, integrity, and non-
repudiation, have become a cornerstone of the modern digital economy, enabling secure
and efficient transactions across various sectors. By eliminating the need for physical
documents and time-consuming bureaucratic processes, digital signatures streamline con-
tracts, commercial agreements, and other critical operations, reducing operational costs
and optimizing response times for businesses [Abbes et al. 2024]. This efficiency trans-
lates into productivity gains, allowing organizations to focus on strategic activities and
innovation, fostering a more dynamic and competitive business environment. Moreover,
digital signatures enhance trust in online transactions, encouraging broader participation
in the digital economy and driving the growth of e-commerce and other digital industries
[Alagheband and Mashatan 2022].

The Brazilian Federal Government provides a digital signature service known as
Advanced Electronic Signature. This service is offered by the National Institute of Infor-
mation Technology (ITI) through the GOV.BR Platform, which is managed by the Sec-
retariat of Digital Government (SGD) under the Ministry of Management and Innovation
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in Public Services (MGI). The Advanced Electronic Signature allows users to sign digital
documents using their GOV.BR account, either through the Electronic Signature Portal
or via public applications integrated with the GOV.BR Platform through an API provided
by ITI [ITI 2023]. However, with the advent of quantum computing [Xu et al. 2022] and,
consequently, post-quantum cryptography [Sedghighadikolaei and Yavuz 2023], new dig-
ital signature algorithms are being developed to withstand attacks from quantum comput-
ers. Traditional digital signature algorithms, such as RSA and DSA, which rely on fac-
torization and discrete logarithm problems, become vulnerable in this new computational
paradigm [Seo 2020].

The transition to post-quantum digital signatures is particularly critical for gov-
ernment services such as Advanced Electronic Signature. This shift involves not only
updating cryptographic algorithms but also revising the entire Public Key Infrastruc-
ture (PKI) and adapting the protocols and applications that rely on digital signatures
[Alagic et al. 2022],[Campos and Rosa 2023]. An important aspect to consider is back-
ward compatibility. During the transition period, it will be necessary to support both
traditional and post-quantum digital signatures, ensuring that systems remain operational
while the migration takes place [Guerra and Tavolaro 2021], [Ferreira et al. 2023].

For the Federal Government and other organizations that heavily rely on digital
signatures, it is essential to begin planning for this transition as soon as possible. This
leads to the following research question: How can a process be established for adopting
Post-Quantum Cryptography in the Advanced Electronic Signature service of the
Brazilian Federal Government?

The implementation of post-quantum digital signatures also introduces techni-
cal challenges, such as the increase in key and signature sizes, which may impact
performance and storage in existing systems [Mosca 2018]. Therefore, the transition
strategy must carefully consider these factors to minimize disruptions to current ser-
vices. This includes: risk assessment; inventory of systems relying on digital signa-
tures; prioritization of critical areas; and development of a phased implementation plan
[ITI 2023],[NIST 2022]. In summary, the transition to post-quantum digital signatures is
a key component of a long-term cybersecurity strategy, especially for critical government
services. This shift demands careful planning, investment in research and development,
and a phased approach to ensure a smooth and secure transition into the quantum com-
puting era.

2. Background
Current cryptography, widely used in digital security systems, primarily relies on public-
key algorithms, also known as asymmetric cryptography. These systems, such as the
Rivest-Shamir-Adleman (RSA) algorithm and Elliptic Curve Cryptography (ECC), serve
as the backbone of modern digital security [Alagic et al. 2022],[Acar et al. 2023]. In the
context of digital signatures, these algorithms play a important role. A digital signature is
a cryptographic technique that ensures the authenticity, integrity, and non-repudiation of
electronic documents [Misoczki and Barreto 2008], [Gyongyosi et al. 2019]. The process
involves generating a cryptographic hash of the document, which is then encrypted using
the signer’s private key [Misoczki and Barreto 2008], [Campos and Rosa 2023].

The Public Key Infrastructure (PKI) is fundamental in this process, as it manages
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the issuance and validation of digital certificates. In Brazil, ICP-Brasil, coordinated by
the National Institute of Information Technology (ITI), sets the standards for the issuance
of digital certificates with legal validity [ITI 2023], [Hussain et al. 2018]. The basic func-
tioning of a digital signature is illustrated in Figure 1.

Figure 1. Phases in the digital signature process

Considering that the “Sender” is the one performing the signature, when using a
signing system/service, they submit the document to a hash calculation function. The sig-
nature process follows these steps [Misoczki and Barreto 2008], [Gyongyosi et al. 2019],
[Campos and Rosa 2023]: 1) The result of the hash calculation is a cryptographic hash;
2) The private key stored in the subscriber’s certificate encrypts the cryptographic hash;
3) The result is the file containing the digital signature; 4) The file can be sent via email,
USB drive, or attached to a digital system or file (e.g., PDF or XML); 5) The recipient
uses the subscriber’s public key to decrypt the signature file, gaining access to the cryp-
tographic hash previously encrypted by the signer; and 6) Simultaneously, the recipient
submits the original document to the cryptographic hash function (used in generating the
signature) to compare the current hash with the previous one: a) If the values are the same,
the signature is valid and b) If the values are different, the signature is invalid.

This system ensures that only the holder of the private key can create the signa-
ture, while anyone with access to the corresponding public key can verify its authenticity
[Shaikh et al. 2019], [ITI 2023].

2.1. Post-Quantum Cryptography (PQC)
Quantum computing represents a paradigm shift in computational power, lever-
aging principles of quantum mechanics such as superposition and entanglement
[Bernstein et al. 2017, Acar et al. 2023]. Unlike classical bits, qubits can exist in mul-
tiple states simultaneously, enabling massively parallel computations [Acar et al. 2023,
Mosca 2018].

The most significant impact of quantum computing on current cryptographic
systems is its potential to break widely used public-key algorithms [Alagic et al. 2022,
Acar et al. 2023]. Shor’s algorithm, for example, can factor large numbers exponen-
tially faster than the best-known classical algorithms, compromising the security of RSA
[Alagic et al. 2022, Mosca 2018, Dwork and Roth 2014]. The main threats posed by
quantum computing to current cryptographic systems can be summarized as follows:
1) Efficient breaking of RSA and ECC algorithms; 2) Compromise of key exchange
protocols; 3) Vulnerability of digital signatures based on classical algorithms; and 4)
Risk of retroactive decryption of currently protected data [Guerra and Tavolaro 2021,
Mosca 2018].



It is anticipated that sufficiently powerful quantum computers capable of break-
ing current cryptographic systems may emerge in the coming years, creating an urgent
need for the development of quantum-resistant alternatives [Guerra and Tavolaro 2021,
NIST 2022]. Post-Quantum Cryptography (PQC) refers to the development of crypto-
graphic systems that are secure against attacks from both classical and quantum comput-
ers [Guerra and Tavolaro 2021, NIST 2022]. The following challenges must be addressed
in the implementation of PQC: a) Larger key and signature sizes compared to current
systems; b) Need for upgrades to existing infrastructures; c) Ensuring computational effi-
ciency across diverse systems; and d) Rigorous validation of security against both classi-
cal and quantum attacks [Guerra and Tavolaro 2021, Peikert 2016, NIST 2022].

The goal is to develop algorithms that can be implemented in current sys-
tems while remaining secure even in the presence of powerful quantum comput-
ers [NIST 2022]. The National Institute of Standards and Technology (NIST) is
leading a standardization process for post-quantum algorithms, aiming to establish
widely adoptable standards [Guerra and Tavolaro 2021, NIST 2022]. The main ap-
proaches in PQC include: 1) Lattice-based cryptography: Relies on mathematically
hard problems in lattice structures [Peikert 2016, NIST 2022]; 2) Code-based cryptog-
raphy: Based on the difficulty of decoding general linear codes [Ferreira et al. 2023,
Peikert 2016]; 3) Multivariate cryptography: Uses systems of multivariate polynomial
equations [Ferreira et al. 2023, Peikert 2016]; 4) Hash-based cryptography: Exploits the
properties of cryptographic hash functions [Pirandola et al. 2020, Ferreira et al. 2023];
and 5) Isogeny-based cryptography: Utilizes mappings between elliptic curves
[Pirandola et al. 2020, Guerra and Tavolaro 2021]. The transition to post-quantum cryp-
tography is a complex process that requires careful planning, risk assessment, and a grad-
ual implementation to ensure the continued security of digital communications in the
quantum era.

3. Advanced Electronic Signature

The Brazilian Federal Government’s digital signature service, based on the Brazilian Pub-
lic Key Infrastructure (ICP-Brasil), has undergone significant advancements in recent
years. The GOV.BR platform, established by Decree No. 8,936/2016, has become a
central hub for providing digital public services, including digital signature functionality
[Presidência da República do Brasil 2016].

Since April 2022, the Federal Government has offered free digital signatures
to citizens through the GOV.BR portal. This initiative has democratized access to
a service that was previously limited to holders of paid digital certificates. To
use the service, citizens must have a GOV.BR account with a silver or gold veri-
fication level, which can be obtained through biometric validation or via accredited
banks. Law No. 14,063/2020 regulates the use of electronic signatures in interac-
tions with public entities [Presidência da República do Brasil 2020b]. This law was
further detailed by Decree No. 10,543/2020, which granted electronic signatures the
same legal validity as physical signatures in various interactions with the government
[Presidência da República do Brasil 2020a].

Ordinance No. 2,154/2021, issued by the Special Secretariat for Bureaucratiza-
tion, classified electronic signatures generated by the GOV.BR platform with Silver and
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Gold digital identities as advanced electronic signatures [Mibnistério da Economia 2021].
The GOV.BR Signature Platform was developed to meet the growing demand for digital
public services in Brazil, providing a comprehensive and continuously improving solu-
tion. This platform consists of three main components: The GOV.BR Signature Portal;
The GOV.BR Electronic Signature Services API; The Electronic Signature Validation Ser-
vice 1.

This infrastructure enables integrated systems to generate electronic signatures in
a simplified, reliable, and cost-free manner. In just January and February 2025, approx-
imately 28.7 million signatures were recorded [ITI 2025]. Figure 2 illustrates the trans-
actions involved in the digital signature process of the Advanced Electronic Signature
service.

Figure 2. API Workflow of the Advanced Electronic Signature Service [SGD 2025]

The security infrastructure supporting this system requires constant updates to
address evolving cyber threats. This includes not only protection against conventional at-
tacks but also preparation for future threats, such as those posed by quantum computing.
Therefore, the current landscape presents significant challenges: 1) Uneven Adoption:
Although the use of digital signatures is growing, there remains a significant disparity
in adoption across different sectors and regions of the country [Bernstein et al. 2017,
Alagic et al. 2022]; 2) Technical Complexity: Many users still face difficulties in us-
ing the system, particularly when it comes to obtaining and managing digital certifi-
cates [Acar et al. 2023, Mosca 2018]; 3) Security Infrastructure: Despite progress, the
security infrastructure still requires constant updates to counter evolving cyber threats
[Misoczki and Barreto 2008, Gyongyosi et al. 2019]; 4) Integration with Legacy Sys-
tems: Transitioning from older systems to the new digital infrastructure remains a chal-
lenge in many government institutions [Guerra and Tavolaro 2021, Shaikh et al. 2019].

In addition to these challenges, ensuring interoperability between different plat-
forms and compliance with national and international regulations adds complexity to the
modernization process. The adoption of post-quantum cryptography (PQC) emerges as an
important strategy to mitigate future risks, ensuring the continuity and reliability of elec-
tronic signature services as new threats emerge. Currently, the system provides a robust
platform for digital signatures with legal validity, meeting a wide range of governmen-
tal and business needs [Bernstein et al. 2017, Acar et al. 2023]. Processes that previously
required signatures on physical documents can now benefit from the convenience and
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security offered by the GOV.BR Electronic Signature. This transition not only reduces
bureaucracy but also significantly drives the digitalization of public services in Brazil.

3.1. Initiatives for Transitioning to Post-Quantum Cryptography

Whether at the national or international level, the transition to post-quantum cryptogra-
phy (PQC) is driven by the growing threat that quantum computers pose to current cryp-
tographic systems. Several nations and organizations are at the forefront of this move-
ment, developing strategies and implementing solutions to ensure the security of digital
communications in the quantum era. In Brazil, a partnership between the Central Bank
of Brazil (BCB), Brazil Quantum, Microsoft, and the National Federation of Associa-
tions of Central Bank Employees (Fenasbac) led to a study on the use of post-quantum
cryptography to enhance the security of the Instant Payment System, PIX. The research
examined the feasibility of algorithms resistant to quantum computer attacks in PIX, as
the evolution of this technology could pose security threats to the system in the future
[Fenasbac 2025, Ferreira et al. 2023].

The United States, through the NIST, has been leading a global effort to stan-
dardize PQC algorithms [NIST 2025]. In 2022, NIST selected the CRYSTALS-Kyber
algorithm for key encapsulation and CRYSTALS-Dilithium for digital signatures as ini-
tial standards [NIST 2022]. Recently, as a key step in the standardization process, NIST
published NIST IR 8547, which establishes transition standards for Post-Quantum Cryp-
tography [NIST 2024a]. In the context of PQC algorithms for digital signatures, NIST
defines that the CRYSTALS-Dilithium, FALCON, and SPHINCS+ algorithms are cur-
rently selected [NIST 2024b].

Countries such as Japan, China, and Canada are also making significant contri-
butions to the advancement of PQC through research initiatives and funding programs.
International cooperation has been important in this transition process. This is further
enhanced when combined with initiatives from continental or global entities, such as the
European Union Agency for Cybersecurity (ENISA) [Chen et al. 2023] and the European
Telecommunications Standards Institute (ETSI) [Bodson 2013]. These initiatives offer
valuable lessons and potential models for transitioning Brazil’s digital signature system
to a post-quantum environment. Brazil has the opportunity to learn from these experi-
ences and adapt best practices to the national context, taking into account the specificities
of ICP-Brasil and the GOV.BR system.

4. Proposed Transition Strategy
The transition to post-quantum cryptography (PQC) is a complex and multifaceted pro-
cess that requires a strategic, systematic, and comprehensive approach. This section out-
lines a detailed strategy for this transition, divided into seven critical subsections, each
addressing a fundamental aspect of the process. We will begin with a detailed assessment
and a comprehensive inventory of existing cryptographic systems, necessary for under-
standing the scope of the transition. Next, we will address phased planning, which is
important for a gradual and controlled implementation. The selection and implementa-
tion of PQC algorithms form the technical core of the transition, followed by the necessary
updates to infrastructure and software.

Training and awareness are vital to ensure that all stakeholders are prepared and



aligned with the change. Continuous monitoring and adjustments will ensure the effec-
tiveness of the transition over time. Finally, we will address compliance and legal as-
pects, which are essential to ensure that the transition aligns with regulations and legal
requirements. The following sections present a comprehensive roadmap for a successful
transition to post-quantum cryptography within the context of the Advanced Electronic
Signature service.

4.1. Assessment and Inventory

The assessment and inventory phase serves as the foundation for the entire post-quantum
cryptography (PQC) transition strategy. This step involves a thorough analysis and doc-
umentation of all systems, protocols, and cryptographic practices currently in use. First,
a complete mapping of all systems utilizing cryptography must be conducted, including:
1) Systems for generating and verifying digital signatures; 2) Public Key Infrastructure
(PKI); 3) Secure communication protocols (e.g., TLS, SSL); 4) Systems for storing en-
crypted data; and 5) Authentication mechanisms.

For each identified system, the following details should be documented: a) Cryp-
tographic algorithms in use; b) Key sizes; c) Specific protocols; d) Key life-cycles; and
e) Integrations with other systems. It is also necessary to assess the criticality of each
system, considering: sensitivity of the protected data, potential impact of a breach, and
expected lifespan of the protected data . This evaluation should include a risk analysis,
identifying which systems are most vulnerable to quantum attacks and which should be
prioritized in the transition. Furthermore, it is important to consider the dependencies be-
tween systems, as changes in one component can affect others. A detailed inventory will
help identify these interdependencies and plan the transition in a holistic manner. Finally,
this phase should result in a comprehensive report that will serve as the foundation for all
subsequent phases of the transition strategy.

4.2. Phase-by-Phase Planning

Phase-by-phase planning is important for a smooth and controlled transition to post-
quantum cryptography. This approach allows for a gradual implementation, minimiz-
ing risks and disruptions to existing services. Phase 1. Preparation and Pilot (6-12
months): 1) Establish a multidisciplinary team dedicated to the PQC transition; 2) De-
velop a detailed plan based on the evaluation and inventory; 3) Select non-critical systems
for pilot projects; and 4) Begin testing PQC algorithms in controlled environments.

Phase 2. Initial Implementation (12-18 months): 1) Start implementation in
less critical systems; 2) Develop and test hybrid solutions (combining classical and PQC
algorithms); 3) Assess performance impact and make necessary adjustments; and 4) Initi-
ate training programs for technical teams. Phase 3. Expansion and Optimization (18-24
months): 1) Expand implementation to medium-importance systems; 2) Optimize hybrid
solutions based on initial results; 3) Start transitioning long-term data storage systems;
and 4) Expand awareness programs for all users.

Phase 4. Critical Implementation (24-36 months): 1) Migrate critical systems
to PQC solutions; 2) Perform extensive security and performance testing; 3) Begin the
gradual deactivation of vulnerable cryptographic algorithms; and 4) Update organiza-
tional policies and procedures. Phase 5. Consolidation and Review (36+ months): 1)



Complete the transition for all systems; 2) Conduct a comprehensive post-implementation
security review; 3) Adjust and optimize as necessary; and 4) Establish processes for con-
tinuous maintenance and updates.

In each phase, it is need to: i) Set clear and measurable milestones; ii) Conduct
regular progress and risk assessments; iii) Maintain flexibility to adjust the plan as needed;
iv) Ensure continuous communication with all stakeholders. This phased approach allows
for a controlled transition, providing opportunities for learning and adjustments through-
out the process, which is essential for the successful large-scale implementation of PQC.

4.3. Selection and Implementation of PQC Algorithms

The selection and implementation of post-quantum cryptography (PQC) algorithms is a
critical step in the transition strategy. This phase requires careful analysis of available al-
gorithms, considering their security, efficiency, and compatibility with existing systems.
The selection criteria include demonstrated resistance against both quantum and classical
attacks, efficiency in terms of processing speed and resource usage, flexibility for integra-
tion with existing systems, maturity in terms of review and validation by the cryptographic
community, and the status in the standardization process by NIST or other relevant bodies
– Security: Proven resistance to both quantum and classical attacks; Efficiency: Perfor-
mance in terms of processing speed and resource usage. Flexibility: Ability to integrate
with existing systems. Maturity: Level of review and validation by the cryptographic
community. Standardization: Status in the standardization process by NIST or other rele-
vant bodies.

Among the recommended post-quantum cryptography (PQC) algorithms,
CRYSTALS-Dilithium, FALCON, and SPHINCS+ are available options for digital signa-
tures [NIST 2024b]. Both CRYSTALS-Dilithium and FALCON, which are lattice-based,
provide robust and efficient digital signature schemes, each with its own advantages in
terms of signature size and generation speed. SPHINCS+, on the other hand, offers a
hash-based approach that provides long-term security, albeit with some disadvantages in
terms of signature size and processing speed.

The implementation of these algorithms involves several crucial steps, including:
1) In-depth Study: Conduct a thorough analysis of the algorithm’s security features,
performance, and integration requirements; 2) Prototyping: Develop prototypes to test
the algorithms’ functionality and suitability for the existing infrastructure; 3) Integration
Testing: Test the integration of the PQC algorithms with current systems to ensure com-
patibility and smooth operation; 4) Performance Evaluation: Assess the performance of
the algorithms in terms of speed, resource usage, and scalability; 5) Hybrid Implementa-
tion: Deploy hybrid systems that combine classical and PQC algorithms to ensure smooth
transition and backward compatibility; 6) Security Monitoring: Continuously monitor
the security of the PQC algorithms and their resistance to emerging quantum threats; and
7) Continuous Updates: Regularly update the algorithms to incorporate improvements,
patches, and advancements in cryptographic research.

Initially, a thorough study of the specifications and characteristics of each selected
algorithm is necessary. Following this, prototyping in testing environments that simulate
real-world usage conditions allows for an initial evaluation of the algorithm’s feasibility
and performance. Integration testing is essential to assess compatibility with existing sys-



tems and identify any necessary adaptations. Performance evaluation, comparing PQC
algorithms with classical cryptography, provides valuable insights into the impact of the
implementation. The selection and implementation of post-quantum cryptography algo-
rithms is a critical step in the transition strategy. This phase requires careful analysis
of the available algorithms, considering their security, efficiency, and compatibility with
existing systems.

A hybrid approach, combining classical algorithms and PQC, is often recom-
mended during the transition phase. This ensures backward compatibility and provides an
additional layer of security. Continuous security monitoring is essential to detect potential
vulnerabilities or attacks, and continuous system updates are required to stay aligned with
the latest PQC developments. Key considerations in the implementation process include:
1) Crypto-agility: Designing systems that allow for easy replacement of cryptographic
algorithms in the future; 2) Key Size: Considering the impact of increased key sizes on
storage and transmission systems; 3) Compatibility: Ensuring that the PQC implemen-
tation does not impair interoperability with external systems; and 4) Validation: Seeking
independent validation of the implementation by cryptography experts.

The successful implementation of PQC algorithms requires a meticulous and it-
erative approach, with a focus on security, efficiency, and compatibility. It is important
to remain flexible and prepared to adapt to the continuous developments in the field of
post-quantum cryptography, ensuring that federal government digital signature systems
remain secure and effective in the face of emerging quantum threats.

4.4. Infrastructure and Software Update

The transition to post-quantum cryptography requires a comprehensive and meticulous
update of existing infrastructure and software. This process is necessary to ensure that all
components of the federal government’s digital signature system are compatible and se-
cure in the post-quantum context. Hardware upgrades are an important aspect of this tran-
sition. It is necessary to thoroughly assess the existing processing capacity to determine
whether upgrades are needed to support PQC algorithms, which typically require more
computational resources. In some cases, it may be beneficial to consider the implementa-
tion of hardware accelerators specifically designed for PQC, optimizing the performance
of the new algorithms. Additionally, hardware security modules (HSMs) must be updated
to versions compatible with PQC, ensuring that the system’s root of trust remains robust.

In terms of software, updates must be comprehensive and systematic. Operat-
ing systems need to be upgraded to versions that support post-quantum cryptographic
libraries. This may involve applying patches and security updates specifically related to
PQC. Existing cryptographic libraries should be replaced or updated with versions that
include implementations of PQC algorithms. It is necessary to ensure that these new
libraries are properly validated and certified by recognized authorities in cryptographic
security. Digital signature applications require significant modifications to utilize the new
PQC libraries. This involves not only the internal cryptographic logic but also updat-
ing user interfaces to accommodate new formats and signature processes. The Public
Key Infrastructure (PKI) requires special attention, including updating certificate author-
ity software to support PQC-based certificates and modifying the processes for certificate
generation, distribution, and revocation.



The communication protocols, such as TLS/SSL, must be updated to versions
compatible with PQC. This involves implementing support for new key exchange and
signature algorithms in network protocols, ensuring that communications remain secure
against quantum threats. Storage systems also need to be evaluated and updated to accom-
modate the increase in key and signature sizes in PQC, which are generally larger than
their classical counterparts. The update process should follow a methodical and phased
approach, where we can define: 1) Detailed Planning: Create a detailed inventory of
all components that require updating. Develop an update schedule, prioritizing critical
systems; 2) Testing Environment: Establish a testing environment that replicates the
production infrastructure. Perform extensive updates and tests in this environment be-
fore implementation in production; 3) Gradual Implementation: Start with non-critical
systems and gradually expand to more critical ones. Use phased or segmented imple-
mentation approaches to minimize risks; 4) Regression Testing: Conduct comprehensive
testing after each update to ensure that existing functionalities are not affected; 5) Roll-
back Plan: Develop and maintain rollback plans for each update, enabling a quick return
to the previous state in case of issues; 6) Continuous Monitoring: Implement real-time
monitoring during and after updates to detect and respond quickly to any problems; and 7)
Documentation: Maintain detailed documentation of all changes made to infrastructure
and software.

The update of infrastructure and software to support PQC is a complex process that
requires meticulous planning, careful execution, and constant monitoring. It is important
to observe the following considerations: a) Compatibility: Ensure that updates maintain
compatibility with legacy and external systems; b) Security During the Transition: Main-
tain robust security measures throughout the update process; c) Service Continuity: Plan
updates in a way that minimizes downtime of critical services; and d) Scalability: Con-
sider the impact of updates on the future scalability of systems. The success of this phase
is essential to ensure the security and effectiveness of the Advanced Electronic Signature
system in the post-quantum era, protecting sensitive information from future threats while
maintaining operational efficiency.

4.5. Training and Awareness
The transition to post-quantum cryptography (PQC) is not merely a technological change;
it is a transformation that impacts the entire organization. Training and awareness are fun-
damental pillars to ensure that everyone involved, from the technical team to end-users,
understands and supports this critical transition. The training process must be compre-
hensive and strategic. Initially, it is necessary to conduct a detailed assessment of the
training needs across the organization. This involves identifying existing knowledge gaps
and defining clear learning objectives for different groups within the institution.

Creating internal certification programs in PQC can be an effective strategy to
encourage continuous learning and recognize the expertise developed within the organi-
zation. At the same time, promoting the attainment of relevant external certifications can
enhance the overall level of knowledge and credibility of the team. Awareness, in turn,
should be an ongoing and comprehensive initiative. Internal communication campaigns,
using various mediums such as emails, newsletters, and infographics, can disseminate
important information about PQC in an accessible manner.

It is essential to establish feedback and engagement channels, allowing employees



to ask questions, share concerns, and provide suggestions about the PQC transition pro-
cess. Regular surveys to assess the level of understanding and acceptance of PQC can help
refine and improve training and awareness programs. Finally, it is important to recognize
that different groups within the organization will have distinct needs. The technical team,
security team, developers, end-users, and senior management require tailored approaches.
Adapting the content and format of training and awareness initiatives for each group will
maximize their effectiveness.

4.6. Monitoring and Adjustments

Continuous monitoring and the ability to make agile adjustments are crucial elements
for the success of the transition to post-quantum cryptography. This phase ensures that
the PQC implementation remains effective, secure, and aligned with organizational goals,
adapting to changes in the technological and threat landscape. The monitoring process
should begin with the establishment of KPIs specific to PQC. These metrics should cover
various aspects, such as the processing time of digital signatures, the success rate of sig-
nature verifications, the use of computational resources, and the occurrence of security
incidents related to cryptography. These metrics provide a quantitative foundation to
evaluate the performance and effectiveness of the PQC implementation.

The implementation of real-time monitoring systems is essential for tracking the
performance of PQC systems. Threat monitoring is a critical aspect of this phase. It
involves maintaining constant vigilance over new quantum threats and advancements in
cryptanalysis. Automated log analysis, using advanced data analysis techniques, can iden-
tify patterns and anomalies that may not be immediately apparent, providing valuable
insights into the system’s operation. User feedback is an invaluable source of informa-
tion. Establishing channels to collect continuous feedback from both internal and external
users, as well as conducting regular satisfaction and usability surveys, can reveal practi-
cal issues and improvement opportunities that may not be evident from purely technical
metrics.

Based on the information collected through monitoring, the organization must be
prepared to make adjustments. A periodic review process should be established, with
quarterly meetings involving key stakeholders to assess the performance of the PQC sys-
tem and discuss potential improvements. The update of algorithms is a important aspect
of these adjustments. As new PQC algorithms are developed and validated, the organi-
zation should have a process in place to evaluate and incorporate these innovations. This
requires a balance between adopting cutting-edge technologies and maintaining the sta-
bility and reliability of the system. Other important points that must not be neglected
include: Policies and Procedures: Ensuring that policies and procedures related to PQC
are continuously updated and aligned with the latest developments; Scalability: Con-
stantly evaluating the scalability of the system to ensure that it can accommodate future
growth and increased demand; Incident Response Plans: Developing and continuously
refining incident response plans specifically tailored to PQC; and Advanced Tools: The
use of advanced tools, such as big data analysis platforms and customized dashboards, to
monitor and respond to potential issues in real time. In summary, effective monitoring
and the ability to make agile adjustments are essential to maintaining the robustness and
effectiveness of the PQC implementation over time.



4.7. Compliance and Legal Aspects
The transition to post-quantum cryptography (PQC) is not only a technical challenge but
also an undertaking that must comply with a range of legal and regulatory requirements.
This phase is critical to ensure that the PQC implementation meets not only the technical
security standards but also all relevant legal obligations, maintaining the integrity and re-
liability of the digital signature system. In the context of national legislation, it is essential
to analyze and ensure compliance with fundamental laws such as the General Data Protec-
tion Law (LGPD) [da República 2018], the Civil Internet Framework, and other relevant
regulations. The LGPD, in particular, imposes strict requirements on the processing of
personal data, including technical and organizational security measures. The transition to
PQC should be seen as an opportunity to reinforce compliance with these requirements,
demonstrating a proactive commitment to data protection.

A critical aspect to consider is the legal implications of the transition to post-
quantum cryptography concerning the legal validity of digital signatures. It is essential
to ensure that digital signatures based on PQC maintain the same legal status as con-
ventional signatures. This may require collaboration with legislative bodies to update, if
necessary, the laws recognizing digital signatures, ensuring that the legal foundation for
the use of digital signatures remains solid in the post-quantum context. Sector-specific
regulations for the public sector must also be carefully considered. This includes adher-
ing to standards set by the National Institute of Information Technology (ITI) and the
Brazilian Public Key Infrastructure (ICP-Brasil) 2. The transition to PQC may necessitate
updates to certification policies and practices, as well as technical standards governing the
issuance and use of digital certificates within the scope of ICP-Brasil.

On the international stage, it is essential to align with relevant standards, such as
those established by the United States’ National Institute of Standards and Technology
(NIST) and the European Telecommunications Standards Institute (ETSI). While these
standards do not have the force of law in Brazil, they are widely recognized and can influ-
ence global cybersecurity practices. Additionally, for organizations dealing with the data
of European citizens, compliance with regulations such as the General Data Protection
Regulation (GDPR) [Parliament and European Union 2016] may be necessary, even in
the context of Brazilian government services. The review and update of existing contracts
with suppliers, partners, and users is a critical aspect of legal compliance. These doc-
uments should be revised to reflect changes resulting from the implementation of PQC,
including new responsibilities, security standards, and operational procedures. Further-
more, new contract models that incorporate PQC considerations should be developed for
future agreements.

To ensure compliance, it is important to conduct a comprehensive impact assess-
ment of the PQC implementation in relation to legal and regulatory compliance. This
assessment should identify potential risk areas and develop mitigation strategies. A PQC
governance policy should be developed, outlining responsibilities, procedures, and com-
pliance requirements, ensuring that this policy aligns with existing information security
policies. Collaboration with regulatory bodies is important during the transition to PQC.
Maintaining open communication with relevant entities, participating in public consulta-
tions, and joining working groups related to the regulation of cryptographic technologies

2https://www.gov.br/iti/pt-br



can not only help the organization stay informed but also influence the development of
future regulations. In conclusion, legal and regulatory compliance during the transition
to PQC is a complex process that requires constant attention, collaboration between in-
stitutions, and a proactive approach. Ensuring compliance with all relevant laws and
regulations not only protects the organization from legal risks but also strengthens public
trust in the integrity and security of government digital services in the post-quantum era.

5. Challenges and Mitigations

The transition to post-quantum cryptography (PQC) for Advanced Electronic Signatures
presents a series of significant challenges that require careful attention and mitigation.
One of the main obstacles is the technical complexity inherent in implementing PQC
algorithms. These algorithms typically demand more computational resources and greater
bandwidth compared to current cryptographic systems, which may lead to performance
degradation in existing systems. To mitigate this challenge, it is necessary to adopt a
gradual implementation approach, starting with non-critical systems and progressing to
more sensitive infrastructures. Additionally, investments in more powerful hardware and
software optimization can help offset the additional resource demands.

Interoperability represents another significant challenge. The coexistence of
legacy systems with new PQC implementations may create incompatibilities and vulner-
abilities. To address this issue, it is essential to develop and implement hybrid solutions
that support both classical and post-quantum algorithms during the transition period. This
not only ensures operational continuity but also provides an additional layer of security
against current and future threats. The shortage of qualified professionals in post-quantum
cryptography is another significant challenge. The highly specialized nature of this field
demands expertise that is still rare in the market. To mitigate this problem, it is essential to
invest in comprehensive training programs, not only for technical teams but also for man-
agers and decision-makers. Partnerships with academic institutions and research centers
can be valuable in bridging this knowledge gap and fostering continuous innovation.

The cost associated with the transition to PQC is a factor that should not be un-
derestimated. Infrastructure upgrades, the development of new systems, and the imple-
mentation of additional security measures represent substantial investments. To mitigate
the financial impact, it is advisable to adopt a phased implementation approach, prioritiz-
ing critical areas and spreading the costs over time. Additionally, seeking public-private
partnerships and leveraging research and development resources can help distribute the
financial burden.

Finally, the regulatory and compliance challenge cannot be overlooked. As new
standards and regulations emerge in response to the quantum threat, organizations must
stay updated and compliant. Mitigating this challenge involves proactive engagement
with regulatory bodies, participation in standardization forums, and the development of
a robust governance framework that can quickly adapt to regulatory changes. Address-
ing these challenges requires a holistic and multidisciplinary approach. Collaboration
between different sectors of government, industry, and academia will be essential to over-
come these obstacles and ensure a successful transition to a secure digital signature envi-
ronment in the post-quantum era.



6. Conclusion
The transition to post-quantum cryptography is not merely a technical necessity but a
strategic imperative to ensure the security and integrity of digital communications in the
quantum era. Throughout this study, it has become clear that the threat posed by quantum
computers to current cryptography is real and imminent, necessitating immediate action
and careful planning. The analysis of the current scenario revealed that, although Brazil
has made significant progress in the digitization of government services, including the im-
plementation of digital signatures through the GOV.BR platform, there is still a long way
to go to ensure the security of these operations against quantum threats. The proposed
transition strategy in this study emphasizes the importance of a phased approach, start-
ing with a comprehensive assessment and inventory of existing cryptographic systems.
Careful planning, the meticulous selection of post-quantum cryptography (PQC) algo-
rithms, the gradual update of infrastructure and software, and a strong focus on training
and awareness are important elements for the success of this transition.

The identified challenges, including technical complexity, interoperability issues,
scarcity of expertise, significant costs, and regulatory uncertainties, are substantial. How-
ever, the proposed mitigation strategies, such as the implementation of hybrid solutions,
investments in research and development, public-private partnerships, and the adoption
of a crypto-agility approach, offer viable paths to overcome these obstacles. Looking
ahead, it is clear that the success of this transition will depend on close collaboration
between various sectors of government, industry, and academia. The sharing of knowl-
edge, resources, and best practices will be crucial in developing robust solutions that are
adaptable to Brazil’s specific needs.

Finally, it is important to emphasize that while the challenges are significant, the
risks of inaction are even greater. The successful implementation of post-quantum cryp-
tography will not only protect government data and communications against future threats
but also position Brazil as a leader in digital security in Latin America and beyond. The
journey to a secure digital future in the quantum era is just beginning. With careful plan-
ning, sustainable investment, and a commitment to continuous innovation, the Brazilian
Federal Government can not only face the challenge of quantum computing but emerge
stronger and more secure, ready for the opportunities and challenges of the digital world.
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