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ABSTRACT
Context: Traditional awareness programs on privacy and informa-
tion security in the public sector are often perceived as unengaging
and ineffective in promoting lasting behavioral change. Human
error remains a key vulnerability, and there is growing interest
in more engaging approaches such as gamification. Objective:
This study investigates whether gamification can enhance privacy
and information security awareness among public servants, and
identifies the organizational factors that influence its perceived fea-
sibility. Method: We conducted a quantitative survey with 518
Brazilian public servants, combining descriptive statistics with
Likert-scale analyses to assess perceptions on traditional and gami-
fied approaches, engagement elements, and institutional readiness.
Results: Respondents rated traditional methods as moderately ef-
fective but lacking in engagement. Gamification was perceived as
more motivating and effective for knowledge retention and behav-
ioral change. Key adoption barriers included organizational culture
and lack of understanding, while leadership support and digital
familiarity were seen as enablers. Conclusion: Gamification is
viewed as a promising and feasible strategy for improving aware-
ness training in the public sector. However, its successful adoption
depends on overcoming cultural resistance and ensuring institu-
tional support. The findings provide empirical evidence to guide
future implementations and inform training policy design.

CCS CONCEPTS
• Security and privacy→ Human and societal aspects of se-
curity and privacy; Social aspects of security and privacy.
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1 INTRODUCTION
The protection of personal data and the implementation of Informa-
tion Security (IS) practices have become central concerns for both
private and public organizations. The approval of comprehensive
data protection regulations—such as the European General Data
Protection Regulation (GDPR) [33] and Brazil’s General Data Pro-
tection Law (LGPD)[26]—has increased pressure on institutions to
implement privacy-preserving mechanisms by design. However,
despite these legal mandates, empirical studies show that many
organizations and professionals still lack the technical knowledge
and cultural readiness to fully comply with such frameworks.

Peixoto et al. [34] found that Brazilian software developers strug-
gled to interpret and implement privacy requirements appropriately,
often confusing them with security controls. Similarly, de Jesus et
al. [12] applied a risk assessment method in a small startup and
identified significant vulnerabilities due to a lack of specialized per-
sonnel and limited understanding of both security and privacy prin-
ciples. These studies reinforce a broader concern: without proper

awareness and capacity-building, regulatory frameworks alone are
insufficient to ensure meaningful data protection.

This scenario is particularly critical in the public sector, where
institutional exposure to security risks is high and the consequences
of mismanaging personal data can be severe. In recent years, the
rise in cyberattacks and data breaches has become a global con-
cern. According to the Threat Landscape Report published by the
European Union Agency for Cybersecurity (ENISA) [14], there was
a significant increase in such incidents between the second half
of 2023 and the first half of 2024, with public sector organizations
among the most targeted, accounting for 19% of reported cases [17].
This trend is also evident in Brazil. In 2024, the Brazilian Govern-
ment’s Center for Prevention, Treatment, and Response to Cyber
Incidents (CTIR.Gov)1 reported 14,654 occurrences, including 9,490
incidents and 5,164 vulnerabilities. Notably, 7,471 of these incidents
were related to data breaches, highlighting the exposure of the
public sector to cybersecurity risks.

One of the main contributing factors to security incidents is
human error [17–19]. Unsafe or uninformed behaviors—such as
clicking on malicious links, reusing passwords, or neglecting pro-
tection protocols—often facilitate cyberattacks [4]. In this context,
awareness programs focused on privacy and information security
play an important role in mitigating these risks [38].

Traditionally, these programs adopt conventional approaches
such as lectures, manuals, and formal training sessions [13, 32, 40].
However, such methods have proven to be less effective in promot-
ing lasting engagement or meaningful behavioral change [15, 39].
Low interactivity, monotony, and limited applicability to daily rou-
tines are often cited as barriers to their effectiveness [21]. This
highlights the need to explore innovative strategies that overcome
these shortcomings.

In this context, gamification emerges as a promising alterna-
tive. By incorporating elements such as challenges, rewards, and
competition, this approach has shown potential to increase engage-
ment and knowledge retention in privacy and information security
training [4, 21, 29].

Despite evidence of its benefits in corporate environments, the
adoption of gamification in the public sector remains incipient [21].
There are few documented initiatives and a lack of empirical re-
search evaluating its impact in institutional public settings. This
gap highlights the need to explore how gamification can be tailored
to the unique characteristics of the public sector, providing more
effective solutions for cybersecurity awareness.

To address this gap, this study investigates the following research
question:
RQ.1. Can gamification contribute to privacy and informa-
tion security awareness in the public sector?

To answer this question, we combine an exploratory review of
prior work with a quantitative survey of 518 Brazilian civil servants.
The survey aimed to understand their perceptions regarding the

1https://www.gov.br/ctir/pt-br
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use of gamification in awareness programs focused on privacy and
information security.

The findings indicate that despite limited prior exposure to gam-
ification in the workplace, public servants expressed strong con-
fidence in its potential for awareness training. Participants who
had experienced gamified activities—either inside or outside their
institutions—consistently rated them highly in terms of motivation
(mean = 3.96), engagement (mean = 3.93), and learning (mean =
3.89). These results suggest that gamification is not only perceived
as a viable alternative to traditional methods, but also as a more
effective strategy for fostering knowledge retention and driving
behavioral change in information security and privacy contexts.

This paper is structured as follows: Section 2 presents the back-
ground and related work, including the role of human factors in
cybersecurity, awareness programs, gamification theory, and moti-
vational frameworks. Section 3 details the methodology, including
survey design and statistical procedures. Section 4 presents the
results and key findings. Section 5 discusses the implications of
the results. Section 6 addresses threats to validity, and Section 7
concludes the paper with final considerations and suggestions for
future research.

2 BACKGROUND AND RELATEDWORK
2.1 Cybersecurity and the Human Factor
Cybersecurity encompasses the protection of cyberspace, infor-
mation and communication technologies (ICT), and the users in-
volved, safeguarding both tangible and intangible assets against
digital threats. Fatokun et al. [15] described it as a multidimen-
sional discipline that covers not only technological infrastructures
but also human behaviors. Bouzegza et al. [5] further expand the
scope, encompassing areas such as network and application se-
curity, phishing, social engineering, data breaches, malware, and
privacy.

Cybersecurity threats originate from both internal and external
sources, ranging from sophisticated attacks (e.g., ransomware, Ad-
vanced Persistent Threats) to simple incidents such as the loss of a
mobile device or accidental data disclosure. Despite heavy invest-
ments in technical defenses like firewalls and intrusion detection
systems, human behavior continues to be a major vulnerability
[14, 17–19]. Human-related incidents—whether intentional or acci-
dental—stem from lack of awareness, carelessness, or manipulation
[4], limiting the effectiveness of technical controls.

This issue is particularly critical in the public sector. Govern-
ment institutions manage vast amounts of sensitive data, making
them prime targets for malicious actors [10]. Protecting such assets
is not only essential for institutional continuity but also a legal
and ethical obligation under frameworks like Brazil’s General Data
Protection Law (LGPD) [26]. In this context, promoting user aware-
ness becomes a strategic requirement to uphold data confidentiality,
integrity, and availability [21, 38].

Several frameworks address this challenge through best practices
and guidelines, including CyBOK [36], CIS Controls [9], and NIST
standards [3]. However, Khando et al. [21] caution that these frame-
works must be adapted to each organizational context, especially
in the public sector.

Public institutions still face major challenges implementing effec-
tive awareness programs. Bureaucratic resistance, limited budgets,
and lack of continuous training hinder progress [2]. In light of these
structural barriers, technical and regulatory measures alone are
insufficient [4, 32]. Strengthening the human factor remains key to
reducing vulnerabilities [2].

2.2 Privacy and Information Security Awareness
Privacy and information security awareness refers to structured
initiatives aimed at educating individuals about risks, responsibili-
ties, and best practices. According to Merritt et al. [28], these pro-
grams empower users to recognize secure behaviors and respond to
threats. Pahlavanpour and Gao [32] emphasize that effective aware-
ness improves risk perception, supports secure decision-making,
and promotes safe system usage.

Khando et al. [21] highlighted that these programs should go
beyond technical instruction, helping employees internalize insti-
tutional policies and understand the consequences of improper
data handling. However, conventional training approaches—videos,
presentations, posters, newsletters, and quizzes—have shown lim-
ited effectiveness [13, 32, 40]. Bitrián et al. [4] point out that such
methods are often seen as interruptions, resulting in disengage-
ment. Khando et al. [21] and Pahlavanpour and Gao [32] argued
that these strategies often neglect social, cultural, and individual
factors, and fail to accommodate diverse learner needs. Capatina et
al. [8] further suggest that such methods lead to passive learning
and poor knowledge retention.

These problems are exacerbated in the public sector [2]. Budget
constraints, rigid structures, and uninspiring mandatory training
create additional barriers. Therefore, new approaches are needed
to build an effective culture of privacy and security. One promising
solution is gamification.

2.3 Gamification: An Innovative Approach
Gamification refers to the strategic use of game design elements in
non-game contexts to foster intrinsic motivation, engagement, and
learning [22, 27, 29]. Decusatis [13] described it as a user-centered
methodology capable of driving behavioral change through im-
mersive experiences. Game elements such as points, levels, badges,
leaderboards, immersive narratives, avatars, and real-time feedback
are employed to structure meaningful learning activities [8, 27].

Though widely used in education, healthcare, and corporate
training, gamification is still underutilized in privacy and security
awareness [16]. Recent studies, however, show that gamified ap-
proaches can effectively overcome the limitations of traditional
methods [15, 22, 32]. Unlike passive strategies, gamification enables
learners to experience complex concepts—such as phishing, ran-
somware, or social engineering—through simulations [15, 22, 27].
These experiences improve retention and skill acquisition [16], and
allow personalization to suit users’ roles, learning pace, and exper-
tise [8].

Gamification also provides a safe, low-risk environment for ex-
perimentation and learning from mistakes [16, 40]. This is particu-
larly valuable in cybersecurity, which demands practical problem-
solving skills [22]. Nevertheless, implementation challenges exist.
Developing and maintaining gamified systems can be costly [27].
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Sustaining user engagement over time is difficult [32], and diverse
user profiles require adaptable designs [15]. Institutional support
is essential [21], as is careful design to avoid negative impacts on
performance [1].

Despite these barriers, the transformative potential of gamifica-
tion remains substantial. Its integration with emerging technolo-
gies—such as artificial intelligence [32] and immersive environ-
ments like the metaverse [1]—further expands its relevance in the
future of cybersecurity training.

2.4 Motivation and Self-Determination Theory
Motivation plays an important role in awareness program success,
especially in complex areas like privacy and cybersecurity. Gamifi-
cation is a powerful strategy to boost engagement by using game
design in non-game contexts [32]. In the public sector—where secu-
rity policies are often perceived as bureaucratic—gamification can
make learning more engaging and relevant. Motivation is typically
divided into two types: intrinsic (driven by enjoyment or interest)
and extrinsic (driven by rewards or avoiding punishment) [22, 39].

The Self-Determination Theory (SDT), proposed by Deci and
Ryan [37], is widely used to understand motivation [24]. SDT posits
that individuals have three basic psychological needs: competence
(feeling capable), autonomy (having control over choices), and re-
latedness (feeling connected to others) [8]. Satisfying these needs
enhances intrinsic motivation and promotes deeper engagement.
Gamification can support these needs. Real-time feedback and pro-
gressive challenges strengthen competence [7, 24, 31]. Giving learn-
ers choices promotes autonomy [20]. Social elements like collabo-
ration and competition foster relatedness [8].

Integrating SDT into gamified experiences moves awareness pro-
grams beyond simple information delivery. By aligning with users’
psychological needs, gamification fosters sustained motivation and
behavior change [25]. When strategically applied, gamification be-
comes more than just a fun layer—it acts as a catalyst for deeper
commitment among public servants to protect data and institutional
systems.

While existing literature has explored gamification’s theoretical
potential in corporate and educational environments, few empirical
studies have examined its application in public sector cybersecurity
training. Our research addresses this gap by combining a literature
review with a large-scale survey of 518 Brazilian public servants to
empirically assess perceptions, feasibility, and organizational readi-
ness for gamified awareness programs in privacy and information
security.

3 STUDY SETTINGS
This study investigates the use of gamification as a strategy to im-
prove privacy and information security awareness in the public
sector. Specifically, it aims to assess public servants’ familiarity
with gamified training methods, their perceived effectiveness com-
pared to traditional awareness approaches, and the challenges and
opportunities for implementing such strategies in government in-
stitutions. We adopted a quantitative approach, conducting a cross-
sectional survey following the guidelines proposed by Kitchenham
and Pfleeger[23]. The target population consisted of Brazilian pub-
lic servants, and the survey aimed to capture their perceptions

regarding the application of gamification in privacy and informa-
tion security awareness programs.

To address RQ.1. Can gamification contribute to privacy
and information security awareness in the public sector?, we
defined two supporting sub-questions:

• RQ1.1: How do public servants perceive the effectiveness of
gamification compared to traditional awareness methods?
Motivation: This question aims to compare traditional methods with
gamified approaches for promoting engagement, knowledge retention,
and behavioral change. We consider participants’ prior knowledge and
experience with information security and privacy in this analysis.

• RQ1.2: What are the key factors that influence public ser-
vants’ perception of the feasibility of implementing gamified
awareness programs within their institutions?
Motivation: This question investigates factors related to organiza-
tional culture, leadership support, engagement elements, institutional
priorities, and potential obstacles to adoption.

3.1 Sampling and Data Collection
A non-probabilistic, convenience sampling method was used. The
survey was disseminated through online groups of public servants,
using platforms such as WhatsApp, Microsoft Teams, and Outlook.
Participation was voluntary and contingent upon acceptance of the
Informed Consent Form (ICF), which guaranteed anonymity and
confidentiality. Invitations were distributed directly and indirectly,
emphasizing the voluntary nature and the value of participants’
contributions.

All authors of the paper were involved in designing and vali-
dating survey questions. The survey comprised 24 closed-ended
questions, structured into six thematic sections:

• Q1–Q8: Participant Profile
• Q9–Q11: Knowledge and Training in Information Security
and Privacy

• Q12–Q13: Traditional Methods and Gamification Experience
• Q14–Q15: Gamified Experience Evaluation
• Q16–Q18: Perceptions on Gamification in the Public Sector
• Q19–Q23: Barriers, Preferences, and Leadership

Furthermore, it included the Section on Consent to Participate in
the Research, including conditions, stipulations, and contact infor-
mation; and the Section with the question of Control, guaranteeing
anonymity and the desired profile (practitioners in ICT). Table 1
lists the survey questions and their correspondence to the research
questions.

The survey used 5-point Likert scales for evaluation items and
multiple-choice questions (single or multiple selection) for partici-
pant profiling. The complete instrument, including the questions
and all response options, is publicly available in the Zenodo reposi-
tory.

3.2 Pilot Study
We conducted a pilot study with four public servants to assess the
clarity and relevance of the questions. Based on their feedback, we
revised some wording and adjusted response options. The average
completion time was approximately 10 minutes and was included
in the instructions of the final version. Pilot responses were not
included in the final analysis.

https://zenodo.org/records/15794815
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Question ID Question RQ
Participant Profile

Q1 After being informed about the nature of the research, its objectives, and methods, I declare that I am over 18
years old and a public servant, and I voluntarily agree to participate by completing this form, in accordance
with the provisions of the Brazilian General Data Protection Law (Law No. 13,709/2018). In the case of a
negative response, the form will be terminated, thus ensuring respect for the autonomy and privacy of the
participants, as established by current legislation.

Q2 Which level of public administration do you currently work for?
Q3 What is the approximate size of your public institution?
Q4 How long have you been working in the public sector?
Q5 What is your current area of work in the public sector?
Q6 What is your age range?
Q7 What is your highest level of education?
Q8 How would you rate your familiarity with digital technologies?

Knowledge and Training
Q9 How would you rate your knowledge of information security? RQ1.1
Q10 How would you rate your knowledge of privacy and data protection? RQ1.1
Q11 Have you participated in awareness campaigns on Information Security and Privacy in your organization? RQ1.1

Traditional Methods and Gamification Experience
Q12 How do you rate traditional awareness methods used in your institution (e.g., videos, emails)? RQ1.1
Q13 Have you ever participated in activities with gamification elements (e.g., points, rankings, challenges)? RQ1.1

Gamified Experience Evaluation
Q14 How do you evaluate your experience with gamified activities? (engagement, motivation, learning) RQ1.1
Q15 After participating in gamified activities, I noticed improvement in my knowledge. RQ1.1

Perceptions on Gamification in Public Sector
Q16 Do you believe gamification can contribute to training in the following aspects? RQ1.1
Q17 I believe gamification can reduce human errors in information security. RQ1.1
Q18 Do you consider it feasible to apply gamification in your organization’s training? RQ1.1

Barriers, Preferences, and Leadership
Q19 Which elements do you consider most effective to enhance engagement in educational activities? RQ1.2
Q20 In your opinion, what factors hinder gamification adoption in the public sector? RQ1.2
Q21 How does your organization prioritize privacy and information security? RQ1.2
Q22 Institutional leadership support is important for successful gamified training. RQ1.2
Q23 Does your top management support innovation in training? RQ1.2
Q24 Please enter the current year to confirm that you are not a bot.

Table 1: Survey Questions

The final survey was distributed via Google Forms and remained
open fromMay 29 to June 20, 2025. A total of 524 responses were col-
lected. However, six participants did not provide informed consent
and withdrew during the process, resulting in 518 valid responses
being retained for analysis.

3.3 Data Analysis
We conducted a comprehensive descriptive analysis to examine
public servants’ perceptions and attitudes toward gamification in
cybersecurity awareness programs. Multiple-choice questions were
treated as nominal variables, for which we computed absolute (n)
and relative (%) frequencies. Likert-scale questions were treated as
ordinal variables and analyzed using measures of central tendency
(mean and median) and dispersion (standard deviation).

For demographic variables (Q2 to Q7), we relied on frequency
distributions. Since these variables do not follow a metric scale,

descriptive statistics based on counts and percentages were used to
avoid misleading interpretations based on averages.

For 5-point Likert scale items—such as Q8, Q9, Q10, Q12 (ma-
trix), Q14 (matrix), and Q21—we reported the mean to reflect overall
trends, the median to identify the central value and detect poten-
tial asymmetries, and the standard deviation to assess variability.
Lower standard deviation values indicate greater agreement among
participants. In cases where additional detail was relevant—such as
identifying opinion polarization—we also presented the full percent-
age distribution for each response category. This dual presentation
was particularly useful for evaluating traditional methods (Q12)
and organizational prioritization of privacy and security (Q21).

For items measuring agreement or experience (Q11, Q15–Q18,
Q22, Q23), we presented the percentage of responses across all scale
points. This approach allowed us to visualize the exact proportions
of neutral, agreeing, and disagreeing respondents. Questions Q19
and Q20 allowed multiple selections. Each option was treated as a

https://docs.google.com/forms/u/0/
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separate binary variable, and the percentage of respondents select-
ing each item was calculated. This enabled us to rank the options
based on perceived importance.

4 RESULTS
4.1 Demographic Profile of Participants
We received 509 responses to our survey questionnaire, all of which
were from Brazil. Among the participants, most of them indicated
that they work in the federal public administration (Q2), while four
reported working in some state-level institutions, two in municipal
administrations, and another three in agencies under the Federal
District Government, as presented in Table 2.

Regarding the size of their institutions (Q3), 445 public servants
reported working in organizations with more than 5,000 employees.
An additional 24 participants stated that their agencies employ
between 1,001 and 5,000 staff members, eight work in institutions
with 201 to 1,000 employees, and seven respondents are part of
agencies with up to 200 employees. A small number of participants
(34) reported not knowing the size of their organization. These
distributions are detailed in Table 2.

As for time in public service (Q4), themajority of respondents—398
participants (76.8%)—have more than 15 years of experience, while
83 (16%) reported between 7 and 14 years of service. Ten partici-
pants (1.9%) have between 4 and 6 years of experience, and only
27 respondents (5.3%) have worked in the public sector for up to
3 years. These figures suggest a highly experienced respondent
base. The most common areas of professional activity (Q5) include
Information and Communication Technology (ICT) (49%), Systems
Audit (14.9%), and Customer Support (13.9%).

In terms of age distribution (Q6), most participants are concen-
trated in the age ranges of 45–54 years (33.6%) and 55–59 years
(24.7%). Finally, regarding education level (Q7), 271 respondents
(52.3%) reported holding a postgraduate specialization degree, 168
(32.4%) have a bachelor’s degree, 69 (13.3%) hold a master’s degree,
and 7 participants (1.4%) reported having a doctorate. These re-
sults also indicate a high level of educational attainment among
the respondents.

Regarding digital familiarity (Q8), 224 public servants reported
having a good level of familiarity with digital technologies, 196
indicated a moderate level, and 82 participants stated they were
highly familiar. Only 16 respondents reported having low digital
familiarity. As shown in Table 3, the mean score was 3.72 and the
median was 4 (“Good") on a 5-point Likert scale. The low stan-
dard deviation (SD = 0.76) indicates a high degree of consistency
in responses, suggesting that most participants feel comfortable
using digital technologies. This is a relevant finding, as it points
to a participant profile that is likely to be receptive to innovative
technological solutions, such as gamification.

4.2 RQ1.1. Perceptions of Gamification
Effectiveness in Awareness Programs

Regarding knowledge of information security and privacy (Q9),
the majority of participants (204) reported having a good level of
knowledge, while 161 indicated an intermediate level of knowledge.
Additionally, 30 respondents rated their knowledge as advanced. A
total of 120 participants reported having only a basic understanding.

Variable Frequency. %
Administrative Level (Q2)
Federal 509 98.3%
State 4 0.8%
Federal District 3 0.6%
Municipal 2 0.3%
Institution Size (Q3)
More than 5,000 employees 445 85.9%
1,001–5,000 employees 24 4.6%
201–1,000 employees 8 1.5%
Up to 200 employees 7 1.4%
Not sure / Did not answer 34 6.6%
Service Tenure (Q4)
Less than 1 year 3 0.6%
1–3 years 23 4.7%
4–6 years 10 1.9%
7–14 years 83 16%
More than 15 years 398 76.8%
Area of Work (Q5)
ICT 254 49%
Systems Audit 77 14.9%
Customer Support 72 13.9%
Other areas (Information Security, Pri-
vacy, and so on.)

115 22.2%

Age Range (Q6)
Under 25 years 2 0.4%
25–34 years 25 4.8%
35–44 years 100 19.3%
45–54 years 174 33.6%
55–59 years 128 24.7%
60 years and over 89 17.2%
Education Level (Q7)
High School 3 0.6%
Bachelor’s Degree 168 32.4%
Specialization 271 52.3%
Master’s Degree 69 13.3%
PhD Degree 7 1.4%
Table 2: Sociodemographic Profile of Participants (n=518)

It is noteworthy that all participants reported having at least some
level of knowledge on the topic; in other words, no one selected
the “no knowledge” option.

On a 5-point Likert scale (1 = None, 2 = Basic, 3 = Intermediate, 4
= Good, 5 = Advanced), the calculated mean score was 3.28, with a
standard deviation (SD) of 0.89 (Table 3). These results suggest that,
on average, participants perceive themselves as having a moderate
to good understanding of information security and privacy. The
relatively low standard deviation indicates that responses are mod-
erately concentrated around the mean, reinforcing the idea that
the sample has a consistent baseline of knowledge in this domain.
This finding is important, as it suggests that public servants may
be well-positioned to benefit from more advanced or innovative
training approaches, such as gamification.
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Regarding knowledge of privacy and personal data protection
(Q10), most participants (198) rated their knowledge as good, while
161 indicated an intermediate level. Additionally, 24 respondents
reported having advanced knowledge. A total of 131 participants
stated they had only a basic understanding, and 4 participants in-
dicated they had no knowledge at all of the topic. The mean score
was 3.21 and the SD was 0.90 (Table 3). These results suggest that
participants, on average, perceive themselves as having an inter-
mediate level of knowledge in privacy and data protection. The
distribution is slightly more dispersed compared to information
security (Q9), indicating a broader range of self-assessed knowledge
levels among respondents. Despite a moderate average score, the
results suggest that privacy and data protection, particularly in rela-
tion to the LGPD [26], remain areas where public servants feel the
need for further training and clarification. This finding aligns with
prior studies [6, 30, 34, 35] that highlight insufficient preparedness
among professionals regarding data protection regulations. There-
fore, the development of targeted awareness initiatives, potentially
supported by gamification strategies, is important to strengthen
institutional compliance and foster a privacy-conscious culture in
the public sector.

Subject Mean Median SD
Technology Familiarity 3.72 4 0.76
Information Security Knowledge 3.28 3 0.89
Data Privacy Knowledge 3.21 3 0.90

Table 3: Digital Familiarity and Knowledge in Privacy and
Information Security

A total of 56.7% of participants agreed or strongly agreed that
they had participated in awareness campaigns on Information Secu-
rity and Privacy within their organization (Q11). Meanwhile, 17.4%
neither agreed nor disagreed, and 25.9% reported not having partic-
ipated in such campaigns in their workplace, as shown in Figure
3.

In the section addressing participants’ experience with aware-
ness and gamification methods, respondents were asked to evaluate
how traditional privacy and information security awareness strate-
gies—such as videos, emails, and presentations—are implemented
in their institutions (Q12). This evaluation was based on four di-
mensions: clarity of information, relevance to daily work, level
of engagement generated, and practical applicability. The results
revealed varying levels of perceived effectiveness across these di-
mensions. The dimension Information Clarity received an average
rating of 3.52 and a median of 4 on a 5-point Likert scale, indi-
cating that most respondents considered the communication to
be between “moderately effective” and “effective”. The moderate
standard deviation (SD = 0.87) suggests a fair degree of consensus
among participants, as shown in Figure 1.

The highest-rated dimension was Work Relevance, with a mean
of 3.90 and a median of 4, reflecting that civil servants generally
acknowledge the usefulness of the content for their day-to-day
activities. Despite a slightly higher standard deviation (SD = 0.93),
the overall perception remains strongly positive.

In contrast, Generated Engagement emerged as the most crit-
ical issue. With an average rating of 2.98 and a median of 3, the

results indicate that traditional methods are perceived as lacking
in terms of participant motivation. The relatively high dispersion
(SD = 0.94) further reinforces the need to explore more engaging
approaches—such as gamification—to enhance participation.

Lastly, Practical Application of the acquired knowledge showed
relatively favorable results, with a mean of 3.54 and a median of 4,
suggesting that many respondents were able to apply what they
learned to their professional context. However, the standard de-
viation (SD = 0.96) reveals that this outcome is not uniformly ex-
perienced across the sample. Figure 1 presents a visual summary
of these findings, combining the stacked distribution of responses
for each evaluation dimension with descriptive statistics (mean,
median, and standard deviation).

Clarity
Relevance

Engagement
Practical use

61

153

26

82

214

205

127

201

182

122

196

162

56

33

149

63

5

5

20

10

Totally Ineffective Slightly Effective
Moderately Effective Effective
Totally Effective

Dimension Mean Median SD

Information clarity 3.52 4 0.87
Work relevance 3.90 4 0.93
Generated engagement 2.98 3 0.94
Practical application 3.54 4 0.96

Figure 1: Evaluation of traditional awareness methods in
information security and privacy.

The majority of participants (50.4%) reported that they had
never been exposed to activities involving gamification elements
(Q13), such as points, rankings, or challenges. 32.2% (172 respon-
dents) indicated prior exposure to gamification outside the work-
place—through applications, learning platforms, games, and similar
contexts. Only 16.4% (85 participants) of respondents stated that
they had experienced gamified activities within their professional
environment, as shown in Figure 2. These results highlight that,
although gamification elements are present in other domains, their
use in the public sector workplace remains limited and largely un-
explored. It is worth noting that the 257 respondents who reported
prior experience with gamification rated traditional awareness
methods (Q12) more positively across all four evaluated dimen-
sions.

0 20 40 60

In the workplace
Outside the workplace

Never

16.4
32.2

50.4

Figure 2: Exposure to gamification elements (Q13).

To explore the applicability of gamification in privacy and infor-
mation security awareness efforts within the public sector, we asked
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participants to evaluate their previous experience with gamified
activities (Q14)—regardless of whether that experience occurred
within or outside the workplace. Respondents were asked to assess
this experience across three dimensions: engagement, motivation,
and learning.

As shown in Table 4, the results were consistently positive. The
dimension of motivation received the highest average rating (mean
= 3.96, median = 4, SD = 0.94), suggesting that gamified experiences
are perceived as highly motivating. Engagement followed closely
with a mean of 3.93 and SD = 0.90, while learning was also posi-
tively rated (mean = 3.89, SD = 0.93). In all three dimensions, the
median score was 4, indicating that most participants considered
their gamified experiences to be good or excellent. These findings
highlight the potential of gamification to promote more engaging
and effective awareness strategies in the public sector.

Dimension Mean Median SD
Engagement 3.93 4 0.90
Motivation 3.96 4 0.94
Learning 3.89 4 0.93

Table 4: Evaluation of Gamified Experience (Q14)

After participating in gamified activities (Q15), 177 respondents
(51.4% agreed and 17.5% strongly agreed) reported an improve-
ment in their knowledge as a result of the gamification experi-
ence. Additionally, 18.7% neither agreed nor disagreed, while only
12.4% expressed disagreement—6.2% disagreed and 6.2% strongly
disagreed, as shown in Figure 3. These results suggest a strong
perceived association between gamified activities and knowledge
acquisition, reinforcing the potential of gamification to support
effective learning in awareness programs.
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Figure 3: Distribution of responses to Q11, Q15, Q17, and Q18
regarding awareness campaigns, knowledge improvement,
and perceptions of gamification.

In the section on the Application of Gamification in the Public
Sector, we explored participants’ perceptions regarding the po-
tential benefits of using gamification in privacy and information
security training within government institutions. Specifically, Ques-
tion 16 asked whether participants believed gamification could
support three key aspects of training programs: making sessions
more engaging, enhancing knowledge retention, and encouraging
behavioral change.

The results, presented in Figure 4, indicate consistently positive
perceptions. Regarding the ability of gamification to make trainings

more engaging, 80.6% of respondents (n=403) agreed or strongly
agreed, while only 5.2% disagreed. Similarly, 79.5% (n=397) believed
that gamification could help with knowledge retention, with just
6.3% expressing disagreement. When asked about its potential to
promote behavior change, 72.8% (n=363) responded favorably, and
6.2% disagreed.

These findings strongly support the idea that public servants
view gamification as a valuable approach to improving training
outcomes in privacy and information security. The relatively low
percentages of disagreement and neutral responses suggest that
gamification is well-positioned to address common weaknesses
found in traditional awareness programs. Figure 4 provides a visual
summary of responses for each dimension evaluated.
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Figure 4: Perceived benefits of gamification in public sector
privacy and security training (Q16).

We explored whether participants believe that gamification can
help reduce human errors in information security (Q17). The results
reveal a predominantly positive perception: 53.7% of respondents (n
= 278) agreed with the statement, and 11.4% (n = 59) strongly agreed.
Together, these responses indicate that nearly two-thirds of public
servants recognize the potential of gamified approaches to address
human-related vulnerabilities in security practices. Meanwhile,
28.2% (n = 146) neither agreed nor disagreed, suggesting a moderate
level of uncertainty or lack of exposure to such initiatives. A smaller
proportion expressed disagreement, with 4.9% (n = 25) disagreeing
and 2% (n = 10) strongly disagreeing, as shown in Figure 3.

Question 18 asked participants whether they consider it feasi-
ble to apply gamification in training activities within their own
organizations (Q18). The responses were even more favorable than
those to Q17. A total of 57.5% of participants (n = 298) agreed,
and 18.5% (n = 96) strongly agreed, indicating a broad sense of
institutional openness and perceived feasibility for implementing
gamified awareness strategies. Only 7.7% (n = 40) expressed dis-
agreement (5.7% disagreed and 2% strongly disagreed), while 16.2%
(n = 84) reported a neutral stance, as shown in Figure 3. These re-
sults reinforce the relevance and practical viability of gamification
as an innovative training approach in the context of public sector
organizations.
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RQ1.1 Summary: While traditional methods are seen as
moderately effective—especially in terms of clarity and
relevance—they fall short in generating engagement. Pub-
lic servants with prior experience in gamified activities
reported higher levels of motivation, learning, and en-
gagement. Overall, participants perceive gamification as a
promising approach to enhance awareness, support knowl-
edge retention, and encourage behavioral change in pri-
vacy and information security training.

4.3 RQ1.2. Factors Influencing the Adoption of
Gamification

To better assess the feasibility of implementing gamified awareness
programs in the public sector, we examined participants’ percep-
tions of organizational culture, leadership support, and potential
barriers. Questions Q19 to Q23 aimed to identify factors that influ-
ence engagement, institutional priorities, and obstacles that could
hinder the adoption of gamification. These aspects are important
for understanding an organization’s readiness and openness to
adopting innovative training approaches.

To answer RQ1.2, we asked participants to indicate which ele-
ments they considered most effective in enhancing engagement in
educational activities (Q19). The most frequently selected item was
immediate feedback (57.9%), followed by challenges (49.0%) and
symbolic rewards (42.1%). Other elements highlighted by partici-
pants included missions or goals (40.2%), narratives or storytelling
(37.3%), points (30.9%), and rankings (27.8%).

These results reveal a clear preference for interactive and mo-
tivational features that create dynamic learning experiences. The
median selection rate across all items was 40.2%, with a standard
deviation of 10.34, indicating moderate variability in participant
preferences. This suggests that a diverse combination of engage-
ment strategiesmay be needed to design gamified training programs
in the public sector effectively. Figure 5 shows the distribution of
responses for each engagement element evaluated.
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Figure 5: Most effective elements to increase engagement in
educational activities (Q19).

To identify key obstacles to implementing gamified awareness
programs in the public sector, participants were asked to identify
the factors they believe hinder gamification adoption (Q20). As
shown in Figure 6, the most frequently cited barriers were orga-
nizational culture (66.4%) and a lack of understanding about what
gamification is (63.7%). Resistance from public servants (48.8%) and
low leadership support (29.9%) were also notable concerns. Finan-
cial constraints (23.4%) and limited technological infrastructure

(12.7%) were less commonly reported, but still relevant. These find-
ings suggest that successful implementation of gamified strategies
depends not only on available resources, but also on cultural change
and increased awareness about the concept of gamification itself.
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Figure 6: Perceived barriers to the adoption of gamification
in the public sector (Q20).

Regarding how participants perceive their organization’s prior-
itization of information security and privacy (Q21), the majority
reported that it is considered essential (53.9%) or a high priority
(31.1%). A smaller portion indicated it was amedium priority (10.4%),
while only a few viewed it as a low priority (2.9%) or not a priority
at all (1.7%), as shown in Figure 7.

These results suggest that most public institutions formally rec-
ognize the strategic importance of privacy and security. However,
the presence of a small yet relevant group reporting lower priori-
tization highlights potential disparities in implementation across
organizations. On a 5-point Likert scale (where 1 = Not a prior-
ity and 5 = Essential), the median response was 5 (Essential) and
the standard deviation was approximately 0.84, indicating a strong
central tendency toward high prioritization with relatively low
variability in responses.
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Figure 7: Perceived organizational prioritization of informa-
tion security and privacy (Q21).

Participants were asked whether they believe that institutional
leadership support is important for the success of gamified train-
ing programs (Q22). The vast majority responded positively: 233
participants strongly agreed and 223 agreed, representing 88% of
all responses. Only 53 participants (10.2%) remained neutral, and
very few disagreed (six strongly disagreed and three disagreed).
These results underscore the strong consensus on the critical role
leadership support plays in facilitating the implementation and
effectiveness of gamification strategies in public sector training.
Figure 8 illustrates this distribution.

To assess institutional support for training innovations, we asked
participants whether top management in their organizations sup-
ports innovation in training programs (Q23). The responses revealed
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Figure 8: Perceptions of leadership support importance for
gamified training success (Q22).

a generally positive outlook: a combined 65.1% of respondents in-
dicated that leadership supports innovation either frequently or
always (217 and 108 participants, respectively). Meanwhile, 30.7%
stated that such support occurs only occasionally (153 selected
sometimes), and a small portion reported rare (28) or nonexistent
support (12). This distribution indicates a trend toward favorable
institutional environments for implementing gamified awareness
programs, though some variability in leadership engagement re-
mains. Figure 9 illustrates the full distribution of responses.

Q23 1082171532812

Never Rarely Sometimes Frequently Always

Figure 9: Perceived top management support for training
innovation (Q23).

RQ1.2 Summary: Participants identified several factors
that influence the feasibility of adopting gamified aware-
ness programs in the public sector. Immediate feedback,
challenges, and symbolic rewards were seen as the most
effective elements to enhance engagement. However, bar-
riers such as organizational culture, lack of understanding
of gamification, and resistance from staff were frequently
cited. Most respondents perceived privacy and security as
high or essential priorities in their institutions, and a large
majority agreed that leadership support plays a crucial role
in the success of gamified training. These results highlight
that while there is a favorable environment for innova-
tion, successful implementation depends on overcoming
cultural and structural challenges.

5 DISCUSSION
The data analyzed in this study confirm a common criticism found
in the literature: traditional training methods often fail to engage
participants. The dimension of “Generated Engagement” received
the lowest rating among the four evaluation criteria for conven-
tional training, reflecting a perception that ranges from neutrality
to ineffectiveness. This finding is particularly noteworthy when
compared to the more favorable ratings for “Clarity of Information”
and “Relevance to Work.” The data suggest that the issue may not
be with the content itself, which is viewed as relatively clear and
relevant, but rather with the manner in which the content is deliv-
ered. This interpretation is supported by the works of Bitrián et al.
[4] and Khando et al. [21], which characterize traditional training
as overly focused on compliance. This approach promotes passive

learning and leaves employees feeling disengaged. Therefore, the
results presented herein provide quantitative evidence, particularly
within the context of the Brazilian public sector, that expository
and non-interactive training models fail to capture attention and
motivate professionals. This indicates a significant engagement
deficit that must be addressed.

On the other hand, the perception of gamification’s potential
is extremely positive. Most employees believe that adding playful
elements to training can make it more engaging, enhance knowl-
edge retention, and encourage behavioral change. This positive
perception is particularly strong among those who have experi-
enced gamification, as they tend to rate these experiences highly
in terms of motivation. This finding aligns with recent literature
that links gamification to increased participation, motivation, and
retention. For instance, Nair et al. [29] found that motivation scores
in the gamified module averaged 3.92, which is 11% higher than the
traditional module’s average of 3.53. Despite the high receptivity
to gamification, reported prior experience with it is low. This dis-
crepancy may indicate a latent demand for more engaging training
methods, an intuitive sense of gamification’s benefits even in the ab-
sence of direct experience, or a tendency for respondents to answer
in a socially desirable manner. Nonetheless, this situation presents
a strategic opportunity for the adoption of gamified approaches in
training.

Respondents indicated a preference for techniques that empha-
size competence over those centered on competition. This finding
aligns with Self-Determination Theory [], which highlights compe-
tence and autonomy as essential drivers of intrinsic motivation. In
the context of public service, this preference may be related to the
collaborative nature of public work and the emphasis on collective
service over individual achievements. For those responsible for
experts in gamified environment design, this finding suggests that
engaging this audience requires a focus on creating meaningful
learning experiences that include progressive challenges and feed-
back cycles, rather than primarily concentrating on competitive
elements.

Despite the strong optimism expressed by participants who be-
lieve in gamification’s potential to reduce human errors and con-
sider it viable in their organizations, it is essential to balance these
expectations with evidence from the literature. Gwenhure et al.
[16] highlighted the lack of studies demonstrating the long-term
effectiveness of gamification and the sustainability of behavioral
change. For instance, Wu et al. [41] found that while gamification
significantly improves knowledge acquisition in specific areas of
information security, it does not have a substantial impact on par-
ticipants’ attitudes, compliance intentions, or their willingness to
engage in continuous learning. In other words, the transfer of ac-
quired knowledge into lasting attitudinal and behavioral change
is not automatic. Therefore, the optimistic perception among em-
ployees should be regarded as a powerful catalyst for change, but
it must be accompanied by strategic implementation, continuous
evaluation, and the use of behavioral impact metrics.

Finally, regarding organizational factors, the most important
research finding is the identification of “Organizational Culture” as
the main barrier to adopting gamification. This factor, along with
“Lack of Understanding of Gamification,” was classified as more im-
portant than some more traditionally recognized obstacles, such as



SBES ’25, September 22–26, 2025, Recife, PE

“Financial Constraints” and “Limited Technological Infrastructure."
This finding aligns with existing literature on innovation in the pub-
lic sector, which often points to organizational and cultural barriers
as the most prevalent and challenging hurdles to overcome [11].
Therefore, before selecting software or platforms for gamification,
organizations should prioritize effective communication, provide
conceptual training, and create an environment that encourages
experimentation.

6 THREATS TO VALIDITY
Internal Validity: The cross-sectional design of the study does
not allow for the establishment of definitive causal relationships
between variables. While the findings indicate associations, longi-
tudinal studies are needed to confirm whether positive perceptions
of gamification lead to effective learning outcomes and lasting be-
havioral changes.

External Validity: This study was conducted within the context
of the Brazilian public administration. Therefore, its findings may
not be directly generalizable to other countries without appropriate
consideration of cultural and institutional differences. Moreover,
the sample predominantly comprised federal civil servants, which
limits the applicability of the results to state and municipal lev-
els—where organizational culture, technological infrastructure, and
training practices may differ significantly. Variations across agen-
cies, job functions, and hierarchical levels may also influence percep-
tions of gamification. The use of convenience sampling may have
led to an overrepresentation of participants with greater interest or
familiarity with technology, potentially resulting in more favorable
evaluations. Additionally, collecting data exclusively through online
forms may have excluded individuals with lower digital proficiency,
introducing a possible selection bias.

Construct Validity: The reliance on self-reported data intro-
duces potential biases, as the study measures participants’ percep-
tions, beliefs, and attitudes instead of objective behavioral changes.
Even if respondents believe in the effectiveness of gamification,
their perceptions may not accurately reflect practical outcomes.

7 CONCLUSIONS
This study investigated how gamification can improve awareness
programs related to privacy and information security in the Brazil-
ian public sector and explored the factors that influence the per-
ceived feasibility of this approach. The perceptions of Brazilian
public servants point to gamification as a viable tool. Additionally,
it is regarded as a strategic and highly promising method for en-
hancing awareness programs related to privacy and information
security.

Several pieces of evidence support the above mentioned con-
clusion. Firstly, traditional methods are often perceived as having
low engagement levels. In contrast, gamification is viewed very
positively, particularly in terms of motivation, engagement, and
learning. Additionally, there is a belief that gamification can effec-
tively influence practical security outcomes and that implementing
it within organizations is feasible. However, it is important to note
that the findings reflect beliefs, attitudes, and intentions rather than
direct evidence of actual behavioral changes at this time.

From a practical perspective, the study highlights a strong inter-
est and demand among employees for more engaging and modern
training formats, which have the potential to increase participants’
engagement and motivation when implemented.

From a theoretical perspective, this study provides valuable em-
pirical evidence regarding the ’engagement deficit’ associated with
traditional training methods in a largely overlooked area: the public
sector, and it establishes a baseline for future comparisons. Addi-
tionally, the research reveals that cultural and cognitive barriers,
specifically organizational resistance and a lack of conceptual un-
derstanding, have a more significant impact on the adoption of
innovations than budget constraints or technological infrastructure.
This finding reinforces the socio-technical perspective in change
management literature within governmental settings.

Finally, from the methodological perspective, this study focuses
on developing and applying a research instrument (questionnaire)
that can be adapted and reused by other researchers to assess per-
ceptions of gamification across various public sector levels or in
different national contexts. This adaptability allows for comparisons
and contributes to building a broader knowledge base. Furthermore,
the study provides reference data for future longitudinal research,
which can use these findings as a baseline to measure changes in
perceptions and the impact of gamification over time.

The results also offer significant guidance for training policies
related to privacy and information security in the Brazilian public
sector. The identified receptiveness indicates that employees are
likely to respond positively to investments in gamified approaches.
However, when implementing gamification in government settings,
it is essential to consider specific regulatory aspects to ensure eq-
uity and inclusion, thereby preventing the exclusion of employees
who may have less technological familiarity or different learning
preferences.

In summary, the findings highlight the potential of gamification
to transform educational practices in the public sector, as long as it is
implemented within a comprehensive change management strategy.
This study provides a foundation for managerial actions and serves
as a basis for new academic research. It emphasizes the importance
of interdisciplinary approaches that combine technology, education,
and public administration.
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