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Abstract. The increasing number of cybersecurity reports poses a chal-
lenge to efficiently retrieving and sharing Cyber Threat Intelligence.
However, publicly available cybersecurity datasets for Natural Language
Processing (NLP) remain scarce, hindering progress in automated in-
telligence production. To tackle this challenge, this article presents Yet
Another Cybersecurity Database (YACSDB), a dataset designed to en-
hance Named Entity Recognition (NER) using Structured Threat In-
formation Expression (STIX) entities for interoperability. Our pipeline
extracts STIX Domain Objects from unstructured reports, leveraging
Google’s Gemini and Bidirectional Encoder Representations from Trans-
formers (BERT) model to assist in labeling and reduce resource needs.
The dataset uses Inside–Outside–Beginning (IOB) notation to facilitate
fine-tuning in sequence tagging tasks. Reports were selected for repre-
sentativeness across different years. To the best of our knowledge, it is
among the largest cybersecurity NER dataset with temporal informa-
tion annotated by a single machine-assisted annotator. To evaluate the
dataset, we fine-tuned seven BERT models to demonstrate its effective-
ness for NER. The results emphasize the importance of domain-specific
datasets in cybersecurity NLP and highlight key challenges. YACSDB
serves as a benchmark for model comparison, solution development and
knowledge graph generation. It is publicly available to foster future re-
search in cybersecurity NLP.
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1 Introduction

Ransomware attacks on critical infrastructure and large-scale data breaches af-
fecting countless individuals highlight a growing threat landscape [23]. In re-
sponse, cybersecurity reports are extensively published to analyze and document
emerging threats.

Advances in Natural Language Processing (NLP), particularly with the ad-
vent of Large Language Models, improved the automation of information extrac-
tion from cybersecurity reports [22]. Furthermore, Transformer models reshaped
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numerous NLP tasks by enabling machines to retrieve deep, context-aware in-
formation with high accuracy [28]. Bidirectional Encoder Representations from
Transformers (BERT) [8] stands as a foundational Transformer model, showing
remarkable performance through domain adaptation for specialized tasks [20].
Consequently, researchers also leveraged this approach within the cybersecurity
domain [1,5,22].

In cybersecurity domain, Named Entity Recognition (NER) poses a chal-
lenge since most general-purpose corpora used for pre-training models contain
text whose meaning can diverge significantly when applied to the cybersecurity
domain [5]. Important to note that NER is a preceding problem to more complex
classification problems, such as relation extraction and knowledge graph gener-
ation. Despite the extensive amount of cybersecurity reports, publicly available
datasets for NER remain scarce, as it is noted on studies [3,19,22,23,24,32].
Moreover, labeling a dataset require great specialized effort. For example, the
development of APTNER [30] engaged 36 participants. However, this process
can be facilitated with generative models, such as Gemini [11], that achieves
impressive results in many text benchmarks [14].

To bridge this data gap and foster further developments of robust NER mod-
els for cyber security, we propose an iterative method to extract entities from
cybersecurity reports and generate a dataset for fine-tuning in NER task. The
main contributions of this studies are the following:

– A pipeline using BERT and Gemini models to preprocess, analyze, and com-
pile cybersecurity reports into a dataset;

– Our public dataset, named Yet Another Cybersecurity Database for Named
Entity Recognition (YACSDBNER), consisting of annotated text spans for
NER of STIX entities;

– An evaluation of YACSDBNER on the main domain-adapted BERT-based
models in cybersecurity.

The remainder of the paper is organized as follows. First, Section 2 sets the
theoretical framework and explores related work on NER task in cybersecu-
rity and available datasets. Building on this foundation, Section 3 describes the
pipeline to achieve the final dataset. Section 4 details the setup for evaluating
the dataset. Following this, Section 5 presents the findings and discussion over
the results. Finally, the conclusion of this study is included in Section 6 along
with future works.

YACSDBNER is available on GitHub https://github.com/boutdatansec/
YACSDB.

2 Main Concepts and Related Work

This section introduces the concepts, models and challenges related to the scarcity
of NER datasets in cybersecurity. First, we will outline the key methods used
for NLP and applied to cyber domain. Next, we will describe the core taxonomy
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of STIX. Later, a literature review on studies regarding NER task in cyberse-
curity and related researches in Machine Learning (ML). Lastly, most relevant
studies on the development of datasets for Cyber Threat Intelligence (CTI) are
explored, highlighting their characteristics and contributions.

2.1 NLP in Cybersecurity

The application of deep neural networks, including Recurrent Neural Networks
(RNNs), Convolutional Neural Networks (CNNs), and Long Short-Term Memory
(LSTM) networks, has started a new phase in NLP by improving the capacity
to process unstructured textual data. Transformer architectures [28] upgraded
this progress, leading to the Bidirectional Encoder Representations from Trans-
formers (BERT) model, which, through its deep bi-directionality and large-scale
pre-training, reshaped NLP . Collectively, these advancements offer powerful
tools for extracting critical information from cybersecurity reports and other
domain-specific texts.

BERT [8] is a model built on the Transformer encoder architecture pre-
trained in large text corpora on two tasks: Masked Language Modeling (MLM)
and Next Sentence Prediction (NSP). BERT’s groundbreaking performance in
NLP initiated a series of subsequent studies. Among these, Robustly Optimized
BERT Pretraining Approach (RoBERTa) [18] introduced key modifications, for
instance, employing an adapted Byte-Pair Encoding for tokenization and altering
pre-training objectives. These changes, alongside other optimizations, lead to
enhanced performance.

In these Large Language Models (LLMs), pre-training is a self-supervised
step for transfer learning, enabling the model to acquire broad general linguistic
knowledge from large unlabeled text data. It often reduces the necessity for
extensive domain-adaptive pre-training (DAPT) [25] in specialized fields. This
is fundamental for the application on low resource domain-specific tasks such as
cybersecurity NER.

In addition to discriminative models like BERT, which primarily focus on un-
derstanding and classifying input, autoregressive generative models have gained
significant attention, exemplified by Gemini [11]. This generative, multimodal
LLM is based on Transformer decoders to produce coherent text and images.
For the purpose of this study, we will consider solely its text-to-text capability.
Its following version, Gemini 1.5 [10] expanded long-context capabilities from
the previous version, while the Flash variant achieves comparable performance,
despite its smaller scale.

2.2 STIX

A standardized, structured language is needed for efficient sharing of CTI. Struc-
tured Threat Information Expression (STIX) [15] project provides a common vo-
cabulary for communication among different organizations. The project states
that three main objects compose the STIX Core Objects, which may be used
to share broad and comprehensive CTI: STIX Domain Objects (SDO), STIX
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Cyber-observables Objects (SCO) and STIX Relationship Objects (SRO). SDO
are Higher Level Intelligence Objects, which are common concepts an analyst
would need to describe a CTI. There are 19 classes of SDO, as defined in Table 1.
SCO are actual host-based and network-based information, which is close to the
concept of Indicator of Compromise to Threat Intelligence. SRO is, straightfor-
ward, the relation between objects.

When analyzing cybersecurity reports, they frequently do not encompass all
objects. This study focuses on retrieving information related to the threat. SDO
of interest are highlighted on Table 1, along comments on the remaining objects.

Table 1. STIX Domain Objects and their Descriptions [15]

STIX Domain
Object

Description

Attack Pattern A type of TTP (Tactics, Techniques, and Procedures) describing ways adversaries attempt to
compromise targets.

Campaign A grouping of adversary behavior describing its malicious activities over a period of time against
a specific set of targets.

Course of Action A recommendation or action to mitigate, respond to, or prevent threats. As it focus on defense,
it is out-of-scope.

Grouping A collection of STIX Objects with a shared context, but without requiring a relationship between
them. It works as a meta-object before the finished intelligence object, therefore, out-of-scope.

Identity A characterizing object that defines individuals, organizations, systems or groups.
Incident Yet to be defined by OASIS.
Indicator A pattern used to detect suspicious or malicious activity. It may be defined in terms of SCO.
Infrastructure It describes systems, services, or any physical or virtual resources used by threat actors. It is

listed as Indicator.
Intrusion Set A grouped set of adversary behavior and resources used repeatedly across multiple attacks

believed to belong to a single organization. It is a superset of campaigns and activities that
indicate a Threat Actor. There is not an objective criterion to differentiate from campaigns,
which will be considered in the study.

Location A specific physical or geopolitical location.
Malware A type of TTP describing malicious code, should it be a program, payload or another.
Malware Analysis A specific assessment of malware samples, providing details on its behavior, capabilities, and

indicators. It is described in the intelligence product and is excluded to avoid redundancy.
Note A textual annotation to provide context that can’t be represented by STIX Objects. It is a

subjective annotation, therefore, it is out-of-scope.
Observed Data Represents artifacts related to cybersecurity entities using SCO. It is closer to raw data, on

reports it is expected to be Indicators.
Opinion An evaluation of the information that was produced by another entity. It falls in the same

category as Note.
Report A set of CTI describing the details and context over one or more topics. All analyzed inputs are

Reports, reason it is not necessary.
Threat Actor An individual, group, or organization conducting malicious activities.
Tool A legitimate software, script, or utility that can be used on cyberattacks.
Vulnerability A weakness in software or hardware can be exploited for malicious means.

2.3 NER in Cybersecurity

Numerous studies have investigated text mining techniques to address the chal-
lenge of automated CTI extraction from textual sources. The literature review
by Rahman et al. [21] observed that Threat Reports were the primary source
of CTI. Many of the analyzed studies applied NLP for the purpose of extrac-
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tion of Indicators of Compromise (IoC), an intrinsically NER task, and Tactics,
Techniques and Procedures (TTPs).

Accordingly, cybersecurity researchers applied diverse NER strategies tai-
lored on specific goals. Table 2 summarizes six studies in NER, illustrating two
key aspects: the variety of research goals and the requirement for manually an-
notate datasets.

Table 2. NER studies summary

Study Year Goal Data Source NER Strategy Dataset
Availability

Yi et al. [32] 2020 NER from reports 14,000† security texts from
CERT-CN

RDF-CRF + regex +
known-entity dictionaries

No

TIMiner [35] 2020 IoC extraction and
CTI categorization
from social media

15,000† annotated Regex + BiLSTM-CRF,
word similarity

No

TCENet (TIM) [33] 2022 TTP classification
for STIX/Sigma
export

10,761† reports of 5 security
vendor blogs

SentenceBERT embedding,
one CNN, one BiLSTM with
attention mechanism

No

Alves et al. [2] 2022 BERT variants eval-
uation for MITRE
TTP classification

10,360 sentences from
MITRE curated examples
+ 80† sentences

11 BERT variants Yes

STIXnet [19] 2023 STIX NER and RE MITRE threat actor
descriptions†

Regex, Knowledge Base,
rcATT [16], rule-based +
SentenceBERT

Yes

KnowCTI [29] 2024 NER and RE with
Graph Neural Net-
works

4,896† texts for classification
+ 8,872† texts for CTI ex-
traction

BERT embedding, Graph
Attention Network

No

†manual annotation

Modern NER studies in cybersecurity leverages BERT model, as adapting it
to specific domains is often beneficial, as observed by Peng et al. [20]. The re-
searchers found that using the general BERT vocabulary outperformed domain-
specific variants on most datasets. Training on small corpora also risks perfor-
mance instability. A set of studies on DAPT in cybersecurity is presented in
Table 3. The models are based on BERT or RoBERTa with different strategies.
SecBERT1 and SecRoBERTa2 do not have any publication regarding the training
method and evaluations, but they were further evaluated in this study due their
popularity on Hugging Face, an open-source platform for Machine Learning.

NER with BERT is a sequence tagging task, and the choice of the annota-
tion schema can affect model performance [27]. This study does not intend to
explore these differences; thus, the Inside-Outside-Beginning (IOB) notation was
chosen as the output labeling format. An identified entity will have its first to-
ken classified as "B-" (Beginning) of the specific label type, while all subsequent
tokens within that entity will be classified as "I-" (Inside). Tokens that are not
named entities are labeled as "O" (Outside). Figure 1 demonstrates the use of
this notation with word tokenization.

1 https://huggingface.co/jackaduma/SecBERT
2 https://huggingface.co/jackaduma/SecRoBERTa
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A HIDDEN COBRA server delivers DeltaCharlie malware .
O B-threat-actor I-threat-actor O O B-malware O O

Fig. 1. Example of IOB notation

Table 3. Studies adapting BERT model

Model Year Training Data Source Training size NER Down-
stream

RuCyBERT [26] 2020 DAPT BERT on
a Russian cyberse-
curity corpus with
modified vocabulary

Sec_col corpus (aug-
mented), security reports

500,000 texts Yes

CyBERT (Ameri et
al.) [3]

2021 Fine-tuning BERT
on a cybersecurity
feature claims

ICS device information doc-
uments

41,073,376 words No

CyBERT (Ranade et
al.) [22]

2021 DAPT BERT on a
cybersecurity corpus
with vocabulary ex-
tension

Security news, CVE vulner-
ability reports and APT-
Notes reports

17,000 texts Yes

SecBERT and
SecRoBERTa

2022 DAPT BERT and
RoBERTa on cyber-
security corpora with
vocabulary extension

APTnotes, Stucco, CASIE,
SemEval 2018 Task 8

Not disclosed No

SecureBERT [1] 2023 DAPT RoBERTa on
a cybersecurity cor-
pus with vocabulary
extension

Varied cybersecurity-related
text

1,072,798,637 words Yes

CySecBERT [5] 2024 DAPT BERT on a
cybersecurity corpus

Blogs, arXiv, National Vul-
nerability Data, Twitter

4.3 million entries Yes

2.4 Datasets

General-purpose NER algorithms have been extensively studied. However, their
performance may not be sustained when applied to the cybersecurity domain [6].
Although deep learning models can leverage transfer learning, their ability to
maintain performance across different domains cannot be guaranteed. This chal-
lenge motivates the creation of domain-specific corpora. A comprehensive dataset
overview is presented on Table 4.

MalwareTextDB [17] is a dataset constructed by annotating 39 malware re-
ports of 2014 from APTnotes using the MAEC vocabulary. Conversely, DNRTI [31]
involved annotating open-source threat intelligence reports into custom classes,
though details regarding the source reports are no provided. Hanks et al. [13] re-
trieved open-source reports and analysis to annotate into cybersecurity-relevant
entities. APTNER [30] also utilized open-source CTI reports, which were manu-
ally annotated by a 36 people team, but it lacks specific details about the source
of these reports. Notably, it has the largest number of entities. Siracusano et
al. [24] presents a dataset of open-source reports from 62 sources, yet the dataset
is not public as the link is hidden for anonymity. More recently, AttackER [7]
introduced a dataset for cyber-attack attribution from various security blogs
reports.

While the FEW-NERD dataset [9] is unrelated to cybersecurity, it offers
key takeaways for building multiclasses datasets. This large-scale dataset was
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manually annotated and specifically designed for few-shot NER, comprising of
188,238 sentences labeled in a hierarchy of 8 coarse-grained classes and 66 fine-
grained classes. Despite BERT’s strong result on other datasets, it struggles on
FEW-NERD, which is suggested to be due to the larger number of types present
in the dataset.

Table 4. Dataset Overview

Dataset Data Sources Classes Entities Relations Publicly
Available

MalwareTextDB [17]
2017

39 reports
2,080 sentences

4 + 444 10,983
+ 7,102

8,705 Yes

DNRTI [31]
2020

300+ reports
6,570 sentences

27 36,412 – Yes

Hanks et al. [13]
2022

380 reports
1,339 sentences

29 801 – Partial

APTNER [30]
2022

10,984 sentences 7 SDO + 12 SCO
+ 2

39,565 – Yes

Siracusano et al. [24]
2023

204 reports 9 SDO 36,100 13,600 No

AttackER [7]
2024

217 reports
2,640 sentences

14 SDO + 4 7,026 – Yes

YACSDBNER

2025
422 reports
29,878 sentences

8 SDO 15,140 – Yes

3 Dataset Generation

To propose YACSDB, we aim to address the downstream training for NER in
cybersecurity. As seen in Subsection 2.3, recent strategies use LLM approach.
Downstreaming can be done in considerably smaller datasets when compared to
DAPT, provided that they are labeled. Therefore will be explored the annotation
method.

Studies have observed the lack of publicly available dataset [3,19,22,23,24,32]
and generated their own dataset, which hinders the comparison among them.
This has been stated on many classification problems such as sequence tagging,
NER, RE and knowledge graph generation. NER is a preceding problem for the
others, hence it will be addressed.

Existing datasets may use different formats. To address it, STIX has been
chosen as common representation language. The first scope will be SDO as the
coarse-grained classes. Token tagging format will be used because converting to
word or span tagging from it is straightforward. Analyzing the classes, Attack
Pattern is multi-word and may overlap with other classes. The single-class prob-
lem will be addressed initially, thus Attack Pattern is out of scope. Final format
used is IOB notation.

We selected VX-Underground, a website about malware and cybersecurity
containing a series of reports over APTs split by year, as main source of texts.
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Original sources may be security vendors’ blogs, CERT incident report, X (for-
mer Twitter) posts, private researchers reports, and others.

The pipeline for building YACSDB has four steps: preprocessing, processing
and analysis, classification process and evaluation.

3.1 Preprocessing

Preprocessing consisted in scrapping the reports, extracting the text from files,
cleaning data and selecting sentences.

There were 2,164 reports listed from 2010 to 2023 which were scrapped us-
ing Python, Selenium and BeautifulSoup. Due to duplication, broken links, or
empty files, the total amount of files is 2,068 in PDF format. Text retrieval was
accomplished with PyMuPDF3 using fitz natural sort.

Paragraphs in non-english language or containing symbols were stripped.
Each paragraph was broken into sentences using spaCy’s4 English general-purpose
large model. Only sentences with verbs were considered for this step. We re-
trieved 314,323 sentences unprocessed of which 263,066 remained valid for anal-
ysis.

3.2 Processing and analysis

A primary concern is ensuring the dataset’s representativeness of real-world re-
ports and the sufficiency of instances for each label, as data scarcity negatively
impacts the model training [4]. Therefore, an evaluation is proposed to address
these aspects.

Inspired by AttackER’s results with generative models in NER tasks [7], we
employ a zero-shot learning approach using the Gemini Flash 1.5 model to as-
sess the quality of the reports in terms of label coverage as a preliminary metric.
The model was prompted to extract SDO entities. To address hallucination, all
extracted entities were cross-checked against the source text, with only verified
instances being retained. In total, 1,924 reports yielded successful entity extrac-
tion through this method.

These reports were compared in terms of extracted entities per 1,000 charac-
ters (EPTL). Excluding documents primarily composed of IoC listings, an EPTL
ratio between 5 and 20 was consistently observed, regardless of report length,
as illustrated in Figure 2. To optimize processing efficiency and maximize re-
port inclusions, we excluded instances with larger lengths, given their relatively
uniform entity density. Additionally, reports from 2010 to 2014 were excluded
due to their sparse entity instances. The initial version of the dataset comprises
1,127 candidate reports, as detailed in Table 5

3 https://pymupdftest.readthedocs.io/en/stable/intro.html
4 https://spacy.io/
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Fig. 2. Ratio of Entities per Text Length (EPTL) versus text length.

Table 5. Number of reports per year

2015 2016 2017 2018 2019 2020 2021 2022 2023
Reports 73 76 77 106 120 95 85 300 195

3.3 Classification process

We propose an LLM-assisted methodology for building the dataset for NER. The
primary objective of this approach is assist cybersecurity experts in the labeling
task by leveraging Gemini and BERT models.

Gemini model supports fine-tuning on input-output pair tasks. For a zero-
shot prompt approach, the input examples should mirror the instructions pro-
vided in inference, enabling the model to internalize patterns. Google recom-
mends providing a minimum of 100 examples for fine-tuning in classification task
and up to 500 for summarization task5. While it is not stated in its documenta-
tion, this fine-tuning process is likely a form of Parameter-Efficient Fine-Tuning
(PEFT) [12].

We executed three successive rounds of fine-tuning on the Gemini model.
Each model Mn initiates its training from the final last state of preceding model
Mn−1. We adopted pseudo-labeling strategy, where model Mn is fine-tuned on
dataset Dn. Dataset Dn comprises pseudo-lables generated by Mn−1 on an unla-
beled sample set Xn. Let Mn,θ be the Gemini model of round n with parameters
θ, and L represents the loss function applied to Mn on Dn. The fine-tuning
process can be denoted by Eq. 1.

Mn = argmin
θn

n∑
i=1

L(Mi−1,θi−1
, Di−1) (1)

To initiate training, we use the Gemini 1.5 Flash base model gemini-1.5-
flash-001-tuning as M0. Our initial dataset D0 is derived from STIXnet’s eval-
5 https://ai.google.dev/gemini-api/docs/model-tuning#size-recommendation
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uation dataset [19], comprising 52 APT reports with 1,407 entities. We made
minor adaptations to this dataset to align it strictly with SDO. For training, the
texts are segmented into spans of at most 128 tokens using a BERT tokenizer,
a strategy that will be later leveraged for BERT’s training. This process yields
an initial dataset of 152 labeled spans.

For each round, a small unlabeled sample is selected for inference. This strat-
egy is employed to gradually enhance the quality of model M and to generate
an initial ground truth with the sufficient number of instances recommended
by Google. The resulting dataset contains 416 spans. Hyperparameters used are
listed in Table 6, and all models have the temperature set to 0.3.

Table 6. Training Parameters for Gemini Fine-tune

Parameter M1 M2 M3

Epoch Count 5 10 10
Batch Size 4 4 4
Learning Rate 0.001 0.0005 0.0005

Alongside Gemini, a BERT model is also trained on the same dataset. Since
Gemini does not output token probabilities, we cannot directly measure its la-
beling confidence. Thereby, we use the BERT score as a proxy for labeling confi-
dence. This data is then ingested in LabelStudio6, an open-source data labeling
tool, for review review.

The final Gemini model M3 and the fine-tuned BERT model are applied to
a subset of 380 candidate reports. The resulting dataset is then evaluated.

3.4 Evaluation

To ensure correctness of the final dataset, a manual review process was imple-
mented, comparing the inferences from both models. Label consensus between
the models’ prediction supported by high confidence scores from BERT are ac-
cepted. All remaining entities are reviewed by an expert with 10 years of expe-
rience in cybersecurity. Spans without entities are removed to favor higher label
density. The F1-score for Gemini M3 model alone yielded F1-score of 0.904.

The YACSDBNER dataset comprises the aggregation of the newly annotated
dataset and the incorporated content of the reviewed STIXnet dataset. Its main
characteristics are described in Table 7. Sentence counts are obtained using the
spaCy model from Subsection 3.1. The number of classes considers ’B-’ and ’I-’
tags for each entity, alongside the ’O’ class, totaling 17 classes, whereas total
entities consider the 8 entities types, taking into account subsection 2.2 and
section 3 regarding Attack Pattern.

6 https://labelstud.io/
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Table 7. YACSDBNER description

Sentences 24,878
Spans 8,169
Total Entities 15,140
Number of Classes 17
Source Reports 422

4 Experiment

To assess the utility of the dataset for NER, we fine-tuned seven BERT-like model
on this task. The fine-tuning was conducted within a Google Colab Python 3
environment with NVIDIA T4 GPU.

We split the dataset into a 70:15:15 ratio for training, validation and testing
sets. As a baseline, we used BERTfrozen, a model with frozen base where only
the classifier head was trained. Additionally, we evaluated a standard BERT base
cased model without any self-supervised DAPT. These models were compared
against three DAPT BERT versions and two DAPT RoBERTa versions, all pre-
trained on cybersecurity datasets. A simple classifier head Linear(768 → 17)
was applied on top of each model following the original BERT [8] approach. All
the models utilized identical training, validation and testing sets, and were fine-
tuned using the Hugging Face library with equal hyperparameters: 5 epochs,
a training batch size of 8, a validation batch size of 2, and a learning rate of
1e− 05. All other parameters were set to their default values.

5 Results and Discussion

Table 8 presents the training outcomes with the YACSDBNER dataset. The
results indicate that this dataset is suitable for NER and can serve as a bench-
mark for evaluating DAPT models. The general-purpose BERT outperformed
all DAPT models in all metrics, followed by SecureBERT. Benchmarking with
this dataset allows direct comparison of models, suggesting that SecureBERT’s
adaptation strategy is better suited for this specific task. Nevertheless, this com-
parison also underlines a significant opportunity for improvement in the model
adaptation process within the cybersecurity domain.

5.1 Discussion

The strategy adopted of using Gemini 1.5 as a naïve pre-evaluation tool for the
report selection is promising; however, the impact of this data preprocessing steps
warrants further investigation. Through iterative fine-tuning, we developed the
Gemini M3 model to assist the annotation task, yielding an F1-score of 0.904 and
enabling the annotation of close to 25,000 sentences by a single annotator. This is
notable when compared to APTNER [30], which required 36 annotator to label
nearly 11,000 sentences. Nevertheless, the M3’s F1-score should be interpreted
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Table 8. BERT models results

Precision Recall F1-score
BERTfrozen 0.136 0.000* 0.001
BERT 0.767 0.806 0.786
CyBERT [22] 0.578 0.629 0.603
CySecBERT [5] 0.567 0.630 0.597
SecBERT 0.552 0.519 0.535
SecRoBERTa 0.572 0.528 0.549
SecureBERT [1] 0.750 0.791 0.770

*value is small, but not zero

with caution, as the training set for each iteration was optimized to favor the
annotation process, potentially limiting the model’s generalization capabilities.
Given the selected emphasis on higher entity density in the dataset, training
strategies should consider employing measures to mitigate potential overfitting.

YACSDBNER presents advantages over existing public datasets for cyberse-
curity NER tasks. MalwareTextDB [17] focus specifically on malware analysis,
it is outdated and it does not encompass key STIX entities. DNRTI [31] offers
improvements over MalwareTextDB but it still omits SDOs. Hanks el al [13]
provides a public corpus without annotations, requiring additional effort for
NER. APTNER [30] is a valuable resource with labels for indicators; however,
sources and dates of reports are neglected and a workforce of 36 annotators poses
practical limitations, reason an LLM-assisted annotation is more accessible. Fi-
nally, AttackER [7] includes fewer sentences and annotated entities compared to
YACSDBNER.

The performance of fine-tuned models highlights the challenges of supervised
NER in the cybersecurity domain. The number of classes may a limitation for
BERT models, as it was observed in general-purpose settings [9]. Conversely, the
results achieved by BERT reinforce the advantages of downstreaming in domain.
However, the observed suboptimal performance of DAPT models warrants fur-
ther investigation. This finding draws parallels with results in Zanella and Tou-
ssaint [34] in the biomedical domain, where certain models did not outperform
BERT when employing linear classifiers. Notably, SecureBERT, a RoBERTa-
based model, incorporates larger vocabulary modifications – representing 0.35%
of total tokens, compared to approximately 0.03% for CyBERT – and benefits
from pre-training on a larger corpus than both CyBERT and CySecBERT. The
DAPT models may have underperformed due to a mismatch between the lin-
guistic style of their pretraining corpus and that of the YACSDBNER reports.
Nonetheless, the overall performance of these DAPT models should also be as-
sessed in light of total dataset size and the distribution of entities in the task.

6 Conclusion

We introduce YACSDBNER, a publicly available dataset for Named Entity
Recognition in the cybersecurity domain, structured around the STIX language.
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The dataset comprises 24,878 sentences from 422 cybersecurity reports in IOB
format. It is designed to extract STIX Domain Objects for easy CTI shar-
ing and supporting the construction of knowledge graphs. YACSDBNER ad-
dresses key limitations observed in existing datasets. In addition, we describe
a semi-automated annotation pipeline with Gemini, which could reduce an-
notation costs and promote community-driven dataset enhancement. Overall
YACSDBNER addresses the lack of benchmarks for NER models, supporting
the development and evaluation of new techniques and models.

We compare the performance of seven BERT-based models fine-tuned on
the dataset to assess its effectiveness for cybersecurity NER. A deeper analysis
of DAPT BERT models in the cybersecurity domain is deemed. YACSDBNER

advances the landscape of NER datasets in the cybersecurity domain, enabling
tasks such as the extraction of strucutred knowledge graphs from unstructured
text.

For future work, we propose to extend the labeling process to additional
reports to expand the dataset and investigate the impact of dataset size on model
performance. Furthermore, the contribution of new data to model performance
will be assessed to provide insights into concept drift. Building on these efforts, a
diagnostic study will be undertaken to investigate the suboptimal performance
observed in DAPT models, encompassing a comparative analysis with other
Transformer-based architectures beyond BERT.
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