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Abstract—The increasing sophistication of cyber
threats requires more structured and strategic threat
intelligence planning, especially in Critical Infrastruc-
tures (CIs) such as the Brazilian Financial System
(SFN). This paper presents a structured method for
the Direction and Planning (DP) phase of Cyber Threat
Intelligence (CTI). Inspired by classical intelligence
doctrine, the methodology employs five integrated
stages—Strategic Alignment, Threat Mapping, Priority
Intelligence Requirements (PIRs), Requests for Infor-
mation (RFIs), and Collection Plan—to transform or-
ganizational risk profiles into actionable requirements.
Utilizing the OpenCTI platform in a conceptual case
study, a baseline dataset of over 147,000 STIX domain
objects was processed using the structured DP filter.
This process reduced the volume to only 415 SFN-
relevant objects, achieving approximately 99.7% reduc-
tion of the initial data. Results confirm that the pro-
posed methodology significantly mitigates noise, pro-
vides methodological traceability, and generates intel-
ligence aligned with SFN regulatory requirements. The
main contribution is a replicable and adaptable model
that comprehensively integrates all critical criteria for
the secure operation of financial infrastructures.

Keywords—CTI; Critical Infrastructures; Brazilian Fi-
nancial System; Direction and Planning; PIR.

I. Introduction

Cyber attacks represent a critical threat to the in-
tegrity of Critical Infrastructures (CIs) [1], particularly
the sensitive Brazilian National Financial System (SFN)
[2]. Although Cyber Threat Intelligence (CTI) is es-
sential for anticipating risks, its efficacy is hampered
by methodological gaps in the initial Direction and
Planning (DP) phase [3], [4], [5]. This negligence in
defining strategic priorities leads to information over-
load, compromising relevance and actionability [6].

This work addresses this gap by proposing a struc-
tured, systematic, and replicable method for CTI Di-
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rection and Planning phase, applied conceptually to the
SFN. Inspired by classical intelligence doctrine [7], [8],
[9], [10], [11], [12], the proposed five-stage process
transforms high-level organizational risks into priori-
tized collection requirements, ensuring alignment with
the risks faced by the SFN [13], [14].

The method was validated in the OpenCTI environ-
ment, where the structured Direction and Planning
process significantly reduced informational noise from
a large baseline dataset. The primary contribution
of this work is a model that integrates a structured
methodology for the DP phase, a quantitative focus on
noise reduction and intelligence quality, and alignment
with SFN regulatory mandates based on an Asset and
Risk-Centric approach.

The rest of this work is organized as follows.
Section II, reviews related works and identifies the
methodological gap addressed by this study. Section III,
presents the proposed five-stage methodology for the
Direction and Planning phase of CTI. Section IV, de-
scribes a conceptual case study in the OpenCTI en-
vironment and presents the results of the structured
noise reduction process. Section V discusses the find-
ings, acknowledges limitations, and outlines directions
for future work. Finally, Section VI concludes the study
by summarizing its contributions and regulatory align-
ment.

II. Related Work and Research Gap

The escalating frequency and sophistication of cyber
threats necessitate highly relevant CTI, especially for
CIs [1] such as the SFN [15], [16], [17], [2]. However,
a significant methodological void persists in the up-
stream stages of the intelligence cycle, particularly the
Direction and Planning phase. Initiatives often priori-
tize downstream activities (collection, analysis, dissem-

,
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ination), resulting in an overwhelming volume of non-
contextualized data that dilutes actionable intelligence
[61, [5].

To delineate the unique contribution of this re-
search, we evaluate key academic and regulatory
works against six critical dimensions, summarized
in Table I. Direction and Planning (DP), Structured
Method (SM), Practical Application (PA), SFN Focus,
Noise and Quality Focus (NQ Focus), and Asset and
Risk-Centric Approach (AR Focus).

The criterion Practical Application refers to the em-
pirical execution of the methodology on a working
Threat Intelligence Platform (TIP), differentiating it
from purely theoretical models. As detailed in Section
IV, our inclusion is based on the instantiation of the
method in OpenCTI, enabling the generation of quan-
titative results, characterizing it as a conceptual case
study.

A. Comparative Analysis

Academic efforts commonly prioritize data remedia-
tion rather than prevention. This is observed in surveys
like Tounsi & Rais [6], which confirm the information
overload challenge, and in platforms like the Enriched
Threat Intelligence Platform (ETIP) proposed by Faiella
et al.,, which utilizes threat scoring for IoC quality
improvement in the processing phase [18]. Similarly,
quality-focused methodologies by Melo e Silva et al.
and Silva et al. [4], [5] use the intelligence cycle to
define data gaps, but concentrate on post-collection
remediation and lack practical validation or regulatory
SFN alignment.

Methodologies addressing program structure, such
as the framework proposed by Lépez & Awad [3],
provide a Structured Method for establishing a Threat
Intelligence Program, which is inherently Asset and
Risk-Centric. Nevertheless, this work remains concep-
tual and lacks application testing against real data
volumes in a regulated financial environment.

Operational and Regulatory models emphasize Prac-
tical Application and Asset and Risk-Centricity:

o Frameworks for Testing: Mechanisms like the UK’s
CBEST [19] and the European DORA / TIBER-EU
[20], [21] mandate Threat-Led Penetration Testing
(TLPT). This approach requires DP to define tar-
geted scenarios and TIBER-EU provides a Struc-
tured Method for the test execution itself, aimed
at testing resilience against critical functions [19],
[21]. However, they do not provide a methodology
for continuous internal CTI program establishment
aimed at massive noise reduction. The FS-ISAC
[22] also operates on an SFN context, providing
practical sharing mechanisms, but is not an SM

for DP. The same applies to CISA [23] guidance on
Cls.

e Brazilian SFN Regulations: Res. CMN 4.893/2021
[14] and Res. BCB 85/2021 [13] demand ex-
plicit cyber security objectives and implementation
plans. They require institutions to classify data by
relevance and align policies with the risk profile.
While practical, these are regulatory mandates
defining the what and why, but they do not con-
stitute a structured CTI methodology for DP nor
offer mechanisms for data feed noise reduction.

The reviewed literature confirms a critical research

gap: the lack of a comprehensive solution combining
Structured Method for Direction and Planning with
quantitative Noise Reduction and simultaneous align-
ment with the SFN regulatory context. This paper
introduces a comprehensive solution that integrates
all six dimensions, reducing a large initial dataset to
a small, highly relevant subset. Table I summarizes
how the reviewed works compare across the six critical
dimensions introduced in this study.

Table I: Qualitative Comparison with Related Work

NQ AR

DP SM PA SEN Focus Focus

Reference

Tounsi & Rais (2018) [6] X X X X v X
Faiella et al. (2019) [18] X X Vv X v X
Leszczyna & Wrébel (2019) [24] x X Vv X X v
Melo e Silva et. al. (2020) [4] v X X X v X
Silva et al. (2023) [5] v vV X X v X
Lépez & Awad (2021) [3] v vV x X X v
FS-ISAC [22] X X v X v
CISA (USA) [23] X X v X X v
CBEST (BoE) [19] v v vV X X v
DORA / TIBER-EU [20], [21] v v v X X v
Res. CMN 4.893 (2021) [14] X X v Vv X v
Res. BCB 85 (2021) [13] X X v YV X v
This Article v v v v v v

ITI. Proposed Methodology

The proposed method organizes a structured and
replicable process for CTI Direction and Planning. The
objective is to transform strategic direction into practi-
cal collection tasks, mitigating the informational noise
problem identified in the literature [6]. This compre-
hensive methodology encompasses the Direction and
Planning phase, serving as the foundational first step of
the classical intelligence cycle (Direction and Planning,
Collection, Analysis, and Dissemination) [7], [8], [9],
[10], [11], [12], and ensuring continuous relevance and
adaptation.

The strategy, partly inspired by openly available in-
dustry guidelines such as the Red Hat Developing PIRs
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and the Feedly PIR Blueprint [25] [26], is structured
into five integrated stages: (i) Strategic Alignment; (ii)
Threat Mapping; (iii) Definition of Priority Intelligence
Requirements (PIRs); (iv) Formulation of Requests for
Information (RFIs); and (v) Development of the Col-
lection Plan. The integration and sequential flow of
these five stages are visually represented in Figure
1, demonstrating traceability from high-level strategic
objectives to concrete tactical collection tasks.

Intelligence Cycle

Direction & Planning

STRATEGIC : AN

ALIGNMENT (SFN
Focus)

—> THREAT MAPPING

- Define critical (Baseline)

Elements, Functions,
& Assets

- Identify recurring
threats (e.g., ENISA
base)

FORMULATION OF AN

RFIs (Gap Analysis)

DEFINITION OF PIR
(Prioritization)

- Threat Classes +
Lexical Triggers

- Specific Collection
Instructions

DEVELOPMENT OF
THE COLLECTION
PLAN (5W3H)

- Operational
instrument for
collection tasks

v . . . .
Collectfon, Analysis, & Dissemination

Figure 1: Proposed Structured Methodology for CTI
Direction and Planning.

A. Strategic Alignment

Stage 1 defines the scope of the intelligence program
by linking CTI activities directly to the organization’s
critical assets and business functions. This ensures CTI
priorities are aligned with risk management policies,
fulfilling mandates such as the establishment of metrics
and indicators of effectiveness required by the SFN
[13], [14].

B. Threat Mapping

Threat Mapping identifies and classifies adversarial
activities relevant to the organization’s scope defined

in Stage 1. It correlates the identified critical assets
with relevant threat classes, creating a prioritized
taxonomy of threats (Table II), which serves as the
foundation for defining lexical filters in the later stages
of the methodology.

C. Definition of PIRs

PIRs convert high-level threats and risks identified
in Stage 2 into specific intelligence questions that
require an answer from the CTI function. By nature,
PIRs are strategic, ensuring that all collection efforts
are focused on critical knowledge gaps. This process
is crucial for preventing the indiscriminate collection
of generic threat data, which is the main source of
informational noise [6].

Table II: PIR Taxonomy by Threat Class and Lexical

Triggers
PIR Threat Class Keywords
PIR-1 DDoS ddos; denial of service
PIR-2 Data-related threats (expo- data leak; data exposure;
sure/leak) data loss; exposed data;

database dump

PIR-3 Social Engineering phishing; smishing; vishing;
social engineering; pretex-
ting

PIR-4 Fraud fraud; scam; account
takeover; atm skimming;
carding; chargeback

PIR-5 Ransomware ransomware

PIR-6 Malware (general) malware; trojan; infostealer;
loader; botnet; backdoor

PIR-7 Supply Chain / Third-Party supply chain; third-party; de-

Attacks pendency attack; software

supply chain

PIR-8 Intrusion initial access; webshell; liv-
ing off the land; lateral move-
ment; persistence

PIR-9 Web and Mobile App Threats sql injection; xss; csrf; dese-
rialization; rce; web attack

PIR-10 Emerging / Transversal ai; llm; deepfake; quantum;

blockchain;
assets/currency; defi

crypto

D. Formulation of RFIs

RFIs operationalize the PIRs by defining specific
technical and operational details required for collec-
tion. RFIs specify the required time constraints, re-
porting standards (e.g., STIX [18]), and dissemination
needs. This ensures collected data meets the core
intelligence attributes of relevance and timeliness.

E. Development of the Collection Plan

The final stage translates the approved RFIs into
explicit directives for technical collection, exploitation,
and reporting. This plan specifies the collection assets
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(feeds, sensors, OSINT tools), ensuring a multidisci-
plinary approach [8]. The Collection Plan mandates the
application of lexical filters (keywords derived from
PIRs) to contextualize raw data, directly contributing
to quantitative noise reduction.

To ensure clarity and completeness, this structured
approach utilizes the widely recognized 5SW3H method-
ology [27]. This framework is employed across vari-
ous disciplines to obtain a complete description and
contextualization of a topic, adopted here to ensure
comprehensive definition of operational parameters for
CTI collection efforts. The adaptation of the 5W3H
framework for the Collection Plan is detailed in Table
I1I.

Table III: 5W3H Method for the Collection Plan

Element Application in Collection Plan

What Defines the specific threats or data to be collected (e.g.,
indicators, TTPs).

Why Describes the motivation or required impact (e.g., risk
mitigation, PIR fulfillment).

Where Specifies the source of collection (e.g., OSINT feeds,
commercial platforms).

How Describes the format in which the CTI product will be
shared.

When Specifies time frames, frequency of collection, and
reporting deadlines.

Who Specifies the stakeholders who will receive the dissem-
inated CTI.

How Refers to the cost or allocation of resources (e.g.,

Much budget, tool usage).

How Description of the required duration for the collection

Long effort or validity of the intelligence.

This structured approach, exemplified in Figure 2,
provides clear guidance on resource allocation and
ensures full alignment between the CTI function and
the SFN's critical asset protection needs.

IV. Conceptual Case Study and Results

This section details the conceptual case study con-
ducted to validate the structured Direction and Plan-
ning methodology proposed in this work. The primary
goal was to demonstrate the method’s capacity for
quantitative noise reduction and alignment with the
SFN'’s specific context.

A. Study Setup and Data Baseline

The methodological validation was conducted using
the OpenCTI platform, a TIP chosen for its robust
capabilities in managing CTI knowledge and enabling
a holistic approach. A custom rule-based classification
engine was implemented within the platform to support
the process.

The ingestion process relied on specific connectors
to build the data baseline:

o AlienVault/OTX: Used for collecting broad OSINT

and general indicators.

e MITRE ATT&CK: Used for categorizing TTPs
(Tactics, Techniques, and Procedures), facilitating
Threat Mapping and tactical alignment.

The resulting baseline dataset, collected in August
2025, exceeded 147,000 STIX Domain Objects (SDOs),
comprising 3,675 Reports, 964 Intrusion Sets, 3,513
Malware, 137,773 Indicators, and 1,596 Attack Pat-
terns. This initial dataset contained generalized data
not filtered for the financial sector.

B. Threat Context and PIRs Taxonomy

The definition of the 10 PIR families was based on
Strategic Alignment (Stage 1) and Threat Mapping
(Stage 2). Threat Mapping was grounded in the anal-
ysis of multiple threat intelligence reports relevant to
the financial sector [28], [29], [30], [31], [32]. Among
them, the ENISA Threat Landscape - Finance Sector
[32] was used as a primary reference, as it synthesizes
and consolidates the key threats identified across these
sources, as illustrated in (Figure 3).

Web threats

Intrusion 13 (3%) 3

Malware 19 (4%)

Fraud 27 (6%)

Ransomware 46 (10%)

DDoS 210 (46%)

Social engineering 60 (13%)

Data-related threats 70 (15%)

Figure 3: Observed threats in the European financial
sector 2023-2024 [32].

The resulting Taxonomy of PIRs (Table II), whose
keywords were derived using a Large Language Model
(LLM) based on the analysis of these referenced re-
ports, served as the basis for the lexical filters applied
during the Direction and Planning phase.

C. Results of Informational Noise Reduction

The core methodological phase, DP, was operational-
ized through a two-step filtering mechanism based on
lexical triggers derived from the taxonomy of PIRs. This
pipeline applied contextual labels and progressively
split the dataset to isolate SFN-relevant threats.

The two-tier filtration process was defined as:
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PIR (What) RFls RELEVANCE (Why)
RFI 1.1: Which of these actors have a history of |Allows identifying threat actors with a
involvement in DDoS incidents targeting higher probability of compromising asset
x x x x x
financial institutions? availability, guiding preventive and
response actions.
PIR 1: Which threat actors are Fu.f\ 1.2: Which TTPs and loCs are associated Enables early detection and blocking of
. with these actors (malware, C2 infrastructure, |specific threats aimed at causing service X x X X X X X X X
carrying out DDo$ attacks e d i
. S . letc.)? isruption.
against the Brazilian Financial ) g
RFI 1.3: Are there records of recent DDoS Allows prioritizing corrective and
System (SFN)? . . . I
campaigns targeting Brazilian banks? mitigation actions based on the most X X X x X
relevant active threats to the Brazilian
RFI 1.4: What are the main global trends in Enables anticipating risks to the Brazilian
DDoS attacks targeting the financial sector? financial sector, based on global patterns X X X X x X X
of DDo§ attacks.
RFI 2.1: Which of these actors have a history of |Allows identifying threat actors with a
involvement in data breachs incidents affecting|higher probability of compromising . X % . X
financial institutions? sensitive data, guiding preventive and
response actions.
RFI 2.2: Which TTPs and loCs are associated  |Enables early detection and blocking of
PIR 2: Which threat actors are |with these actors (malware, C2 infrastructure, |specific threats aimed at data breaches. X X X X X X X X X
conducting attacks that could [etc.)?
compromise SFN data RFI 2.3: Are there records of recent data Allows prioritizing protective measures
(breach/leak)? breachs campaigns targeting Brazilian banks? [based on active threats relevant to the X X X X X
national threat landscape.
RFI 2.4: What are the main global trends in data|Enables anticipating risks to the Brazilian
breach and leakage attacks targeting the financial sector, based on global patterns
X X | x x x X x
financial sector? of data breaches.

Figure 2: Example of Collection Plan struc

1) Global-Finance (GF): An initial scoping step
that applied sector-based filters using the struc-
tured "Sectors" taxonomy natively supported by
OpenCTI. Specifically, objects tagged under the
"Finance," "Financial," or "Financial Services"
sectors were selected. These sectors represent
economic domains of interest and are used within
OpenCTI to categorize threats relevant to specific
industries. This structured filtering stage resulted
in a subset of approximately 7,640 SDOs in one
execution, establishing a foundational context for
subsequent SFN-specific refinement.

SFEN Contextual Filtering: A subsequent, stricter
filtering stage applied to the GF subset. It re-
lied on location and semantics-based rules (e.g.,
Brazil, PIX) to exclusively identify objects directly
relevant to the SFN.

2)

The application of these structured rules resulted in
a dramatic scope reduction: the baseline of 147,521
total SDOs was reduced to only 7,640 SDOs in the
GF subset, and finally to 415 objects in the final SFN-
focused subset.

This filtering achieved approximately 99.7% reduc-
tion of the initial data volume, validating the method-
ology’s capacity for quantitative Noise and Quality Fo-
cus and preventing security analysts from being over-
whelmed by generic data [6]. Such reduction repre-

tured in 5W3H adapted for CTI context.

sents a significant gain in analyst efficiency and threat
prioritization, minimizing the cognitive load imposed
by irrelevant data. The detailed impact of this reduc-
tion, segmented by STIX object class, is presented in
Table IV.

The table highlights the efficiency of the filtering
pipeline, with most STIX object classes retaining less
than 0.5% of their original volume. Figure 4 provides a
visual summary of the overall noise reduction, empha-
sizing the dramatic contrast between the raw baseline
of 147,521 SDOs and the final SFN-focused subset
of only 415 objects. Figure 5 further breaks down
this reduction by class, offering a comparative view of
the filtering impact across object types and contextual
layers.

BASELINE DATA (RAW FEED)

Collected via OpenCTI connectors (Alien-Vault/OTX
and MITRE ATT&CK). Time-bounded dataset, lacking
any contextual, sectoral, or strategic filtering.

147,521 SDOs

FILTER 1: GLOBAL-FINANCE SUBSET (GF)

Application of sectoral scoping rules, filtering for Financial 7’640 SDos
Sector entities globally. Data is immediately classified and 5’2% of Base
tagged by the 10 PIR categories.

FILTER 2: SFN-FOCUSED SUBSET 415 SDOs
Application of Localization and Contextualization Rules. This step 0,3%
correlates data (Indicators, Reports, TTPs) with the SFN context of

across STIX fields, ensuring alignment with the defined Priority Base

Intelligence Requirements.

Figure 4: Overview of Informational Noise Reduction.
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Table IV: STIX Object Reduction and Informational

Density
Class Base (n) | SFN (n) | Retention vs Base
Reports 3,675 17 0.5%
Intrusion Sets 964 3 0.3%
Malware 3,513 16 0.5%
Indicators 137,773 350 0.3%
Attack Patterns 1,596 29 1.8%

D. Methodological Traceability

The final output of the Direction and Planning phase
is the Collection Plan. This plan guarantees method-
ological traceability by mapping the PIRs to specific
operational parameters, typically utilizing the 5W3H
method [27] adapted for the CTI context.

An illustrative example of the Collection Plan struc-
tured in 5W3H (Figure 2) demonstrates how strategic
PIRs are translated into actionable directives through
the SW3H framework, ensuring traceability and con-
textual relevance for SFN-specific threats.

= Alienvault+Mitre
mm Global-Finance
SFN

= =
o o
o >

Number of Objects

"
3

Figure 5: Filtering Impact per STIX Object Class.

V. Discussion, Limitations and Future Work
A. Discussion

The results validate the proposed approach as an
effective solution to the upstream gap in the CTI cycle.
Unlike prior work focused on post-collection enrich-
ment or deduplication [18], [5], the method demon-
strates that early-stage filtering at the Direction and
Planning phase yields greater efficiency. By translating
broad requirements into structured PIRs and RFIs,
it prevents the indiscriminate collection of irrelevant
data and optimizes subsequent analysis [6].

Grounded in classical intelligence doctrine [7], [8],
[9],[10], [11], [12], the methodology ensures full trace-
ability from strategic priorities to tactical needs, rein-
forcing the Asset and Risk-Centric approach essential
for CIs [1], [33]. At the same time, it aligns with SFN
regulations [13], [14], including Art. 21, II of Res. BCB

n° 85/2021, by linking PIRs directly to critical business
functions and enabling metrics and indicators to reflect
operational effectiveness against institutional risks.
While purely lexical filtering inherently risks miss-
ing entirely novel TTPs or zero-day vulnerabilities not
yet mapped to PIR keywords, this risk is mitigated
by the cyclical and adaptive nature of the proposed
methodology. Strategic Alignment necessitates contin-
uous threat mapping, ensuring PIRs and corresponding
filters are regularly revised based on emerging adver-
sary tactics, thus maintaining continuous relevance.

B. Limitations and Future Work

The primary limitation of this study is the conceptual
case study’s lack of integration into a real operational
environment, despite its application to real and repre-
sentative data from the financial threat landscape.

Additionally, the dataset was derived primarily from
AlienVault/OTX and MITRE ATT&CK, chosen for their
suitability for controlled validation. In real-world de-
ployments, financial institutions often ingest a broader
mix of proprietary and contextual feeds, which may
alter noise ratios but not the methodology’s structural
applicability.

Future work will focus on three areas: (i) Live De-
ployment within SFN Institutions: Transitioning from
controlled conceptual application to live deployment
within an SFN organization, to assess the method-
ology’s operational performance, filtering latency, in-
tegration complexity, and resource demands. This
will also support alignment with PNCiber objectives
and sector resilience goals [17]; (ii) Metrics Integra-
tion: Expanding the evaluation framework to include
both traditional metrics (e.g., precision, recall, F1-
score) and CTI-specific indicators such as Actionability
Score—the proportion of intelligence used in decision-
making—and Time-to-Detect—the reduction in detec-
tion delay due to targeted collection; (iii) Cross-Sector
Adaptability: Evaluating the replicability of the struc-
tured method across other Brazilian Cls, aligned with
the objectives of the PNSIC [15] and the National
Strategy for Critical Infrastructure Security [16], which
encourage cooperation and best practice dissemination
[15].

VI. Conclusion

This article presented a structured and replicable
methodology for Cyber Threat Intelligence Direction
and Planning, tailored to the Brazilian National Finan-
cial System regulatory context. Grounded in classical
intelligence doctrine, the proposed five-stage process
establishes a clear and logical path from strategic
objectives to prioritized collection tasks.
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The conceptual application in the OpenCTI envi-
ronment demonstrated the methodology’s capacity for
quantitative Noise and Quality Focus, significantly re-
ducing data irrelevance while enhancing contextual
relevance for operational decision-making. These re-
sults confirm that early-stage structured planning can
transform high-volume generic data into targeted, ac-
tionable intelligence, while maintaining alignment with
institutional risk profiles and regulatory mandates.

By addressing a critical upstream gap in the intel-
ligence cycle, the methodology contributes to more
effective CTI programs and supports the resilience of
financial institutions against increasingly sophisticated
cyber threats.
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