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Abstract: Context: The adoption of Generative Artificial Intelligence (GenAI), especially Large Language Models
(LLMs), is accelerating across organizational processes that handle personal, sensitive, and regulated data.
Alongside productivity gains, recent evidence has raised concerns about new and evolving privacy risks that
challenge traditional data protection and compliance practices. Goal: This paper aims to synthesize the main
privacy risks associated with GenAI in organizational deployments and to identify governance-oriented mech-
anisms that can mitigate these risks beyond isolated technical controls, with particular attention to high-impact
public-sector settings. Method: We conducted a structured synthesis of recent literature on privacy risks and
attacks in LLM-based systems, privacy and risk assessment methodologies, and AI governance frameworks.
The evidence was organized into recurrent privacy risk categories and corresponding governance mechanisms,
resulting in (i) a summary of representative studies and risks and (ii) a mapping between privacy risk cate-
gories and governance-oriented mitigation strategies. Results: The synthesis indicates that privacy risks in
GenAI are dynamic, context-dependent, and socio-technical, emerging from the interaction between models,
data, users, and organizational practices. Key risk patterns include data memorization and inference-based
leakage, prompt-driven disclosure and exfiltration, and lifecycle emergent risks amplified by shadow AI and
fragmented accountability. Effective mitigation therefore requires integrated governance models combining
technical safeguards with lifecycle-based risk management, continuous privacy assessment, clear accountabil-
ity structures, and auditable regulatory alignment. We also derive practical recommendations for public-sector
governance, emphasizing institutional oversight, continuous monitoring, and inter-organizational data gover-
nance to sustain privacy protection and public trust.

1 INTRODUCTION

The rapid diffusion of Generative Artificial Intelli-
gence (GenAI), particularly Large Language Models
(LLMs), has significantly transformed organizational
practices related to information processing, decision
support, customer interaction, and the automation of
knowledge intensive tasks (Ahi and Valizadeh, 2025).
Enterprises across multiple sectors increasingly inte-
grate GenAI systems into workflows that involve per-
sonal, sensitive, and sometimes regulated data, in-
cluding domains such as healthcare, finance, and pub-
lic services (Wang and Zare, 2023; Esposito and Tse,
2024). As a result, privacy has emerged as a critical
organizational concern rather than a purely technical
or regulatory issue, requiring coordinated decision-
making, accountability, and governance mechanisms
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(Azevedo and Canedo, 2025; Sattlegger and Bharosa,
2024; Dotan et al., 2024; Matos et al., 2025; Spósito
et al., 2025b). Despite growing awareness of pri-
vacy risks, many organizations continue to rely pre-
dominantly on technical safeguards such as encryp-
tion, anonymization, and access control assuming that
these measures are sufficient to ensure adequate data
protection in GenAI-enabled systems, an assumption
that has been increasingly questioned in the literature
(Chen et al., 2025; Rathod et al., 2025).

Recent research has demonstrated, however, that
privacy risks in GenAI extend beyond traditional
data protection challenges. Studies have shown that
LLMs may unintentionally memorize personal data
during training, enabling attacks such as member-
ship inference and data reconstruction (Ruhländer
et al., 2024; Chen et al., 2025). Moreover, the
interaction paradigm introduced by GenAI particu-



larly prompt-based interaction has created new vec-
tors for privacy leakage, including direct and indirect
prompt injection, contextual inference, and exfiltra-
tion of personal information through seemingly legit-
imate queries (Derner et al., 2024; Chernyshev et al.,
2024). These risks are further amplified in organi-
zational contexts, where users with varying levels of
expertise interact with GenAI systems embedded in
complex socio-technical environments.

While the literature on privacy and security risks
in GenAI has expanded rapidly, it remains largely
fragmented and predominantly technical in nature.
Existing surveys and threat analyses provide detailed
taxonomies of attacks, vulnerabilities, and privacy-
enhancing technologies (Rathod et al., 2025; Barberá,
2025). However, less attention has been given to
how these risks manifest through organizational prac-
tices, governance structures, and decision-making
processes. In particular, there is limited discussion
on how traditional privacy management instruments
such as Privacy Impact Assessments (PIA), Data Pro-
tection Impact Assessments (DPIA), and organiza-
tional risk management frameworks can be effectively
adapted to the dynamic, opaque, and probabilistic na-
ture of GenAI systems (Wairimu et al., 2024).

This gap becomes especially problematic when
considering that privacy risks in GenAI often emerge
not only at design time but also during deployment
and use. Empirical evidence indicates that privacy
leakage may depend on contextual factors such as
prompt composition, system configuration, integra-
tion with external tools, and user behavior (Chang
et al., 2024; Schwartzman, 2024). Consequently, one-
off assessments or compliance-oriented checklists are
insufficient to capture evolving risks over the system
lifecycle. Several studies argue that effective mitiga-
tion requires continuous monitoring, clearly defined
roles and responsibilities, and integration of privacy
considerations into broader AI governance and risk
management practices (Dotan et al., 2024; Sattlegger
and Bharosa, 2024).

In response to these challenges, emerging
governance-oriented approaches propose viewing pri-
vacy risks in GenAI as socio-technical risks that must
be addressed through a combination of technical, or-
ganizational, and procedural controls. Frameworks
such as the NIST AI Risk Management Framework
emphasize governance, accountability, and lifecycle-
based risk management, yet they remain high-level
and require contextualization for GenAI use in en-
terprise environments (of Standards and Technology,
2023). Similarly, recent work on algorithmic gover-
nance highlights the need to embed ethical, legal, and
privacy considerations into organizational structures

and decision-making processes, rather than treating
them as external compliance requirements (Esposito
and Tse, 2024). Despite these advances, there is still a
lack of consolidated guidance that explicitly connects
GenAI specific privacy risks to actionable governance
mechanisms in organizational contexts.

This study addresses the following research ques-
tion: RQ. What are the main privacy risks asso-
ciated with the use of Generative AI in organi-
zations, and how can governance models mitigate
these risks in enterprise contexts? To answer this
question, we conduct a structured synthesis of re-
cent research on privacy risks, attacks, and mitigation
strategies related to GenAI, with a particular focus on
their implications for organizational governance and
risk management. Rather than proposing new tech-
nical defenses, this study seeks to bridge the gap be-
tween technical risk identification and organizational
decision-making.

The contributions of this paper are threefold. First,
we consolidate and systematize the main privacy risks
associated with GenAI from an organizational per-
spective, highlighting how these risks emerge across
different stages of the AI lifecycle and usage con-
texts. Second, we critically discuss the limitations
of purely technical mitigation strategies when ap-
plied in enterprise environments. Third, we ana-
lyze how governance-oriented mechanisms including
risk management frameworks, privacy impact assess-
ments, and algorithmic governance practices can sup-
port more effective, accountable, and sustainable mit-
igation of privacy risks in organizational deployments
of Generative AI.

2 RELATED WORK

The governance of privacy in organizational con-
texts has traditionally been shaped by data protec-
tion regulations and international guidelines that es-
tablish principles such as lawfulness, purpose limi-
tation, data minimization, transparency, and account-
ability. Regulatory frameworks including the General
Data Protection Regulation (GDPR) in the European
Union (Parliament and Council, 2018), the Brazilian
General Data Protection Law (LGPD) (da República,
2018), the California Consumer Privacy Act (CCPA)
(of California Department of Justice, 2018), the Aus-
tralian Privacy Act (OAIC, 1988), and the proposed
American Data Privacy and Protection Act (ADPPA)
(of the Whole House on the State of the Union, 2022)
provide legal obligations for organizations processing
personal data. Complementary guidance from inter-
national bodies, such as the OECD Privacy Guide-



lines, further emphasizes organizational responsibil-
ity and cross-border cooperation in data governance
(for Economic Co-operation and (OECD), 2024b).

With the increasing adoption of Artificial Intel-
ligence systems, these regulatory instruments have
been progressively extended to address AI specific
risks. Recent initiatives, such as the European Union
Artificial Intelligence Act (Sonsini and Parliament,
2024) and national AI governance strategies, high-
light the need to integrate privacy protection into
broader AI governance frameworks. Studies compar-
ing data protection laws and privacy frameworks in-
dicate that, despite differences in scope and enforce-
ment mechanisms, these regulations converge in treat-
ing privacy as an organizational governance challenge
rather than a purely technical compliance requirement
(Rocha and Canedo, 2025). However, existing regu-
latory instruments were not originally designed to ad-
dress the adaptive, probabilistic, and opaque charac-
teristics of Generative AI systems, which complicates
their direct application in practice.

Privacy and Security Risks in Generative AI and
Large Language Models. A growing body of re-
search has investigated privacy and security risks as-
sociated with Generative AI, particularly Large Lan-
guage Models. Empirical studies and surveys iden-
tify a wide range of risks, including unintended mem-
orization of training data, membership inference at-
tacks, model inversion, and leakage of personal in-
formation through model outputs (Chen et al., 2025;
Ruhländer et al., 2024; Rathod et al., 2025). These
risks are exacerbated by the prompt-based interac-
tion paradigm, which introduces new attack surfaces
and enables both direct and indirect prompt injec-
tion attacks capable of exfiltrating sensitive informa-
tion (Derner et al., 2024; Chernyshev et al., 2024;
Schwartzman, 2024).

Recent surveys emphasize that privacy risks in
LLMs are not confined to the training phase but may
emerge dynamically during deployment and use, de-
pending on contextual factors such as prompt com-
position, system configuration, and integration with
external tools or data sources (Chang et al., 2024).
Moreover, the dual-use nature of GenAI has been
highlighted in cybersecurity research, showing that
the same capabilities that support defensive appli-
cations can also be exploited to automate attacks
and amplify privacy threats (Ahi and Valizadeh,
2025). These findings suggest that technical mitiga-
tion mechanisms alone are insufficient to address the
evolving risk landscape of GenAI in organizational
environments.

Privacy Risk Assessment and Impact Assessment
Approaches Privacy Impact Assessment (PIA) and
Privacy Risk Assessment (PRA) have long been used
as instruments to support compliance and risk man-
agement in data processing activities. However, re-
cent systematic reviews indicate that existing PIA
and PRA methodologies suffer from limited empiri-
cal validation, high subjectivity, and weak integration
with organizational decision-making processes (Wair-
imu et al., 2024). These limitations become particu-
larly pronounced in the context of Generative AI sys-
tems, where risk factors may evolve over time and
emerge through interaction rather than static system
design.

The adaptive and probabilistic behavior of LLMs
challenges traditional assessment approaches that as-
sume stable system boundaries and predictable data
flows. As a result, several authors argue for con-
tinuous and lifecycle-oriented risk assessment prac-
tices that extend beyond one-off compliance exercises
(Dotan et al., 2024). Such approaches align with
emerging views that privacy risks in GenAI should be
managed as ongoing organizational risks rather than
isolated technical vulnerabilities.

AI Governance and Risk Management Frame-
works In response to the growing complexity of AI
related risks, governance-oriented frameworks have
been proposed to support organizational oversight
and accountability. The NIST Artificial Intelligence
Risk Management Framework (AI RMF 1.0) provides
a structured approach to identifying, assessing, and
managing AI risks across the system lifecycle, em-
phasizing governance, accountability, and continu-
ous monitoring (of Standards and Technology, 2023).
Building on this foundation, recent work proposes
maturity models to operationalize the AI RMF in or-
ganizational contexts, highlighting the need for coor-
dinated roles, processes, and metrics to manage AI
risks effectively (Dotan et al., 2024).

Complementary research on algorithmic gover-
nance further stresses the importance of embedding
ethical, legal, and privacy considerations into organi-
zational risk management practices. Rather than treat-
ing privacy as an external compliance requirement,
these approaches advocate for integrating privacy risk
management into strategic and operational decision-
making structures (Sattlegger and Bharosa, 2024; Es-
posito and Tse, 2024). Despite these advances, there
remains a lack of consolidated guidance that explic-
itly connects GenAI-specific privacy risks to action-
able governance mechanisms in enterprise settings,
motivating the need for further synthesis and analy-
sis.



3 RESEARCH APPROACH

This study adopts a structured literature synthesis ap-
proach to analyze privacy risks associated with Gen-
erative Artificial Intelligence (GenAI), with partic-
ular emphasis on Large Language Models (LLMs),
and to identify governance-oriented mechanisms ca-
pable of mitigating these risks in organizational con-
texts. Rather than conducting a full systematic litera-
ture review, the study follows established principles
of rigor and transparency commonly recommended
for structured and narrative literature reviews in Infor-
mation Systems and Software Engineering research
(Pautasso, 2019).

The overall research process is illustrated in Fig-
ure 1, which summarizes the main stages of the struc-
tured synthesis adopted in this paper. The litera-
ture corpus was assembled from recent peer-reviewed
journal articles, conference papers, and authoritative
technical reports focusing on: (i) privacy and security
risks in GenAI and LLM-based systems, (ii) empiri-
cal demonstrations of privacy leakage and adversarial
attacks, and (iii) governance, privacy risk assessment,
and AI risk management frameworks applicable to or-
ganizational settings. Particular attention was given to
studies published between 2023 and 2025, reflecting
the rapid evolution of GenAI technologies and asso-
ciated risk landscapes.

Literature Identification
Privacy risks in GenAI and LLMs

Governance and AI risk management frameworks

Analytical Categorization
Privacy risk types

Organizational and contextual factors
Governance mechanisms

Evidence Synthesis
Risk categorization

Risk → governance mapping

Derivation of Implications
Organizational implications

Public-sector governance recommendations

Figure 1: Research approach adopted for the synthesis of
privacy risks and governance mechanisms in GenAI.

The analysis followed an iterative qualitative syn-
thesis process. In the first stage, relevant stud-
ies were screened and examined to extract recur-
rent privacy risk patterns, such as data memorization,
inference-based leakage, prompt-driven information
disclosure, and lifecycle emergent risks. In the second
stage, organizational and governance-related mecha-
nisms discussed in the literature including privacy im-
pact assessments, lifecycle-based risk management,
accountability structures, and regulatory alignment

were identified and grouped thematically. This ana-
lytical strategy is consistent with prior guidance on
thematic synthesis and mapping studies in software
and information systems research (Petersen et al.,
2008).

In the third stage, the extracted evidence was con-
solidated into two complementary synthesis artifacts.
The first artifact summarizes representative studies
and the privacy risks they identify, highlighting how
such risks materialize in concrete organizational and
deployment contexts. The second artifact maps re-
current privacy risk categories to governance-oriented
mitigation mechanisms, emphasizing the role of or-
ganizational structures, processes, and accountabil-
ity arrangements in complementing technical safe-
guards. Finally, based on this synthesis, we derived
governance recommendations with particular focus
on public-sector GenAI deployments, where privacy
risks are amplified by legal obligations, societal im-
pact, and transparency requirements.

4 PRIVACY RISKS OF GENAI IN
ORGANIZATIONS

The adoption of Generative Artificial Intelligence
(GenAI) in organizational environments introduces a
distinct and evolving set of privacy risks that differ
substantially from those observed in traditional data-
driven systems. Unlike conventional machine learn-
ing applications, GenAI systems particularly Large
Language Models (LLMs) operate through open-
ended interaction, probabilistic reasoning, and con-
textual inference, which fundamentally alters sys-
tem behavior and risk exposure (Chen et al., 2025;
Ruhländer et al., 2024). These characteristics blur
system boundaries and complicate the identifica-
tion, assessment, and mitigation of privacy risks.
Consequently, privacy risks associated with GenAI
should be understood as socio-technical risks that
emerge from the interaction between models, data,
users, and organizational practices rather than as iso-
lated technical vulnerabilities, reinforcing the need
for governance-oriented risk management approaches
(Sattlegger and Bharosa, 2024; Esposito and Tse,
2024).

Data Memorization and Inference-Based Privacy
Leakage One of the most widely recognized pri-
vacy risks in LLMs is the unintended memorization of
personal or sensitive data during training. Empirical
studies demonstrate that LLMs may reproduce frag-
ments of training data or enable the inference of sen-
sitive attributes under specific conditions (Ruhländer



et al., 2024; Chen et al., 2025). In organizational con-
texts, this risk is particularly critical when training or
fine-tuning data include customer records, employee
information, or regulated datasets.

Beyond direct memorization, recent research
shows that privacy leakage may occur through
inference-based attacks, such as membership infer-
ence and attribute inference, even when models
are pre-trained and deployed as black-box services
(Chang et al., 2024). These attacks exploit subtle
variations in model outputs and are highly context-
dependent, meaning that privacy risks may intensify
depending on how GenAI systems are embedded into
organizational workflows. Importantly, these findings
indicate that avoiding sensitive data during training
is not sufficient to ensure privacy protection in real-
world deployments (Ruhländer et al., 2024).

Prompt-Based Interaction and Information Exfil-
tration The prompt-based interaction paradigm in-
troduced by GenAI constitutes a major source of pri-
vacy risk in organizational settings. Prompts fre-
quently contain contextual information, operational
details, or personal data that may be processed,
logged, or inadvertently retained by the system. Re-
cent work has demonstrated that prompt injection at-
tacks both direct and indirect can manipulate model
behavior to exfiltrate sensitive information (Derner
et al., 2024; Chernyshev et al., 2024).

Empirical evidence further shows that personal in-
formation can be actively extracted from deployed
LLMs via prompt injection techniques, even in the
absence of explicit vulnerabilities or privileged ac-
cess (Schwartzman, 2024). Forensic analyses re-
veal that such attacks may leverage legitimate sys-
tem functionalities, complicating detection, attribu-
tion, and incident response in organizational environ-
ments (Chernyshev et al., 2024). As a result, prompts
themselves become organizational artifacts that re-
quire explicit governance, oversight, and usage poli-
cies.

Lifecycle and Contextual Emergence of Privacy
Risks Privacy risks in GenAI systems do not remain
static throughout the system lifecycle. Instead, they
may emerge or evolve during deployment and use, in-
fluenced by contextual factors such as system config-
uration, access privileges, logging practices, and inte-
gration with external tools or data sources. Surveys
on privacy and security risks in LLMs highlight that
leakage may occur long after deployment, driven by
changes in usage patterns or adversarial exploration
of model behavior (Chen et al., 2025; Ahi and Val-
izadeh, 2025).

Several recent studies emphasize that privacy risks
in GenAI are strongly dependent on deployment con-
text and usage scenarios, reinforcing the dual-use
nature of these technologies (Barberá, 2025; Ahi
and Valizadeh, 2025). In practice, organizations of-
ten lack visibility into how GenAI systems are used
across departments, giving rise to phenomena such as
shadow AI, undocumented data flows, and informal
reuse of prompts or outputs. These practices amplify
privacy risks and undermine accountability, particu-
larly in regulated environments subject to data pro-
tection laws such as GDPR (Parliament and Council,
2018) and LGPD (da República, 2018).

Organizational and Governance Related Privacy
Risks In addition to technical and interaction level
risks, GenAI introduces privacy risks rooted in or-
ganizational structures and governance arrangements.
Studies on privacy impact assessment and risk man-
agement reveal that many organizations rely on frag-
mented or compliance-oriented practices that fail to
capture the evolving risk profile of AI systems (Wair-
imu et al., 2024). This limitation is especially
problematic for GenAI, where privacy risks often
arise from collective use, organizational routines, and
decision-making processes rather than from individ-
ual system components.

Empirical evidence further indicates that per-
ceived privacy risks do not necessarily translate into
reduced use of AI systems, as efficiency gains, or-
ganizational pressure, and trust in automation fre-
quently outweigh privacy concerns in practice (Otoo
et al., 2025). Moreover, the absence of clearly de-
fined roles, responsibilities, and escalation mecha-
nisms complicates incident response and accountabil-
ity. Recent work on ethical AI and algorithmic gov-
ernance emphasizes that privacy risks must be em-
bedded into organizational risk management practices
rather than treated solely as external compliance re-
quirements (Sattlegger and Bharosa, 2024; Esposito
and Tse, 2024).

Limitations of Purely Technical Mitigation Strate-
gies Although numerous technical mitigation strate-
gies have been proposed such as differential privacy,
prompt filtering, access control, and output monitor-
ing the literature consistently indicates that these mea-
sures are insufficient when applied in isolation. Sur-
veys and empirical studies highlight that technical
controls may reduce specific attack vectors but can-
not fully address risks arising from contextual infer-
ence, evolving usage patterns, or organizational mis-
use (Chen et al., 2025; Rathod et al., 2025).

Furthermore, privacy risks have been observed



even in systems that adhere to best-practice techni-
cal safeguards, underscoring the need for complemen-
tary governance-oriented mechanisms (Dotan et al.,
2024). These findings reinforce the argument that ef-
fective mitigation of privacy risks in GenAI requires a
shift from a purely technical perspective toward inte-
grated governance and risk management approaches,
which are discussed in the next section.

Table 1 summarizes representative studies and the
corresponding privacy risks they identify. Rather than
presenting an exhaustive catalog of threats, the ta-
ble highlights recurring risk patterns observed across
empirical studies, surveys, and governance-oriented
analyses, including data memorization, inference-
based leakage, prompt injection, and organizational
governance gaps (Chen et al., 2025; Ruhländer et al.,
2024; Derner et al., 2024). The inclusion of appli-
cation scenarios, when reported by the original stud-
ies, further illustrates how privacy risks materialize in
concrete organizational contexts, reinforcing the view
that such risks are not merely technical artifacts but
socio-technical phenomena shaped by system design,
usage patterns, and governance arrangements (Wair-
imu et al., 2024; Sattlegger and Bharosa, 2024).

5 GOVERNANCE MODELS FOR
RISK MITIGATION

The dynamic and context-dependent nature of privacy
risks in GenAI systems requires mitigation strategies
that extend beyond isolated technical controls (Chen
et al., 2025; Ruhländer et al., 2024; Chang et al.,
2024). As discussed in the previous section, pri-
vacy risks in organizational deployments of GenAI
emerge from the interaction between models, data,
users, and institutional practices, reflecting their in-
herently socio-technical character (Wairimu et al.,
2024; Sattlegger and Bharosa, 2024). Consequently,
effective mitigation depends on governance models
that integrate technical safeguards with organizational
structures, risk management processes, and account-
ability mechanisms, as emphasized in recent AI risk
management and algorithmic governance frameworks
(of Standards and Technology, 2023; Dotan et al.,
2024; Esposito and Tse, 2024).

From Technical Controls to Governance-Oriented
Mitigation A substantial portion of the literature on
privacy in Large Language Models focuses on techni-
cal mitigation strategies, such as differential privacy,
prompt filtering, access control, and output monitor-
ing. While these mechanisms are necessary to reduce
specific attack vectors, empirical studies consistently

show that they are insufficient when applied in isola-
tion, particularly in complex organizational environ-
ments (Chen et al., 2025; Rathod et al., 2025). Tech-
nical controls often assume stable system boundaries
and predictable data flows, assumptions that do not
hold for GenAI systems characterized by open-ended
interaction and evolving usage patterns.

Governance-oriented mitigation approaches ad-
dress this limitation by framing privacy risks as or-
ganizational risks that require coordinated decision-
making, oversight, and continuous adaptation. Rather
than seeking to eliminate all technical vulnerabilities,
governance models aim to manage acceptable levels
of risk through policies, roles, procedures, and mon-
itoring mechanisms that evolve alongside the system
(Sattlegger and Bharosa, 2024).

Risk Management Frameworks for Generative AI
Risk management frameworks provide a foundational
structure for governing privacy risks in GenAI sys-
tems. The NIST Artificial Intelligence Risk Manage-
ment Framework (AI RMF 1.0) proposes a lifecycle
based approach to identifying, assessing, and manag-
ing AI risks, emphasizing governance, accountability,
and continuous monitoring (of Standards and Tech-
nology, 2023). Although the AI RMF is technology
agnostic, its core functions: Govern, Map, Measure,
and Manage offer a useful lens for structuring privacy
risk mitigation in organizational GenAI deployments.

Recent work has proposed maturity models to op-
erationalize the AI RMF in practice, highlighting that
organizations vary significantly in their ability to sys-
tematically manage AI risks (Dotan et al., 2024).
These models emphasize the need for clearly defined
roles, documented processes, and performance indi-
cators to support consistent decision-making. In the
context of GenAI, maturity based approaches are par-
ticularly relevant, as they enable organizations to in-
crementally improve governance practices while ac-
commodating rapid technological change.

Privacy Impact Assessment and Continuous Risk
Evaluation Privacy Impact Assessment (PIA) and
Privacy Risk Assessment (PRA) are widely recog-
nized instruments for supporting compliance with
data protection regulations. However, systematic re-
views indicate that existing PIA and PRA methodolo-
gies are often applied as one-off compliance exercises
and lack empirical validation in adaptive AI contexts
(Wairimu et al., 2024). For GenAI systems, where
privacy risks may emerge during use rather than at
design time, such static assessments are insufficient.

Governance models for GenAI therefore require a
shift toward continuous and iterative risk evaluation



Table 1: Summary of privacy risks identified in Generative AI studies
Study Privacy Risks Identified Application Scenario

(Chen et al., 2025) Data memorization, inference-based leakage, training data exposure General purpose LLMs
(Chang et al., 2024) Context-aware membership inference attacks Pre-trained LLMs in black-box settings
(Derner et al., 2024) Prompt injection, unauthorized information disclosure Prompt-based interaction systems
(Schwartzman, 2024) Exfiltration of personal information via prompt manipulation Deployed conversational AI systems

(Chernyshev et al., 2024) Indirect prompt injection and covert data exfiltration LLM agents and tool-augmented systems
(Wairimu et al., 2024) Inadequacy of traditional PIA/PRA for adaptive AI Organizational risk assessment practices

(Sattlegger and Bharosa, 2024) Governance gaps, lack of accountability Public sector AI systems
(Esposito and Tse, 2024) Insufficient algorithmic governance mechanisms Governmental GenAI deployments

practices. This includes periodic reassessment of pri-
vacy risks, monitoring of system behavior and usage
patterns, and mechanisms for updating controls in re-
sponse to emerging threats (Dotan et al., 2024). Em-
bedding PIA and PRA within broader organizational
risk management processes helps ensure that privacy
considerations remain visible and actionable through-
out the system lifecycle.

Algorithmic Governance and Organizational
Accountability Beyond formal risk management
frameworks, recent research emphasizes the role
of algorithmic governance in mitigating privacy
risks associated with GenAI. Algorithmic gover-
nance approaches advocate for embedding ethical,
legal, and privacy considerations into organizational
decision-making structures, rather than treating
them as external compliance requirements (Esposito
and Tse, 2024). This includes the establishment of
cross-functional governance bodies, clear allocation
of responsibilities, and escalation procedures for
privacy related incidents.

Studies in public-sector contexts demonstrate that
the absence of explicit governance arrangements of-
ten leads to fragmented accountability and reactive
risk management practices (Sattlegger and Bharosa,
2024). Although these findings originate in govern-
mental settings, they are equally applicable to private
organizations deploying GenAI, where decentralized
adoption and shadow AI practices can undermine pri-
vacy protection efforts. Algorithmic governance thus
provides a mechanism to align technical development,
operational use, and regulatory compliance under a
unified governance framework.

Regulatory Alignment and Organizational
Governance Regulatory frameworks such as
the GDPR(Parliament and Council, 2018) and
LGPD(da República, 2018) establish legal obliga-
tions for organizations processing personal data,
including requirements for transparency, account-
ability, and risk-based decision-making. In parallel,
emerging AI specific regulations, such as the Eu-
ropean Union Artificial Intelligence Act, reinforce
the need to integrate privacy protection into broader

AI governance structures (Sonsini and Parliament,
2024). Comparative studies of data protection laws
and privacy frameworks indicate a growing conver-
gence toward risk based and governance-oriented
approaches (Rocha and Canedo, 2025; Ferrão et al.,
2024).

Governance models for GenAI must therefore
support regulatory alignment while remaining flexi-
ble enough to address evolving technical risks. This
includes maintaining documentation, audit trails, and
decision rationales that demonstrate compliance, as
well as ensuring that governance practices are propor-
tionate to the risk level and application context of the
GenAI system.

Toward Integrated Governance Models for GenAI
Privacy The literature suggests that effective miti-
gation of privacy risks in GenAI requires integrated
governance models that combine technical controls,
risk management frameworks, and organizational ac-
countability mechanisms. Rather than prescribing a
single prescriptive solution, existing studies point to
the importance of tailoring governance practices to
organizational context, maturity level, and regulatory
environment (Dotan et al., 2024). By positioning pri-
vacy risk mitigation as an ongoing governance activ-
ity rather than a static technical task, organizations
can better manage the uncertainties and emergent be-
haviors associated with Generative AI systems. This
governance-oriented perspective provides a founda-
tion for addressing the complex privacy challenges
identified in this study and directly responds to the
research question guiding this paper.

To operationalize the relationship between privacy
risks and governance-oriented mitigation strategies,
Table 2 synthesizes evidence from the literature by
mapping recurrent privacy risk categories in Gener-
ative AI to corresponding governance mechanisms.
Rather than proposing ad hoc technical countermea-
sures, the table consolidates how existing studies and
regulatory frameworks emphasize organizational con-
trols, risk management processes, and accountabil-
ity structures as important complements to techni-
cal safeguards (Chen et al., 2025; Sattlegger and
Bharosa, 2024; of Standards and Technology, 2023).
By grounding governance mechanisms in empirical



risk evidence and regulatory instruments, this synthe-
sis highlights how privacy risk mitigation in GenAI
systems requires an integrated, socio-technical gov-
ernance approach aligned with both organizational
practice and data protection obligations (Parliament
and Council, 2018; da República, 2018; Rocha and
Canedo, 2025).

6 DISCUSSION

This study investigated the main privacy risks associ-
ated with the use of GenAI in organizational contexts
and examined how governance models can mitigate
such risks. The findings indicate that privacy risks
in GenAI systems are not limited to isolated tech-
nical vulnerabilities but instead emerge as dynamic
and socio-technical phenomena shaped by interaction
patterns, organizational practices, and governance ar-
rangements. This observation has important implica-
tions for both research and practice.

Implications for Research. From a research per-
spective, the synthesis of recent studies reveals a shift
in how privacy risks in AI systems should be con-
ceptualized. While prior work on privacy-preserving
machine learning has largely focused on static data
pipelines and technical safeguards, the literature ana-
lyzed in this paper highlights the limitations of this
approach for GenAI systems (Chen et al., 2025;
Ruhländer et al., 2024). The open-ended interac-
tion paradigm of LLMs, combined with probabilistic
reasoning and contextual inference, challenges tradi-
tional assumptions about system boundaries and risk
controllability.

The mapping between privacy risks and gover-
nance mechanisms further suggests that effective mit-
igation requires interdisciplinary perspectives that in-
tegrate software engineering, risk management, orga-
nizational studies, and regulatory analysis. In this
sense, this paper contributes to ongoing discussions
on socio-technical risk governance by providing a
structured synthesis that explicitly links empirical ev-
idence of privacy risks to governance-oriented miti-
gation strategies (Sattlegger and Bharosa, 2024). Fu-
ture research may build upon this mapping to empiri-
cally evaluate the effectiveness of specific governance
mechanisms in different organizational settings.

Implications for Organizational Practice. For
practitioners, the findings underscore the inadequacy
of relying solely on technical controls to manage pri-
vacy risks in GenAI deployments. Although mech-
anisms such as access control, prompt filtering, and

monitoring are necessary, they do not address risks
arising from organizational factors such as informal
adoption, unclear accountability, or misaligned in-
centives (Wairimu et al., 2024). The persistence of
GenAI use despite perceived privacy risks, as ob-
served in empirical studies, further reinforces the
need for governance models that shape organizational
behavior rather than depending exclusively on indi-
vidual awareness or compliance (Otoo et al., 2025).

The proposed risk to governance mapping illus-
trates how organizations can operationalize privacy
protection through structured governance practices,
including lifecycle-based risk management, role defi-
nition, and continuous assessment aligned with estab-
lished frameworks such as the NIST AI Risk Man-
agement Framework (of Standards and Technology,
2023). These practices enable organizations to adapt
to evolving risk profiles while maintaining account-
ability and regulatory compliance.

Regulatory and Policy Implications. The discus-
sion also highlights important implications for reg-
ulators and policymakers. Data protection regula-
tions such as the GDPR and LGPD already empha-
size risk-based and accountability-driven approaches
to privacy protection (Parliament and Council, 2018;
da República, 2018). However, the emergence of
GenAI systems exposes gaps between regulatory in-
tent and organizational practice, particularly when
governance structures are fragmented or compliance-
oriented.

Recent AI specific regulatory initiatives, includ-
ing the European Union Artificial Intelligence Act,
further reinforce the need to integrate privacy risk
management into broader AI governance frameworks
(Sonsini and Parliament, 2024; Kim et al., 2025). The
findings of this study suggest that regulatory effec-
tiveness depends not only on legal requirements but
also on the availability of practical governance mod-
els that organizations can adopt and adapt. In this
context, governance frameworks and maturity models
play a critical role in translating regulatory principles
into actionable organizational practices (Dotan et al.,
2024).

7 RECOMMENDATIONS FOR
PUBLIC SECTOR
GOVERNANCE

The public sector represents a particularly sensitive
and high-risk context for the deployment of GenAI,
as AI-supported decisions may directly affect fun-



Table 2: Mapping privacy risks of Generative AI to governance mitigation mechanisms
Privacy Risk Category Representative Evidence Governance-Oriented Mitigation Mechanisms
Data memorization and
inference-based leakage

Surveys and empirical attacks on LLMs demonstrating
memorization and membership inference (Chen et al.,
2025; Chang et al., 2024; Ruhländer et al., 2024)

Data governance policies, restrictions on training and fine-tuning datasets, contin-
uous privacy risk assessment, and accountability aligned with data protection reg-
ulations (e.g., GDPR, LGPD) (Parliament and Council, 2018; da República, 2018;
Rocha and Canedo, 2025)

Prompt-based information
disclosure and exfiltration

Prompt injection taxonomies and forensic analyses show-
ing extraction of sensitive data (Derner et al., 2024;
Chernyshev et al., 2024; Schwartzman, 2024)

Prompt governance policies, role-based access control, logging and auditing of
interactions, incident response procedures, and user accountability mechanisms
(of Standards and Technology, 2023; Esposito and Tse, 2024)

Context-dependent and life-
cycle emergent privacy risks

Evidence that privacy risks evolve during deployment and
use, depending on context and organizational practices
(Ahi and Valizadeh, 2025; Barberá, 2025)

Lifecycle based AI risk management, continuous monitoring, and maturity based
governance approaches grounded in the NIST AI RMF (of Standards and Technol-
ogy, 2023; Dotan et al., 2024)

Fragmented organizational
accountability and shadow
AI

Studies highlighting governance gaps, informal AI adop-
tion, and weak accountability structures (Sattlegger and
Bharosa, 2024; Wairimu et al., 2024)

Formal governance bodies, clear role definition, integration of privacy risk into
enterprise risk management, and cross-functional oversight (for Economic Co-
operation and (OECD), 2024a; for Economic Co-operation and (OECD), 2024b)

Misalignment between tech-
nical controls and regulatory
obligations

Empirical evidence of compliance driven but ineffective
privacy practices (Wairimu et al., 2024; Matos et al.,
2025)

Regulatory alignment through DPIA/PIA integration, documentation, auditability,
and governance structures aligned with GDPR, LGPD, and emerging AI regulation
(Parliament and Council, 2018; da República, 2018; Sonsini and Parliament, 2024;
Kim et al., 2025)

damental rights, access to public services, and trust
in government institutions. Unlike private organiza-
tions, public administrations operate under strict le-
gal mandates, transparency obligations, and account-
ability requirements, which amplify the impact of pri-
vacy risks associated with GenAI systems. Based on
the risks and governance mechanisms discussed in
this paper, this section presents a set of recommen-
dations aimed at mitigating privacy risks in public-
sector GenAI deployments.

Institutional Governance and Accountability
Structures A recurring finding in the literature is
that privacy risks in public-sector AI systems are
exacerbated by fragmented governance structures
and unclear allocation of responsibilities (Sattlegger
and Bharosa, 2024). To address this challenge, public
organizations should establish formal institutional
governance arrangements for GenAI, including
cross-functional committees or steering groups re-
sponsible for overseeing AI use across departments.
These bodies should integrate legal, technical, and
policy expertise to ensure that privacy considerations
are consistently embedded into decision-making
processes.

Clear accountability mechanisms are necessary to
prevent diffusion of responsibility in complex GenAI
deployments. Governance frameworks should ex-
plicitly define roles such as data controllers, AI sys-
tem owners, risk managers, and oversight authorities,
ensuring alignment with data protection regulations
such as the LGPD and GDPR (da República, 2018;
Parliament and Council, 2018). Recent studies on
algorithmic governance in government contexts em-
phasize that embedding accountability into organiza-
tional structures is more effective than relying solely
on high-level ethical principles (Esposito and Tse,
2024).

Risk-Based Deployment and Continuous Privacy
Assessment Public-sector organizations should
adopt a risk-based approach to GenAI deployment,
recognizing that privacy risks vary according to
application domain, data sensitivity, and societal
impact. Privacy Impact Assessments (PIAs) and
Privacy Risk Assessments (PRAs) should be treated
as living instruments rather than one-off compliance
artifacts, particularly given the adaptive and evolving
behavior of GenAI systems (Wairimu et al., 2024).

In line with the NIST AI Risk Management
Framework, public administrations are encouraged to
implement continuous monitoring and reassessment
practices throughout the AI system lifecycle (of Stan-
dards and Technology, 2023). This includes periodic
review of prompts, outputs, and usage patterns, as
well as mechanisms for detecting emergent risks such
as prompt-based information leakage or inference at-
tacks (Chen et al., 2025). Maturity models grounded
in AI risk management have been proposed as a prac-
tical means to support incremental improvement of
governance capabilities in public institutions (Dotan
et al., 2024).

Data Governance and Inter-Organizational Co-
ordination Effective mitigation of privacy risks in
public-sector GenAI deployments depends on robust
data governance practices. Public administrations
often operate within complex data ecosystems in-
volving multiple agencies, external service providers,
and shared digital platforms. Studies on data gover-
nance highlight that weak coordination and unclear
data stewardship roles significantly increase privacy
risks in AI-enabled public services (for Economic
Co-operation and (OECD), 2024a; for Economic Co-
operation and (OECD), 2024b).

To mitigate these risks, public-sector organiza-
tions should establish explicit policies governing the
use of personal and sensitive data in GenAI sys-
tems, including restrictions on training, fine-tuning,



and prompt usage. Inter-organizational agreements
should clarify responsibilities for data protection,
auditing, and incident response, particularly when
GenAI services are procured from external vendors
or deployed as cloud-based solutions (Gudepu et al.,
2025).

Capacity Building and Organizational Maturity
Several studies emphasize that technical safeguards
alone are insufficient to manage privacy risks if or-
ganizational actors lack the competencies required to
understand and apply governance mechanisms effec-
tively (Matos et al., 2025; Esposito and Tse, 2024;
Falcão and Canedo, 2024). Capacity building should
therefore be treated as a core component of public-
sector GenAI governance. This includes targeted
training for policymakers, managers, and technical
staff on privacy risks, responsible AI practices, and
regulatory obligations(Spósito et al., 2025a; Martins
et al., 2025; Gonçalves et al., 2024).

Organizational maturity models provide a useful
framework for guiding capacity building efforts, en-
abling public institutions to assess their current gov-
ernance capabilities and identify priority areas for
improvement (Dotan et al., 2024; Saraiva et al.,
2025). By progressively enhancing governance ma-
turity, public-sector organizations can better align
GenAI innovation with privacy protection, account-
ability, and public trust.

Regulatory Alignment and Transparency Public-
sector GenAI governance should explicitly align
with existing and emerging regulatory frameworks.
The LGPD, GDPR, and the EU Artificial Intelli-
gence Act collectively emphasize principles of trans-
parency, accountability, and risk-based governance
(da República, 2018; Parliament and Council, 2018;
Sonsini and Parliament, 2024). Public administra-
tions should operationalize these principles through
documentation, audit trails, and explainability mech-
anisms that support both internal oversight and exter-
nal scrutiny.

Transparency toward citizens is particularly criti-
cal in the public sector. Governance models should
ensure that the use of GenAI systems is clearly com-
municated, that individuals are informed about how
their data are processed, and that accessible mecha-
nisms for redress and contestation are available (Satt-
legger and Bharosa, 2024). Such measures are neces-
sary to maintaining public trust and legitimacy in the
use of GenAI within governmental institutions.

Key Findings Summary

The findings indicate that privacy risks asso-
ciated with Generative Artificial Intelligence
(GenAI) in organizational contexts are dy-
namic, context-dependent, and predominantly
socio-technical in nature. Rather than aris-
ing solely from isolated technical vulnera-
bilities, these risks emerge from the inter-
action between models, data, users, and or-
ganizational practices. Empirical evidence
shows that technical safeguards such as ac-
cess control, prompt filtering, and anonymiza-
tion are necessary but insufficient to address
risks such as data memorization, inference-
based leakage, and prompt-based informa-
tion exfiltration. Effective mitigation there-
fore depends on governance models that in-
tegrate technical controls with organizational
structures, continuous risk management pro-
cesses, and clear accountability mechanisms.
In particular, risk-based governance frame-
works, lifecycle oriented assessment, and in-
stitutional accountability are essential to man-
aging privacy risks in GenAI deployments,
especially in highly regulated and high impact
contexts such as the public sector.

7.1 Threats to Validity

This study is subject to several limitations. First, the
analysis is based on a synthesis of recent literature
rather than on primary empirical data, which may re-
flect biases or gaps present in the selected studies.
Although care was taken to include surveys, empir-
ical analyses, and governance-oriented research from
multiple venues, relevant works may have been inad-
vertently omitted.

Second, the mapping between privacy risks and
governance mechanisms is interpretative in nature
and reflects the authors’ analytical perspective. While
this synthesis is grounded in established frameworks
and empirical evidence, alternative categorizations
or governance interpretations may lead to different
mappings. Finally, the focus on organizational and
public-sector contexts may limit the generalizability
of the findings to other domains or highly experimen-
tal GenAI applications. Future empirical studies are
needed to validate and refine the proposed risk gover-
nance relationships in real-world deployments.



8 CONCLUSION

This study examined the main privacy risks associated
with the adoption of Generative Artificial Intelligence
(GenAI) in organizational contexts and investigated
how governance models can mitigate these risks. The
analysis of recent literature indicates that privacy risks
in GenAI systems are dynamic, context-dependent,
and predominantly socio-technical, emerging from
the interaction between models, data, users, and or-
ganizational practices rather than from isolated tech-
nical flaws.

The findings demonstrate that purely technical
mitigation strategies, while necessary, are insufficient
to address risks such as data memorization, inference-
based leakage, and prompt-driven information disclo-
sure. Effective mitigation requires integrated gov-
ernance models that combine technical safeguards
with organizational structures, continuous risk man-
agement processes, and clearly defined accountabil-
ity mechanisms. Frameworks such as risk-based
governance, lifecycle oriented assessment, and algo-
rithmic governance provide a structured foundation
for managing privacy risks in GenAI deployments.
In particular, the study highlights the relevance of
governance-oriented approaches for the public sector,
where GenAI systems operate under heightened le-
gal, ethical, and societal constraints. The proposed
mapping between privacy risks and governance mech-
anisms contributes to bridging the gap between ab-
stract regulatory principles and actionable organiza-
tional practices.

As future work, empirical studies are needed
to evaluate the effectiveness of specific governance
mechanisms in real world GenAI deployments and to
refine maturity models tailored to different organiza-
tional and regulatory contexts. Further research may
also explore sector specific adaptations of governance
frameworks and the long-term impact of GenAI gov-
ernance practices on public trust and institutional ac-
countability.
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